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2.1.2. Console ¥

{3 Console
ZiERE PC )

RIGE | . .
« Console B4FRIZ
FHEHE: w0 v/
—t—
RO [ vl E
AEERE): % v| ~ 9600 bps
BLT®: [ vl
HEARHE. v - 8 #uE(
- 1 =1
- = SO
(®e [ ®E | EBRIG

Console JEZIFHE EHRRZIRATIEE] login IR7RFF

MiaARE7 admin, Bi3ASE

2.1.3. apAATHE
HENMIERA SIS TR BT Tab Eib2H<S
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\
global

R il m | ‘ address setting

EEBH get m \ vip interfac
m ‘ service zone
_ \ policy | (| .u

238 diagnose :

THdre execute Configsystem global
get system setting
show firewall poicy
Diagnosedeb app
execute ping

NG

BELE

B AS

exit
2.14. wATHE
®E port2 BYIP:
310B # config system interface #HANEOEE
310B (interface) # edit port2 #miEtEERE O
310B (port2) # set ip 10.0.0.99/24 #1P MR E

310B (port2) # set allowaccess https ping HRIEEEREREMNRS

310B (port2) # end #end (RFFHHEH

215 mRITHREEE

BRREDS
310B # show system interface port2
config system interface

edit "port2"

setvdom "root"

setip 10.0.0.99 255.255.255.0
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setallowaccess ping https
set type physical

next

end

21.6. mRITSHEEERE

BrSHI=ERE

310B # config system interface
310B (interface) # edit port2
310B (port2) # get

name . port2

vdom . root

cli-conn-status :0

mode . static

dhcp-relay-service : disable

dhcp-relay-ip :

dhcp-relay-type : regular

ip :10.0.0.99 255.255.255.0
allowaccess . ping https

2.1.7. A THIT M4

W7, fian:

executefactoryreset
execute ping
execute backup
execute date
execute time
execute reboot
execute shutdown

2.1.8. XFE A HE

WG s H: 10 portl B internal, #JU5% 5% IP Hili A4 https://192.168.1.99
ERAIK S admin, B8 97, G BORTA AR, KR 3.6 DL RAR B 1E8 B Y45
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IV it e B, W LA\ System-Admin-Settings,Language 4% Simplified Chinese

Administrators Settings

System

E| Dashboard Central Management

bw Status Status © Not Managed
BB Network FortiManager IP/Domain Name: | | Send R —
= Config [ 1 Use FortiManager for all FortiGuard communications

=5 Admin

Administrators Administration Settings

Admin Profiles HTTP Port ¥l Redirect to HTTPS
- TEsiios HTTPS Port s
&5 Monitor
Policy Idle Timeout (1-480 mins)

Firewall Objects

|| Enable Password Policy
Security Profiles

VPN View Settings
User & Device | Language |English v |
WAN Opt. & Cache Lines Per Page (20 - 1000)

RGBT PAEN RS P B B - B Y, e admin IK S HHMTEMEE,
U AT LIRS AR ML, 48 5E FoVF EHLX FortiGate 51 o

E i | EEA [admin | l W R |
. = Status e @EE O@EE OPK
e g 15 [ EH-.. | 0/255
i B
=% mEnEE BREE
| e | |
: Tﬁ'ﬂmﬁ []5MS © FortiGuardiZERE 8l
..... - .le a%%ﬂ |
=5 s

T AT B U D T
config system admin
edit "xxx"

Fortinet 23 &) 12/118 www.fortinet.com.cn



F:=:RTINET

end

set password Xxx

BeEi e, EEhla BanFEPEN.

22 BB XX HEH

2.2.1. B E&H

1)

2)

REEB K s AT DA

WE B T £ 17

if web Tl EE CLI Ay
ENERAF 1 B E SO, (TR E SRR .

AT E A AT &, RN ARG H

IO IR i . RS — AR —status — R 45 2

=R .Eﬂﬁ %

e

o Egiwea | | mis

E3|_1 ity % lgﬁﬁit

E I'_E" BIEmEE % Z:;k;iﬁ

- @R | | e
il | | mmEme
o aE e
- s HEIETAE

LRSI R

FW81CM3909600364 (B

FW&1CM3909600354

NAT [Eph]

bR, (FE]

Tue Jun 10 02:38:23 2014 (ntpl.fortinet.net) [Egi]
v5.0,build0271 (GA Patch 6) [Hi2] [H¥5]

| &in) ool izl

admin [[E8] /1 B3t [Em5]
0% O:BF 10 4§

mAT A, R B R BT S, R E R AR AR A0 RS B AR

AN ORAT, R I i E S,
A L APk 7 B4R P B A

WA PR U S AN R &1 USB [, FRA73I U £,

B NTERS, DRAF TR R A ST AN

ST ARG

i
ENERTE: @ ®MIHEY,  USBER
W hrEsmE i
=
AR
win ||
T AT R L E
Fortigate# exec backup
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config H e B .
disk B REAE_E 1 log SCf

full-config HIE R A H N 2R E -

Fortigate # exec backup config tftp dd.cfg 1.1.1.1 &4 CfF#) 1.1.1.1 i) TFTP A%
&%, X4k dd.cfg
Fortigate # exec backup config usb dd.cfg #1735 usb R4 .

3) RLAFEA
BB )E, HEH BN RE S H MR E S, wEidn 7 EE.
WK, sSdEIT (Revisions)

T

O gpit I ekl

v RBEE
IHE FW81CM3909600364 (&)
e2 FW81CM3909600364
BT NAT [@24]
S HAIAZS A (S
am_gfj“fﬁ FHA Tue Jun 10 02:38:23 2014 (ntpL.fortinet.net) [&@pk]
?fgm T v5.0,build0271 (GA Patch 8) [FH4E] (%]
il RATE T (EiH] GIE
5 yEEER admin [1E@] /1 S [44]
== g R 0F 0.4 10 4%

e 3 b & rERrEmE

|

= © mi 0S Version v5.02 build582

o 641 06/10/14 02:25:56 daemon_admin

EEi felel 540 06/10/14 01:16:26 admin

E} EiE 630 06/09/14 22:53:20 admin

am EERER 538 06/09/14 21:52:12 admin

L s 637 06/09/14 21:08:03 admin
hiaEE 636 06/09/14 21:00:55 admin

; = 635 06/09/14 20:01:58 admin

w5 g 633 06/09/14 00:21:38 admin

632 06/08/14 20:14:40 admin

22.2. MENE

A ULIERE R P AR R S B B S R
1) E TR RIBCE AT

Fortinet 23 &) 147118 www.fortinet.com.cn



=-=RATINET.
K, EBERAGE MR —status— RGE S, SilR, EEBEFEERE N S,
RO SEHNER, BHIEE S

CEIT | P Y2

. © us

[ e FW81CM3909600364 [E7k]

- ) Pl =2 FW81CM3909600364

oo R =fTiE NAT [Ef]

i EEE HAZS iR, [EE]

+ IE ‘;}EMXE ER IS Sun May 19 23:43:53 2013 [Egh]

i _@ i ey v4.0,build0656,130211 (MR3 Patch 12) [HB] (%]

" ! : £

o FHEENM BE—&&MH: Thu May 16 00:02:42 2014 [&{i] [iF
BT [Revisions] [ERI G

LEEER admin [iZprEaR] /1 S (1]
HEETaiE 4% 2384 0 G

2) KR RGN ES B s RAFBCE S

A7 Revisions

.

D i S

=2 ® mi - RREE

Fi= FW81CM3909600364 [FEx]

B 5 g L) FW81CM3909600364

S iEfTiEE NAT [&3k]

e H | Hatkzs st

BFE E@m.:.XE % n’g:::cEl,ﬁﬂ ?I'ELJ_;*JEUEE [IEUEEE;;:SS:ES 2014 (ntpl.fortinet.net) [Ep]
:::: ER % A v5.0,build0271 (GA Patch 8) [FR] 4]
A | | zomEss @) Ew e ]

e | |smzEs admin [iz2r2Em] /1 it [4E%]

= = | |z 0F 0.4 10 4%

T PEELIL 5 ) e B S

e—ee—
W omEe  Eism P EEE EirE & £ [ Restore Factory Default

W | EiEE RV

05 Version v4.00 build&sa

] 430 05/20/13 00:03:38 admin
] 429 05/20/13 00:03:37 admin
428 053/19/13 23:26:47 admin
] 427 053/15/13 23:56:37 admin

R e, RGEHAMNK S, B3IE)E.

Fortinet 23 &) 15/118 www.fortinet.com.cn



===RATINET

23. RGEH

231 EH E

Fortigate # execute factoryreset , [AIZ)51EFE y.

2.3.2.

R E

1)
2)
3)
4)

5)

6)

FRAGEH

HIR:
LA IR E AT
WA IR B (L2 L S H R D
JEEN5E 30 FP Y MR VSR R 48, HI74408: maintainer;
R bepb+FAS (X4 K/N5); fl: bcpbFW81CM3909600364
FEAT AT N AT A0 T i 4 F T B “admin” B 2 i«
config system admin
edit admin
set password 5 Efic B 1) & g
end

FHHT RS Web FiH # fl R4

233 BHREH

1) BHEEAEE
WEB W :
AGEH—EHARE —EH R, %48 admin /7, %% change password, 43R0
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RREE
: © mte
“w Status
& R
¢ B
= Iy EIEREE
o iRiEMER
e iEE
£-(a5) BEF

T

LR

2)

config system admin

edit admin

BT [admin
#H @R omE OPK

[ mFvmranAiE

[CIrestrict this Admin Login from Trusted Hosts Only

set password 75 £ B 1) H 2 g

end

BRI &

RREH

- &) m@R
“w Status
- G P
C i EREE
- o BIERIRE

S TRy IR

- banEE
o -uE
e i

ot cllfes i

Fortinet 2 &]

- B

o BIERERRY

T

[ admin G

»

m
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FiREH
El = EER monitor
b Status A O i st
-5 g FAEBR [seeees
=% meseE D
N ime E HAEE
R
Y Thia# prof_admin ¥
=3 s
ERiEE
| i admin@xdf.cn
| SMS * FortiGuard{Z 2RSS
sE HIESH
BhX iERd %
e BRMNETAE
ElREM
[ [ D ASEENREZADmINEEF
T AfEEHL #1 [0.0.0.0/0.0.0.0
. AIfEEHL #2 [0.0.0.0/0.0.0.0

A4, B, iR, EEENL WETIAE.

3) fEHEENE

0/255

o,

AR P I BRI HR AN T RIAE AL, R RIS AL 1P sk v AT LT )
B k&, BIE PING. WiRAy 2 ping WANSZRRE, AT AASIN— D BCA s BALR 1K

Fr HRTAE AL T R )

2.3.4. NTP R&2%

[ R
config system ntp
config ntpserver
edit 1
set server "11.152.8.7"
next
end
set ntpsync enable

set syncinterval 60
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HEREM 2

diagnose sys ntp status

L4

Fortigate # dia deb enable

Fortigate # dia deb application ntpd -1
Fortigate # dia deb application ntpd 0

Fortigate # dia deb disable

2.3.5. B kiR EH

1) BEFHEBITRE
dia sys top

Fortigate#get system performance top

Run Time: 0 days, 8 hours and 22 minutes

0U, 0S, 1001; 500T, 268F, 64KF
IR D R

httpsd 99 S
httpsd 69 S
cmdbsvr 33 S
httpsd 41 S
ipsengine 60 S<
fgfmd 85 S
newcli 145 R
2) AEHRE

diagnose sys kill <signal> <process id>

FFJ& debug
#E ntp (58
K

%] debug

CPU WA
0.0 51 /IS HEMRARAS

0.0 4.4
0.0 4.1

0.0 3.6

0.0 3.3
0.0 3.1

0.0 31 IRIBITIRE

o <signal> HEFF(EA 11,4574 crashlog , FH T b i) HE#

e <processid> #FE ID

diagnose sys kill 11 60
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By e P BRREAEAS 200 6.4.2.1 N3

24. RGEEEE
24.1. Bi kKB RGERE

BERENGERE, PS5, BFRA, BAIRA, S,

FG3K9B3E10700335 # get system status

2.4.2. Bi KEERAME B

FG3K9B3E10700335 # get hardware status

2.4.3. Biki% CPU g &

Fortigate # get hardware cpu

processor 10

vendor _id : Genuinelntel
cpu family 16

model 5

model name : Celeron (Covington)
stepping :0

cpu MHz 1 600.037
cache size 164 KB
fdiv_bug ' no

hlt_bug :no

fOOf_bug ' no
coma_bug 1 no

fpu :yes

fpu_exception  :yes
cpuid level 2
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wp :yes
flags : fpu vme de pse tsc msr pae mce cx8 sep mtrr pge mca cmov pat ¢
Iflush dts acpi mmx fxsr sse sse2 ss tm pbe

bogomips : 1196.03

24.4. Pi KEENFFER

FG3K9B3E10700335 (global) # get hardware memory

total: used: free: shared: buffers: cached: shm:
Mem: 12557111296 2246512640 10310598656 0 344064 950071296 970493952
Swap: 0 0 0
MemTotal: 12262804 kB
MemFree: 10068944 kB
MemShared: 0 kB
Buffers: 336 kB
Cached: 927804 kB
SwapCached: 0 kB
Active: 51936 kB
Inactive: 876356 kB
HighTotal: 0 kB
HighFree: 0 kB
LowTotal: 12262804 kB
LowFree: 10068944 kB
SwapTotal: 0 kB
SwapFree: 0 kB

2.4.5. Bl k3% NPU R BB R

FG3K9B3E10700335 (global) # diagnose npu np4 list
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ID Model Slot Interface

0 On-board portl port2 port3 port4
port5 port6é npu0-vlinkO npu0-vlink1

1 FMC-C20 FMC4 fmc4/1 fmcd/2 fmc4/3 fmcé/4

ISR HRI &AL fmc4/5 fmc4/6 fme4/7 fme4/8

fmc4/9 fmc4/10 fmc4/11 fmc4/12
fmc4/13 fmc4/14 fmc4/15 fmca/16
fmc4/17 fmc4/18 fmc4/19 fmc4/20

npul-vlink0 npul-vlinkl

2.4.6. P kKEEMIE R OISR

get hardware nic portl
diagnose hardware deviceinfo nic
show system interface &A% AL E

get system interface Al E A FH B IR

2.4.7. B KIEHERELS B

Fortigate # get system performance status

CPU states: 0% user 1% system 0% nice 99% idle

CPUO states: 0% user 1% system 0% nice 99% idle

Memory states: 42% used

Average network usage: 46 kbps in 1 minute, 54 kbps in 10 minutes, 99 kbps in 30
minutes

Average sessions: 24 sessions in 1 minute, 36 sessions in 10 minutes, 29 session

s in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions p

er second in last 10 minutes, 0 sessions per second in last 30 minutes
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Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 0 days, 8 hours,

34 minutes

2.5. R4 OS 4

2.5.1. WEB W & &F4%

FTIF 407 BT «

> © mps

- i
¥ EE
BFE EHEREE

o 5 g

1) EALHH OS

oE L ER
v RREE

FHE FWS1CM3909600364 [Ep]

EE FW81CM3909600364

IR NAT [Epi]

HAAZS iR, [EiE]

RiAHER Tue Jun 10 02:44:36 2014 (ntpl.fortinet.net) [FExr]
Frpt i v5.0,buildo271 (GA Patch 6] (725 J4m+)
FHEENH [&i7] GFE] [E7T]

SEEER admin [iZpFEE] /1 Sit B

FFEIEITRE 0F 0183 17 45k

T, N OS TR I -

o EE
=16 mERieE

e

EZRHB/ES
MFAE EMFEE v

HE EEE | FmET

HEHE £2

BigFortiGuardFE BT DT P ER [E2(28]

EEhEE “

BRSESEEE

MA M i L FEETL R O S S, #iE R RS2 EE, JFHEBIHINO S,

2) fEHBLE &AL XA OS
REEBTKBRAFAE 2 4 OS 701X, i d i iZ4tl, M3 BT /e h RAERITA O S
BAGSCH, EEEMMKO S, mEiTtH, RGESAFRBL, JHERE O S k5%,

Fortinet 2 &]
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R2REH

iy LHalETo=THIER: FWE1CM-5.00-build271 [H$1

= © i L 5 b
T | T S T N
"EEi Z FWS81CM-5.00-build271 06/10/14 02:25:55  admin
IE‘! il FW81CM-5.02-builds82 06/09/14 18:31:59 admin

=% wennE
2.5.2. TFTP #% OS

VOB 22 e g, @ UGEN 2T RS A 0S.

1) &HiFRERHE.

2) MERIFAHNEY FortioS ST, TRIEEANRIAL S R AN R OS.
3) S TFTP server ¥4t

4) I H R RS console 1, JEEE B FNBT kb .
5) &M BERHRREEAT I B A .

Power on

FGT60 (19:33-06.05.2003)

Ver:03000300

Serial number:FGT-6028030xxXxxX

RAM activation

Total RAM: 128MB

Enabling cache...Done.

Scanning PCI bus...Done.

Allocating PCI resources...Done.

Enabling PCI resources...Done.

Zeroing IRQ settings...Done.

Verifying PIRQ tables...Done.

Boot up, boot device capacity: 30MB.

Press any key to display configuration menu... I AT R
[G]: Get firmware image from TFTP server. /& TFTP F+2% OS
[F]: Format boot device. g AN AF
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[Q]: Quit menu and continue to boot with default firmware.  /ABHISEH, k555

[H]: Display this list of options. 1135 B

Enter GF.Q.or H:  ( i&H'F)
Formatting boot device...
Format boot device completed.
Enter GF.Q,or H: ( i&#'G)

HEIST B e b b W G 5 1 2% (R AN I £ 422 1 AHZE , FG3950B Al FG3040B 4 mgmtl,
FG1240B 4 39 1. JXEEs{EAE1 sk $ //
Enter TFTP server address [192.168.1.168]: 192.168.171.129 5N TETP 454511 1P
Enter local address [192.168.1.188]: 192.168.171.171 115 TFTP JIi55 2% 8 B 1P
Enter firmware image file name [image.out]: FGT_60-v280-build219-FORTINET.out
MAC:00:09:0f:0a:1a:7c
HHHHHHEHH?
Total 10643362 bytes data downloaded.
Verifying the integrity of the firmware image.
Total 28000kB unzipped.
Save as Default firmware/Backup firmware/Run image without saving:[D/B/R]?  (i£# 'D')
Programming the boot device now.

6) THH5EJE, get system status 2 F A(S E. .

2.6. WEBIFRAE
2.6.1. RAEZ

1) B AT R
Fortigate # exec shutdown
This operation will shutdown the system !

Do you want to continue? (y/n)y

Fortinet 22 #] 25/118 www.fortinet.com.cn



===RATINET

System is shutting down...

System is shutting down...

The system is going down NOW !!
System is shutting down...
Fortigate #

The system is halted.

2) WA DLE SRR,
2.6.2. BEHEEEE

exec reboot

2.6.3. TS HAE

1) BEEEHER:

Fortigate # exec disk list

Device SO 30.1 GB
[Internal]
partition 1 30.1GB

2) #AfuhES

exec disk format 0 &b RGeS HINE)E.

3) EEWAMARKLR

ref: 0

Fortigate # diagnose hardware deviceinfo disk

Device SO 30.1 GB
[Internal]
partition 1 30.1GB

ref: 0

ATA STT_FTM32GL25H (SSD)

label: 48EB731B1EBAB5A5

ATA STT_FTM32GL25H (SSD)

label: 48EB731B1EBAB5AS5

[ dev: /dev/sdal major: 8 minor:1 free: 29479MB  mounted: Y ]

Device S* 492.0 MB

partition 1 39.1 MB

Fortinet 2\ 7]

ref: n/a

ref: n/a
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[ dev: /dev/sdbl major: 8 minor: 17 free: 1I0MB mounted: Y ]
partition 2 39.1 MB ref: n/a label:
[ dev: /dev/sdb2 major: 8 minor: 18 free: 9MB  mounted: N ]
partition 3 403.9 MB ref: n/a label:

[ dev: /dev/sdb3 major: 8 minor: 19 free: 309MB  mounted: Y ]

SEIE. WP KM E

3.1 YpEEnO

3.1.1. Web WH

a@ R internal(00:09:0F: CF:AA:EQ)
" Status i |
e
h‘:iW 28R ¢
e w0
. - | %m E
T DNS HhHEsE & B%=% O DHCP () PPPoE () BT Fortiap
e
e s IPHihE Podi R 192.168.1.99/255.255.255.0
= EiEifia v HTTPS @ PING | HTTP [ FMG-ifia ¥ CAPWAP
FhXIER % ¥ SSH [ SNMP @ TELNET[] FCT-ikia
RORE BihIPsecER
%k DHCPERESE v BR
B PeSE MR
WANER {4 & Create New
ELEEH 192.168.1.110 192.168.1.210

WO RF =it iEs
BENX : FaEcE ip ithik
DHCP: M DHCP $XEY ip bt

PPPOE : {#F pppoe (k55
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3.1.2 MEWS

config system interface
edit "internal”
set vdom "root"
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https ssh http telne
set type physical

next

3.1.3. BOBREZ AN IP

)& T root 15
/B & ip Huhk.
JITC B 1 5 FE e T

[IHAB A vian, 802.3ad, TU4Y%%

WEB JHE: e POMEITPHIE pom v create new.

2 ® mi5

> | zems None ;
-~ ® Status g
= s | eaEE
IR | semsinges
" B
- = DNS || BAsTP v
" RS || FERstwebftiEmE:
%ﬁ o e s I RADIUS M o
BENE P He At @
Bk vl
TERE & Create New
e TPy /A
. | FAETTEFE
WANR LA S TN
S BIEHS o O DEl © &M
CLIBE:

Config system interface
edit "internal"
set vdom "root"

set ip 192.168.1.99 255.255.255.0

Fortinet 22 #] 2817118
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set allowaccess ping https ssh http telnet fgfm

set type physical
set secondary-IP enable
config secondaryip
edit1
set ip 11.0.0.1 255.255.255.0
set allowaccess https
next
end

next

3.2. Vlan 0

3.2.1. WEB W H

FRER

g BOEH
\..= Status % 2
=g s |

- n ONS WLAN ID

#0

- B E et

Hm BE TPt/ F g
= G EERARE
EER B
- iR

3.2.2. LB w4

I VFECE secondary IP
G INL W= 55N
D, FUKEZA

vlan100

VLAN v
portl L
100

* EEY DHCP PPPGE

192.168.100.99/255.255.255.0

YIHTTPS  WIPING L JHTTP FMG-ifia]
SSH SNMP L TELNET

FortiGate EXFIMET NIFCIE=ERTY Vlan 0 , AILASISEMERREOXEK

config system interface
edit "VLAN20"
setvdom "root"

set ip 192.168.20.1 255.255.255.0
Fortinet 22 #] 29/118
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set allowaccess ping http telnet Ivlan EONETRISE)
set interface "port2" IIREXBYYIEEREE
setvlanid 20 /Ivlan id

next

end

3.3. ILEEO

3.3.1. WEB W TH]

E‘ iR % EOER channel
. = Status  — i
- = e 802.2ad[E v
o | pEsnmz:
= DNS . ——
. po po
- ERE PO TE
B BER port?
oG EERRE e
Egm@% HEAHRS o@xEx  ODHCP O PPPOE
e s |
-E5] bFH bt/ PSR 2.2.2.2/255.0.0.0
W
Policy FER Web{{iEE: -
Eirewall Objects AFATMTURHIL AL 1500 | G

FortiGate HEISREFTEMMNEERMAL BASHFE)/\AMNED, ERERGIHZOL

Fortinet 2\ 7]

MEBLITFRME:
o IEMBPR/MIIEREEN,MIF Vlan 0O ;
o RMMRWIER—REMET
o EMRLRREN IP itk BARFERIEN K IEEMMECEFHIERA
® RMMRIRE Vian FiE0 ;
o RMMRARIFN HA BIOBERD ;
o EINRTERCHMBRAMR.
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3.3.2. BEEwm4

edit " aggregate "
set vdom "root"
set ip 192.168.0.249 255.255.255.248
set allowaccess ping https ssh telnet
set type aggregate
set member "port7" "port8"

next

3.3.3. BEWMS

e FG5001-5050-A-5 (global) # diagnose netlink aggregate name aggregate
LACP flags: (AIP)(S|F)(A[l)(1|0)(E|D)(E|D)
(A|P) - LACP mode is Active or Passive
(S|F) - LACP speed is Slow or Fast
(A|l) - Aggregatable or Individual
(1|O) - Port In sync or Out of sync
(E|D) - Frame collection is Enabled or Disabled

(E|D) - Frame distribution is Enabled or Disabled

status: up

distribution algorithm: L4
LACP mode: active
LACP speed: slow

LACP HA: enable
aggregator ID: 1

ports: 2

actor key: 17

actor MAC address: 00:09:0f:68:35:94
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partner key: 17
partner MAC address: 00:09:0f:68:37:d8
» slave: port7
status: up
link failure count: 3
permanent MAC addr: 00:09:0f:68:35:94
actor state: ASAIEE IIASAIEE REIEH
partner state: ASAIEE

aggregator ID: 1

slave: port8

status: up

link failure count: 2

permanent MAC addr: 00:09:0f:68:35:95
actor state: ASAIEE

partner state: ASAIEE

aggregator ID: 1

3.4. UAEN

3.4.1. WEB W TH

FortiGate JTAREOIEM M EZ MIRREAZEN—MEO, EHEP—ZOKN , WG

redundant HTFHEMZOMEHEEARE | LUARITRAYWER,
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E‘@ i % EOER redundancy
. es Status % e p—
e H == mEED hd
o g |
) PERORR:

= DHCP [BE2 Toﬁrzu Ep‘oﬁriu

-om B LIE portg porté
o) B portlo
0B BEREE pore7 €]

Egm@i i, o ey DHCP PPPOE

i

1Pt :

f— it/ F PR 0.0.0.0/0.0.0.0

342 MEMWS

config system interface
edit "redundancy”
setvdom "root"
setip 192.168.127.1 255.255.255.0
setallowaccess ping https telnet
set type redundant

set member "port9" "port10” IO RS STIIANRR A E

next
end

TURIEOAE 200B LA LRSS THRTE.,

3.4.3. BEIABONERRS

ha-a-981 $ diagnose netlink redundant name redundancy

status: up HUREORES
npu: n
ports: 2

MAC addr: 00:09:0f:88:2¢:89 #4481 L{E#E[0 MAC it

current slave: port9 #HE T{FEO
slave: port9
status: up

link failure count: 3 Him O LT
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permanent MAC addr: 00:09:0f:88:2c:89
slave: port10
status: up

link failure count: 2
permanent MAC addr: 00:09:0f:88:2c:88

3.5. Zone(IX)

X zone 5 2 N/ MIEEEO |, vian 20O , S REOFEEE— KX

5, BBATE S RRERT , FILASEAE zone IRTERIEAE S MNEOSRNE.
3.5.1. WEB T H

e R/ XI5

FORTINET

INTERNAL
WANIWAN2DMZModen2 3 4 5 6

Fortiwifi 81CM

Y 1P/ R

192.168.118.5 255.255.255.0 i

wanl

[+] wan2 0.0.0.0 0.0.0.0 HmE
modem 0.0.0.0 0.0.0.0 e
[+] mesh.root (% S5ID: fortinet.mesh.root) 0.0.0.0 0.0.0.0 WiFI
(1] internal 192.168.1.99 255.255.255.0  $mE
EhkigH® [+ dmz 0.0.0.0 0.0.0.0 ki
R RE '+ wifi (@ SSID: fortinet) 10.10.80.1 255.255.255.0 WiFi
Sy
EEEd.
= ® miE % EH finside
= Status E ¢ EREREIEMETRE.
g E
T | moma
= DNS R port2 port3
. DHCP RS ¥ portd td ports
3 portd port?
Policy ports portg
" . rt1o I t
Firewall Objects po SsLroo
- vlan100
UTM Profiles
i =R Wik || HH |

Fortinet 22 #] 34/118 www.fortinet.com.cn



F:=:RTINET

35.2. iEEwm4

config system zone
edit "zone"
set interface "port5" "port6"

set intrazone deny

next
end

BtEX zone 5§

, EROFELER

12 B Rk zone kR ZIEHGRE

0 zone BURKER |, (BRETEN RIS , IREOBAEH

Il zone B &R , MIRELA zone AERNE M FKEE

3.6. R

config system interface

edit "port1" BOLT

set vdom "root" FE 1 e kg 40005

set mode static Okl #74, pppoe,dhcp
set dhcp-relay-service disable 75 Fe v DHCP H4k ik 5%

unset dhcp-relay-ip

fic & DHCP 4% iR 5517 IP

set dhcp-relay-type regular

DHCP 4k iR 552K A1, HiEa Ipsec

set ip 11.156.224.166 255.255.255.248

IP ik

set allowaccess ping snmp telnet

2 1 eV R P2 i T

set fail-detect disable

FE T HEATH VRO, BRI 59— D RS

set pptp-client disable

AMEN ppptp client 325 i

set arpforward enable Y arp R

set broadcast-forward disable 2L R BRI K

set bfd global 1 F 4= R 14 bfd 1id B 250

set I2forward disable KM 2 R RARE K

set icmp-redirect enable TFJa icmp 2% B 2 E M DhRg
set vlanforward enable FVF vian ¥k

set stpforward disable AR R A R

set ips-sniffer-mode disable AR B R IPS R

set ident-accept disable R A P UGIE AR 45 i 1

set ipmac disable

B0 FSEH IP MAC 4858

set subst disable

set log disable

ﬁF?ﬁDLEI Aok, PERPERE, W T HE

set fdp disable

73 J0VF Fortinet Discovery Protocol (FDP)i 45 .

Fortinet 2\ 7]
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set status up

IR Y UP

set netbios-forward disable

FEYFF netbios % & 31| wins IR 55 4%

set wins-ip 0.0.0.0

wins IR 5525 1 IP Mt

set type physical

BN RAAEE T, LA vlan redandunt,aggregate

farey
=5

set sample-rate 2000

sflow SRAEIH R A HE 2000 KAE—A

set polling-interval 20

sflow KA EIFE, HAAD

set sample-direction both

sflow 3 A AR 2 N7 1) I EE

set explicit-web-proxy disable

K L R web-proxy fREE

set explicit-ftp-proxy disable

PO L EoR ftp-proxy AR

set tcp-mss 0

TCP s KAEHI .70, LARKM—/# R 1460 15

set inbandwidth O

O ERRESES], A7 KB, %6 HRIR R R HEIE

set outbandwidth 0

O ERRESES], A7 KB, %6 HRIR R 2 HIE

set spillover-threshold 0

ECMP i 3& T usage-based LM%, 4R AFIXA
BEOMREARZE, RERTaE LS TN

set weight 0

Fo B % DBUE, DRt R BEEBUER A 2L

set external disable

fic B iZ4% oA HE 0, AT SIP ) NAT

set description "

i RlibEii(a

set alias "

FeE R OAA, DUH O

set vrrp-virtual-mac disable

A2 vrep ZERGHTH MAC Hiht

set secondary-IP disable

ZEH: D ERCE 2N 1P ik

set idle-timeout O

M ORCE N pppoe FEA Tz, 2 PR R S B[]

unset macaddr

A7 % T MAC fidik, O T8 .

set speed auto

Fic B #2113 . 1000full,1000halp %

set mtu-override disable

AHE LN MTU

set wecep disable

A5 FH WCCP: M T 4738 15 Bl

set sflow-sampler disable K] sflow KAf
3.7. X LW &
® diagnose hardware deviceinfo nic wanl IEE DGR
® show system interface wanl IEEEEREIE BEORE

® show full-configuration system interface wanl NEEREOERE

® get hardware nic wanl
® getsysarp
® exec clear systemarp table

® execping1.1.1.1

Fortinet 2\ 7]

IEFEIE R
1T arp %K.
1135 B arp &

Il ping
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®  exec ping-options 118 %€ ping 2%
data-size integer value to specify datagram size in bytes
df-bit set DF bit in IP header <yes | no>
interval integer value to specify seconds between two pings
pattern hex format of pattern, e.g. 00ffaabb
repeat-count integer value to specify how many times to repeat ping
source auto | <source interface ip>
timeout integer value to specify timeout in seconds
tos IP type-of-service option
ttl integer value to specify time-to-live

validate-reply validate reply data <yes | no>
view-settings view the current settings for ping option

® exec traceroute 8.8.8.8 /I trace

AR KR JORE R E
4.1 BpSBRER
411, RETE

WE RN

BRIIP/FRER 10.0.0.0/255.0.0.0

'&% port]_ v
Pog 192.168.1.1
i s Settings g Write 3 comment... 0/63
B0 SRR o B
= 3 Hni {54 0 (0-4294967295)
Policy
EHEIEE 10 {1-255)
Firewall Objects
X A | i B |
LITRA Menfilac

HH ip/FM#EE:  HEEROHEBip
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B ZSRERHRISCHIR O, AREROERL, Bl R R R R R R Ak H

Tk TAE.
IX—XJ%: _F#EJE ip
R TR, Wik

AEL: TEMER 2 KEHER, BRABIRRE RIS EH .
EEEER.  BUCE LR R ok H e N k.

4.1.2. BCBm4

config router static
edit 1
set device "portl"

set dst 10.0.0.0 255.0.0.0
set gateway 192.168.1.1

next
end

4.1.3. wRBH

Config router static

edit 1

#H%&H ID

set blackhole disable

S E T, P AVG Gz e B R B 5. %
% H A ALAt S ) K

set comment " % HH 2% H iR

set device "port1" T AR R )
set distance 10 LR

set dst H br ik

set dynamic-gateway disable

device 18 %€ 1% 1 4 pppoe,dhep #2207 LLEBh3k
BERANEE . WZS BT R, WZES 2% H 25T
X B T E

set gateway 192.168.100.1 % — Bk Hbk
set priority 0 PR, W GARRIRIES & H, B R S
A I B I BUE L e
. M2 HRLE, 5 ECMP ThASHIEC &, RIEHE
set weight 0

{EX R EAT 2B

Fortinet 2\ 7]
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4.2. SRES B H

4.2.1. BEE W

AT I FEERBH
B B % thisimd o
o % Hr g0 portz ¥
R | BhAES 192.168.118.0/24
i s Gettings H
5 SR || e 10.0.0.0/255.0.0.0
ERE et BHERE Mg £ 65535
Policy AR 2R bidEiE: oo |7~ bigEH: [pg  |(H=EH)
Firewall Objects BHEE:
UTM Profiles metidEn porti ¥
Bl £ fedziht 192.168.1.1 |
wEAP | Wik I i |

%R 5 SCAT LA port2 HENFF), JEhE /& 192.168.118.0 255.255.255.0, H ik
7= 10.0.0.0 255.0.0.0 M HEEL, #WPSREIH portl #k, #RE T2 ML N

192.168.1.1.

DT TR -

WoRO.  HCERL, 0 RRTH, AILMESE 6, 17,132 4%
HAEO:  WEHEAEO,

V)b 0h X R €/ R SN OB AR

ELE: kR P € NI = RO R LA IR

H ¥ - HEsm I, BRIAAPTA . M 1-65536
BEIREDR:. BUREmbED.

S T LT R — 2 M S i
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config router policy
edit 1
set input-device "port2"
set src 192.168.118.0 255.255.255.0
set dst 10.0.0.0 255.0.0.0
set gateway 192.168.1.1
set output-device "portl”
next
end

4.2.3. W SH

config router policy

edit 1 SR % 1 2% 1D
set input-device "port1" RO
set src 0.0.0.0 0.0.0.0 Hed 1k
set dst 0.0.0.0 0.0.0.0 Kb 1 H bk
set start-port 1 H #ite s 11,40 3& T TCP,UDP,SCTP
set end-port 65535 H 45 s 1, AU&E A -+ TCP,UDP,SCTP
set protocol 0 WAL, 0 RFA, FILUEE 6,17,132 5%
set gateway 1.1.1.1 P& H T — Bk bk
set output-device "port2" s i N
set tos 0x00 BT TR EILAC TOS F B
set tos-mask 0x00 TOS 1B [

next

4.3. B HHZEH
431 BERHER

BE SR

Fortigate # get router info routing-table all

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type
El - OSPF external type 1, E2 - OSPF external type 2
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-I

* - candidate default

S* 0.0.0.0/0 [5/0] via 192.168.118.1, wanl

C 10.10.80.0/24 is directly connected, wifi

C 11.0.0.0/24 is directly connected, internal

C 192.168.1.0/24 is directly connected, internal
C 192.168.118.0/24 is directly connected, wanl

AH MR R 2% H -

get router info routing-table ospf (HAth vT 3% Ti/bgp/static/rip/connected )

432 BE®HRR

Fortigate # get router info kernel

tab=254 vf=0 scope=253 type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/0->192.168.118.0/24
pref=192.168.118.28 gwy=0.0.0.0 dev=5(wanl)

tab=254 vf=0 scope=253 type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.0.0/24 pref

=10.0.0.1 gwy=0.0.0.0 dev=4(wan2)

4.33. AEMICRE

"L ospf,bgp,bfd &5 FhSUHH K15 &

Fortigate # get router info

routing-table show routing table information
protocols show routing protocols information
rip show rip information

ospf show ospf information
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bgp
multicast
bfd

isis
kernel
vITp

gwdetect

show router info bgp information
show routing multicast information
show BFD information
show isis information
show kernel routing table
show vrrp status

show gwdetect status

4.3.4. B G2 B

Fortigate-VM64 # diagnose ip router ospf

all
events
ifsm
level
Isa
nfsm
nsm
packet
route
show

BEE. CEER KR RIS EC B

all OSPF debug

OSPF Events

OSPF Interface State Machine

debug level

OSPF Link State Advertisement
OSPF Neighbor State Machine
OSPF NSM information

OSPF Packets

OSPF route information
show status of ospf debugging

5.1. B KEEXT R

AT DA ELRE R S0 P9 51 Rk AN 55068 Gk AT e o Eh T RO I K T [ 0 R P
Jiiks HES- AR, BT 91 RS ER R 5 Z R B 3.

ARAOUE L — 26 SRS N X R, e I ST R SR S

WA SRR, REBUITA 5125 GO A E A 2 8, B R,
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5.1.1. HihksF 5

5.1.1.1. HENXIP #ht

[LW=AIIF
E 1
%l = office
Policy [l =) SRE =]
o5 ikt FHI/IPTEE 0.0.0.0/0.0.0.0
- | e g v
(G ERRnER
3 Hiak e
o ] RERRE :
w43 R IR ' LI || LB |
Hhk 2R TR
Bi: HTX45, HK
RAE. IR R
fqdn T4 (www.baidu.com)
geography  AR#E IP Fr@thERAL B (ARFEHHE )@ Hh X B FE v, 40 China)
ipmask HuhEA#ERS  (10.0.0.0/8, 10.0.0.0/255.255.255.0)
iprange HihbyaFE  (192.168.1.[1-100])

wildcard ASFRNH#RS  (10.0.0.0/ 255.0.0.1)
BO: BrdbibrEERED,  AEE WHZhE T DT Dbk TSI, iR e
HARRIE D, WiZhhib s GAE SR o H el iz DR A

Hic & A 4
config firewall address
edit "office”
set subnet 192.168.1.0 255.255.255.0
next
end
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51.1.2. X I PHibtéH

i B LT«
gl é b groupl
Policy i i [FEprzE]
: = SSLVPN_TUNNEL_ADDRL
=-fa] Hiht Hooan
e
-
205 RS
o 7 i
0 ] RS
543 EIP
0@ R © @
o & e i
T
insde
office
UTM Profiles
EHEH ik omE
fCE a4
config firewall addrgrp
edit "groupl1”
set member "IT" "insde" "office"
next
end
5.1.1.3. W45
config firewall address
edit "PBX_Hqclient" Hhhk 24 FR
N . KEFE O 2 ZEAOGER DA . Afa e AT
set associated-interface .
=D
set color 0 gitt, T WEB &~
set comment " Xt R AR
Hudk A
fqdn FT 4
) geography R4 IP fir)@ HuFR Ay B
set type iprange )
ipmask Hhy bk AR
iprange Hby k3
wildcard ANHRHE R
set end-ip 11.156.141.53 gh ik
set start-ip 11.156.141.50 s Hh
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next

edit "11.156.108.EAIH_GW_IN1"

set associated-interface "

set color O

set comment "

set type ipmask

set subnet 11.156.108.22
Ml Py 7
255.255.255.255 ik P 7
next
edit "*.*.151,*"

set associated-interface "

set color O

set comment "

set type wildcard NS WIERE

Hihk N2, B S =404 151 1 ip Hudik.

set wildcard 0.0.151.0 0.0.255.0
41 10.0.151.0, 202.1.151.0,

next

5.1.2. JREXTH

ARG IR B AR 55 3 AT R “TUE L7, AR R S| RIRIAT

5.1.2.1. HEXBREXNZR

PC L R
FREE |
T = 0d)
Policy | e @ EHHE]
e f HiR FiO S
M | M |

TCP ™ 1 65535 8000 8000

upp - 1 65535 4000 8000 @

| Fhn |

W | B

MRS EP AT EREZ AN, 2R W RLERE S

P B i 4
config firewall service custom
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edit "QQ"
set protocol TCP/UDP/SCTP
set tcp-portrange 8000
set udp-portrange 4000-8000
next
end

5.1.2.2. EREFH

AR BEE
W BEW: |offceservice]
Policy HE: o [FHEs]
. RIF DNS
=-f] Mot RLOGIN HTTP
RSH HTTPS
RTSP POP3
SAMBA SMTP
SCCP @
SIP
SIP-MSNmessenger @
SME
SMTPS
SNMP
. Web{EIBRE SOCKS
n Web {HERREH | Wik || L] |

config firewall service group
edit "offceservice"
set member "DNS" "HTTP" "HTTPS" "POP3" "SMTP"
next
end

5.1.2.3. w43

config firewall service custom
edit "TCP_6671" JIR 55 R 44
AL
ICMP icmp RAFIAAD
set protocol TCP/UDP/SCTP ICMP6 icmp6 A4 FIARHD
IP IP #pi 5
TCP/UDP/SCTP tcp/udp/sctp
set check-reset-range default ICMP %5 i%15 B %50 {8 F global 24
set comment " E1ip
set color 0 gifh, T WEB TR
set tcp-portrange 6671 TCP ¥ H7E
unset udp-portrange UDP i 155 [l
unset sctp-portrange SCTP i 1178
set tep-halfclose-timer 0 22 I PFTPR A4 3 B B[]

Fortinet 22 #] 46 /118 www.fortinet.com.cn



===RATINET

set tcp-halfopen-timer 0

PRSI (R

set tcp-timewait-timer 0

Time-waiter I [a]

set udp-idle-timer 0 UDP e B B[]
set session-ttl 0 S RIS I 1]

next

5.1.3. FMHER

5.1.3.1. {EIFRFIE]R

RRER

& H & worktime

Policy i G [EpEE]

LB FHREAE gt [0 v| 4[o0

config firewall schedule recurring

edit "always" BRI

| fSLRdiE gt 18 v & 00
ﬁsi: EEIATRRTHisEE, WHEEAE AR B2 B RE RS A, MR RS 24

FHzaFHEE

v 24— ¥ 2f= ¥ 2Emm

v

v 2R ¥ 2

v

Wik | | L] |

set day sunday monday tuesday wednesday thursday friday saturday

next
edit "worktime"

set day sunday monday tuesday wednesday thursday friday saturday

set end 18:00
set start 09:00
next
end

5.1.3.2. BIRETEIE

| sues
| m |
* Policy | s o [EmEE

FriRAE
fELtAdE

2014 ¥

Firewall Objects F

2015 ¥

config firewall schedule onetime

Fortinet 22 #] 47 /118

B testoneyear
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edit "testoneyear"
set end 00:00 2015/01/01
set start 00:00 2014/01/01
next
end

5.1.4. BHLIP

5.1.4.1. —X— IP HuhbBRs

ETS 1
wH % = webserver
Policy | F= ETE
53 miak | = RENAT

i | Cmene (1

. i B XK

g SHEPEIIPHIIERTEE  202.0.0.167 -
] RS MEEIIPHINI SR (102 168.0.168 -

U mnsgs
- ik [ | A |

config firewall vip
edit "webserver"
set extip 202.0.0.167 Il W2 AR ip Hukk, T LRSS
set extintf "port1"
set mappedip 192.168.0.168 /P EBHRS525 SEBRIT) ip Huhik
next
end

5.1.4.2. —Xi%¥5 O KBS}

FTLLRE LA W ip sk, 20 530 W BN AR ip E:

N p AR AMp PR
11111 80----mmmrmmmemmee 10.0.0.1 80
11111 B-mmrmmmrmmmemmee 10.0.0.2 81
11111 e 10.0.0.3 443
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A 1
S | = =
Policy | @e EHE]
0 Mk | =z THENAT
- o | CEE (
o ER % KK
o | OMERIPHMIEERE 1110 “11111
& S REAIIPHARERE  [10.0.0.1 -[10.0.0.1
T8 S 7 s
Jprerem— L2 ® TCP UDP SCTP
UTM Profiles SHEPRRS RO 80 " 8o
EiRLE LB 80 - [s0
RERF ke mE
i 1:
config firewall vip
edit "web"
set extip 11.1.1.1 HIBJLF 25 AMER ) ip Hbhik
set extintf "port1"
set portforward enable 18 i V%
set mappedip 10.0.0.1 1A B 55 25 5L BRI ip Mk
set extport 80 TIWR S} 25 A1 ) 1) o 11, R DA Y
set mappedport 80 1P 8 R 55 25 552 B 14D R 45 i
next
end
config firewall vip
edit "web"
setextip 11.1.1.1
set extintf "port1"
set portforward enable
set mappedip 10.0.0.2
set extport 1080-1100 I35 158
set mappedport 80-100 135 1138

next
end
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5.1.4.3. & ip #uhtH
REn
W % $F: |allweb
Policy | Be:n EEe]
. H|  [port1 v
=10 HiEk | e
om {REET (H
- R
[ i
] RS
= dEiiP
. EIP
UTM. Profiles :
i ] © @O
BERA Eifb
WAN{K{knEF webserver
config firewall vipgrp
edit "allweb"
set interface "portl”
set member "web" "webserver" IIvip Hihik2H B 5
next
end
5.1.4.4. Ww4SHK
config firewall vip
edit "test" X R4
setid 0 ID #5
set comment " ik
set type static-nat FRAYERAS IR, B 534
set extip 1.1.1.1 G 1P
set extintf "port2" AR N

set arp-reply enable

15 ALY ARP W&

set nat-source-vip disable

HARVFHLL P Hhk 35 17i% VIP

set portforward enable

S VR, HEAT S VS

set gratuitous-arp-interval 0

RIEAS VIP KiEF e arp, 0 AAKIE

set color O

gitt, FHT WEB TR~

set mappedip 192.168.1.11

P BB AR 11 1P i dik

set protocol tcp

P TCP

set extport 80

G &
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it
0

set mappedport 1080 ]

okk

next

end

5.2. Bl K i SR

73 K i 1 SRS 2 B _E R T AP AT, BRI R DL e B e oA 1k
(D P ip, HK ip 7 5 6 BB BTG B BOK R SRS 2 /.
(2) VLHEEY 55 B UK I SR AR AR S 2 /i, /b SR DL S AL
(3) MG BERIMBEFEHAULED, b any,all S5EHhExS REEH .

5.2.1. V5 ) SR R&

1) WEB RH#/E:

BEWER
B0/ Click to set...

RREH

EhE 13 Click to add... ]
ErHER/EK Click to set...
N BfyH {2 Click to add... W
. ﬂ‘]ﬁlﬁ BiEl#E 5 always
o HRIR iy 71 Click to add... ]
© [ pinse ZhiE v ACCEPT
[ iegmirmeg
[C] Enable NAT

[ sRET A AAERTHE

Firewall Objects [C] Resolve User Names Using FSS0 Agent

UTM Profiles [ UM

Bl R [ smegien

w"EAF =) (5]

KRR s \[.]'k;rfl'tge a comment...
SESSE ik | —

BFEA: HdRaEANNED,

VEHbhk: UE 1P k.

HEED. HdhamdmeEn

B IP: T 205 M H I ip.

WFIEIR W] LIOd T i ADx S R AT #h), BRIAIESE always.
BB svrUin) B bk ) A8 e R 55 o 1
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Z{E: accept, deny, ssl, ipsec 5.

Enable NAT : /27T /8 NAT.

2) CLI #k:
config firewall policy
edit 1193 INEBIDSAEER, KN EREAAE.
set srcintf "port2" Vs
set dstintf "port1" ANk AN
set srcaddr "11.133.16.*" I151P
set dstaddr "11.156.77.7-8" ITE #1P
set action accept 1R
set schedule "always" INREES
set service "10080-10082" &S
next
3) TURESEES

R SR EEE 0T B HE S SR SRS A — Se S B A R, DT B e — R R SR, AR
Ja Xt FeBEAT G -

| znem | oasm - Sme @ WE ONEE 7 SESERE
. WEES RS v EeM | v Amie
% « internal -> wanl (1)
| 1 1 @all @ all
| ) internal -> wifi (SSID: fortinet) (1)
© TR % + wanl -> internal (1)
i TR 3 5 @ SSLVPN TUNNEL ADDR1 T
o & s - wifi (SSID: fortinet) -> internal (1) @ %R
Rt
4 3 B o Wil
y wifi (SSID: fortinet) -> wan1 (1) g E??U
]
» B35 (1) 5 =g
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5.2.2. SNAT IRHEE

FEOX

port2

i il [=] 192.168.1.0/24 o/
Baig0/ = portl
Bt &=l all o
p{ETE @ always
FR55 ] ANY v
zhfk v ACCEPT

RTINS

BRwebETF
¥ Enable NAT

* Use Destination Interface Address

Use Dynamic IP Pool Click to add...

Enable NAT A 2 AN i£&T:

® Use Destination Interface Address: 24 192.168.1.0/24 MW B 75 2@ L portl M
BEAT I I A%, 228 NAT B2 portl 1 ip Hiubik.

® Use Dynamic IP Pool: Rttt f sitthlt ] i ip ik

(1) & XRIEXTS, ippool:

FEEH
P

Policy

HAEDHEIPH

B natpool

IPHHIEBEFM  [202.1.1.1-202.1.1.10

Firewall Objects
-3 B A
5] AR
=0 EBIP

| i | | HH |

2> REAW:
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BR¥EO/E
==ghiuls
BiE#

BB

EA1j13

LREERE
BRwebEF

¥ Enable NAT
Use Destination Interface Address

* Use Dynamic IP Pool

BLE QW
config firewall ippool
edit "natpool"
set endip 202.1.1.10
set startip 202.1.1.1
next
end

config firewall policy
edit 1

set srcintf "port2"

set dstintf "port1"
set srcaddr "office"
set dstaddr "all"

set action accept

set schedule "always"
set service "ANY"

set nat enable

set ippool enable

set poolname "*natpool**

next
end

portl

= all L ¥
[0 always

[E=] ANY LT

v ACCEPT

natpool

IIFF)E NAT
Mg F ki
1138 5 bk 42 FR

5.2.3. EBfl IP SKH%(DNAT)

BT A BT A A 55 A A 3 2 R«

(1) EX VIP

Z 1 5.1.4.
config firewall vip
edit "webserver"
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set extip 202.0.0.167 Il W2 AR ip Hukk, T LU SE
set extintf "port1"
set mappedip 192.168.0.168 /P &BHR 4545 SEBRIF) ip Huhik

next
end

(2) Tt & Sems

FEO/E port1
it = al
BrHE0/E port2
AL webserver
e [T always
. i3 = ANY
"?;I e i v ACCEPT
RRATRE
Firewall Obijects ERwebiEr

H ik EE e I VIP BT 5.

IS SCVEM porl HBEAFIFTAT s, Ui 202.0.0.167, Bl KRN EITT 1) iZ b ht:
B )E, SARE vip BUTIIECE AR, BEEE SR B ik 192.168.0.168,
HRIEG IR 5

5.2.4. NAT EE B EHI

Bl K SR NAT BOIHA 2 AT, W~ B s,

Enable NAT
@ Use Destination Interface Address

) Use Dynamic IP Pool Click to add...

1) use destintaion interface address: 3% #: s SR B% o B 3 0 _FTECE R 1 P Huht.
ISR NG N internal E| wan [5ERES, internal ity 192.168.1.1/24; wan ik
202.0.0.1/24 W BT ML A i S5 mes ) e o i st ik e #0- 202.0.0.1.

1 internal A — & RS 2% 192.168.1.100/24, #&ilid vip Bty 202.0.0.100, FHE
BT M wan F| internal FIAHICHENE, U 192.168.1.100 =8} [a] 4030 W0 26 (1B 23 B NAT
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J% 202.0.0.100, A2 202.0.0.1. KA VIP & LHIBHELS wan [5G, Bk e iElE
192.168.1.100 &t 15 il ) et
2) use Dynamic ip Pool A Fizh A&ttt E N NAT Z A
A LATE vip DU E SO, 12232 TS SR 2 0 500 A5 FH Mkt P9 5 SCR ML
FEFH I AZ A0 N SEIT AR ZhaSHhhkit > vip B > 410 bk

5.2.5. CLI #tEHRInFEnE

BN H, AT, SRR,

0T 2 B R A0 S AT R Y SR i

1) s A AT X SRS BEAT SR DR AT N SCAS ST, 4 policy.txt
2) EEWIRIE. ML HITHAR

H BEidmEfEiEE
+ © R HBETR oMB  176ME
¥ R DLPTF4IER OMB OMB
= e BUE i AEiRS oMB OMB
= EE i [P SEHERIF IO OMB oMB
« SNMP g b OMB oMB
* ERER || Packet Capture
« FortiGuard i
M= o BIERERR
7 % SEARE e E—
# 2 0 i P
® (=] dEinaE i
Mo AT
© et Bad it GRS | AR
E:H

3) SRR, R BRASCE, IR

5.2.6. VOIP K&

KT AT VOIP L%, 2 UTM Zhae ) VOIP profile K28 ALG IhAE .
(1 bl voip Mk 45 EE T — 2587 5

config firewall policy

edit 100 IFFTHI5ENS 1D, ANESBUA KR ES
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set srcintf "port1" IEFE
set dstintf "port2" AShiok-yn!
set srcaddr "all" 11 YRk
set dstaddr "voipserver" IIvoip Jik 554 ip Hibik:

set action accept
set schedule "always"

set service "ANY" Il s 2R E
set utm-status enable )5 utm Thig
set voip-profile "default” Il FF )3 voip A
set profile-protocol-options "default" I P LZE T

next

end
HoAth ZHORR 4 SR X 25 1 L A &

(2)  BZAREE RSB NAE, R PIT.  WT R 5KNS 100 F5hEI 5
11 Hirm .

config firewall policy
move 100 before 11
end

5.3. MEFEH

RIBR U R H T R B T SRMK IR, B VTG AW 1 B A i S AT S, i 5K
RO P 0 4L, AN IR R S G AN R] R 342 JAAS

5.3.1. A E

FTITBi7 I35 SR gt I B T, AT DA B B DTS P P 0 A8 T«
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® PR O VPN
® Mt O APIAE O REIAE

internal w
= all w
SSLiI
: 1 w
w3 o ==
Bt = all ¥
BBl [T always hd
iy D ALL LT
zhiF v ACCEPT -
< PFAMAT
7| FEE
v HEmEITH 5M =
¢ e 10M x| B
¢ FHtE - IPAYEEIE 1M =

Vih =<t P LR U DAREA HUE DA E b e cat DI
HEREH:
VEHCZ SRS T A [ 1P SRR, iR R R UL R RS A 2N EAT AT

TR

RaFREEES:
A0SR A BB AT AR AT SR, AT DA i T RE -
BRI internal-wan 1. WSRTF S R AR E R, A4
LR E RSO internal-wan J7 A R E ] . M,

F I B o M wan-internal J5 [ (IR &35 : - 10M.

BEXHEEA ip MRS
VCHCIZ SRS O REAS ip R R . 2SOV ip Uk EAT 5 AT REZ A,

5.3.2. R RERH]

N T AE SRS AT B R, 5 2O SR B G, SR A SR 5
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Mo B E i

FRER % REATREEY
£S ] | B |
§ FhXiEn % % R R SRR
é‘"fﬂ ; % o FTEERE RIS
e ii;’.tiji | smtise [z a2
e % 4 BAEE (5000 (1-16776000 kbit/s)
ey | @RS 1000 (1-16776000 kbit/s)
"@ AiEE DSCP 000000 (000000 - 111111)
=S e
N e Wk || M |
-*gIp
AT

config firewall shaper traffic-shaper
edit <shaper_name> ...
set priority {high | medium | low}
set maximum-bandwidth <rate>
set guaranteed-bandwidth <rate>
next

end

£ HESL HTRR.
LR A IR AR ST A S
RARRE: A AR ) S AR ST A T %
LA 10 26 5RIE ST T 5M B IIA, i A B3 2% SRIK 2T mT LAAE A 5M R 98

B R X MR RS B SRS - T A AR 1 SR I C TR EAT IR
LAnA 10 25 5KI% ST T 5M IOUREEIIA, 84 By SEms A P SR R IX 5M gy

T, BIIX 10 25 SKBE i E N kR A&l 5sM
MBI
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Bk d4 0 B 5E LT 6 AN FIFO BA%, 0-5,0 Nfmfldedh, 5 ik,

0 BRI T Wi KESHERE, vpn Vhiss, BT daB kAR, B BB K s R E
ERE P ONINIE N - Wty

XF 917 K B e A R AE SR RS ] traffic shaper DhRefm &, HAURHEFT LA NE. .
R=A0, Fo R E S BT K A 3 7 BT R OB 1,2,3, B

e (B (BB 2), ik (BA%1 3)

A DR S K47 02, B VOIP 5045 B g, hitp, pop3,sntp, OA %
G E NS, HA LSS ORI S22 .

U SRS T ORFR E AT IR, WERABTIN w2

- IN -

T SRME PTREIS BB 98, B Kbps. 47t il I 1% e (B R I fi B3 it 8 ) 200
BEWEF. TENO , MIEMRE K T8 A IRE] .

Sl

UEH
RIS RERG S R DRAEA 9. I BN TZE R %, HE OB ZIg] 0 4,
WAL RGeS I A, PRIEIZL S5 & F A BRe bl e o . AU SRH L B E %2

i

.
4 SR o T FE 9 T IR OR TE AN RAIE A T8 2 RV, D02 S Py 5 LR S it
TR

DSCP: & 58] DSCP Z 73 M 55 A0RS s, H I 484N 0 2% r G B 3 213 25 ) QOS AR 55

5.3.3. 5 IP i B

BENART DU AT AC
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FREE I wEH s PHERES
ﬂ— = M

il =Fit ] % 7 B 1000 (1-16776000 kbit/s)
=8 e | I BAFEERN 200 (1-2097000)

" HER % EMm@DSCP 000000 (000000 - 111111)
. =P g FafsDSCP e (000000 - 111111)
=& :
Lo P ik || i B |

FEIAS «
config firewall shaper per-ip-shaper
edit "1M"
set diffserv-forward disable
set diffserv-reverse disable
set max-bandwidth 1000
set max-concurrent-session 200
next
end
ZF: HEX
BT R : SRIE A B ip PrBefe i R 58, BATA M ATIR 2
BORFFRERS:  DLECIZ RIS B P B ae 8 RO A OB RS b 120 HEUs, |
F TGRS IR
1E[6 DSCP: /275l ] DSCP Z243 Ik a5 AR i, i BEN 9 4 rh e B 3 i B35 13K QOS IR
%
J[a] DSCP: & 75} DSCP Z 43 k55 ARG s T A W25 Py C B 3 5 13 51 QOS fiR
%

5.4. Bt B session-ttl

SAEAAFRT ], RIS UG S5 AL AR AL 15 0 T AFIE R TE], BRI 3600 70, 24
ZETREBEN 2 AU A TR ICECIZ 218, WZ21l v 28 S AL 22808, W 3600 75,
1) BLE4) session-ttl
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2)

3)

config system session-ttl
set default 604800

end

&R e R4 O session-ttl
config port

edit 1320
set protocol 6
set timeout 1800
set end-port 1320
set start-port 1320

next

end

SR H& session-ttl
config firewall policy
edit 1
set srcintf "internal”
set dstintf "wanl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ANY"
set session-ttl 604800
set nat enable
next

end
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4) RS XTH session-ttl
B NANFEIRIXS G, BEAAFDY 23 o I, v DARC B 45 € AN [ 1Y session-ttl B (7] o

config firewall service custom

edit "telnet”
set protocol TCP/UDP/SCT
set tcp-portrange 23
set session-ttl 7200

next

edit "telnetnew"
set protocol TCP/UDP/SCTP
set tcp-portrange 23
set session-ttl 3600

next

end

5) session-ttl R
& > > =]
4 J5 session-ttl < 4 J5 48 7E IR 4531 11 session-ttl < 5% session-ttl < IR % Xt % session-ttl

P22 v 1K) session-ttl A8 26 444

5.5. BL B timer A58

A LLiEIT Config system global P9 Z40RAS 2B K45 0 — 28 timer 15 25

1) set tcp-halfopen-timer
T 5E X tep FERRSHIE N 5. BRINY 120 7

FFIRA: SYN_SENT, SYN & SYN/ACK

2) set tcp-halfclose-timer
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€ X top R MPIRG I ER &5 BRI 120 £

FIFIRZS: CLOSE_WAIT, FIN_WAIT.

3) set tcp-timewait-timer

F P52 X timer-waiter IR HIER 28 BRIA N 1.

SEMT AR AT, 2RISR . Z5H 30 1.

4) set udp-idle-timer

5E X UDP 2> %6 I s ], BRI A 180 5.

5) ICMP TS E] .
GSHUER A A AEE, BRI 60 7.

5.6. LB ALG

RIE SRR PR ALG L E

75 name port protocol
1 pptp 1723 6
2 h323 1720 6
3 ras 1719 17
4 tns 1521 6
5 tftp 69 17
6 rtsp 554 6
7 rtsp 7070 6
8 rtsp 8554 6
9 ftp 21 6
10 mms 1863 6
11 pmap 111 6
12 pmap 111 17
13 sip 5060 17
14 dns—udp 53 17
15 rsh 514

16 rsh 512

17 dcerpc 135

18 dcerpc 135 17
19 mgcep 2427 17
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| 20 | mgep | 2707 17

5.6.1. B ALG

show system session-helpe
HEINA ALG AL E
config system session-helper
edit 1
set name pptp
set port 1723
set protocol 6
next

edit 14
set name dns-udp
set port 53
set protocol 17
next

edit 20
set name mgcp
set port 2727
set protocol 17
next
end
ERIABC & 13k 20 4~ MIER DNS (1 ALG, @4 TF:

config system session-helper
delele 14

end

5.6.2. %N ALG

a2 R AR AR v S RS ALG AHSCIIRS:, W EFshisin, Ltk TCP 2021 %
I FTP IR .

config system session-helper

edit 21 IANESHLMN 1D =R
set name ftp
set port 2021 1 FTP A FH 1) 3 11
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set protocol 6 /16 TCP #48, 17UDP i
next

5.7. BESERER

1) BERGRERER

FG3K9B3E10700335 (global) # diagnose sys session full-stat

session table: table_size=2097152 max_depth=1 used=14
expect session table: table_size=32768 max_depth=0 used=0
misc info: session_count=7 setup_rate=0 exp_count=0 clash=0

memory_tension_drop=0 ephemeral=0/851968 removeable=0 ha_scan=0
delete=0, flush=0, dev_down=0/0
TCP sessions:

1in ESTABLISHED state

firewall error stat:
error1=00000000
error2=00000000
error3=00000000
error4=00000000
tt=00000000
cont=00000000
ids_recv=00000000
url_recv=00000000
av_recv=00000000
fqdn_count=00000000
tcp reset stat:

syncqf=3 acceptqf=0 no-listener=81 data=0 ses=0 ips=0

MK 21k session_count=7
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ek Sih . setup_rate=0

2) RWEFIREE

Fortigate # get sys session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION

tcp 3600 192.168.1.110:50299 -

192.168.1.99:22

DESTINATION-NAT

tcp 32 192.168.1.110:50289 192.168.118.28:29945 173.194.72.147:443 -

tcp 101 192.168.1.110:50296 192.168.118.28:21744 112.64.234.191:12000 -

tcp 3559  192.168.1.110:50298 192.168.118.28:38130 192.168.118.8:23 -

3) WHARERESEE

dia sys session list  iZa MG B L, FHEIE filter BHTILUE.

Fortigate # dia sys session filter

clear clear session filter

dport dest port

dst dest ip address

duration duration

expire expire

negate inverse filter

nport NAT'd source port

nsrc NAT'd source ip address
policy policy id

proto protocol number
proto-state protocol state

sport source port

src source ip address

vd index of virtual domain. -1 matches all
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Bl PEEIEbAE R 192.168.1.110, H 15 1 /2 23 [f14 1
Fortigate # dia sys session filter dport 23
Fortigate # dia sys session filter src 192.168.1.110
Fortigate # dia sys session list
session info: proto=6 proto_state=07 duration=333 expire=101 timeout=3600 flags=00000000
sockflag=00000000 sockport=0 av_idx=0 use=3
origin-shaper=
reply-shaper=
per_ip_shaper=
ha_id=0 hakey=30582
policy_dir=0 tunnel=/
state=may_dirty
statistic(bytes/packets/allow_err): org=2916/70/1 reply=5389/64/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=11->5/5->11 gwy=192.168.118.8/192.168.1.110
hook=post dir=org act=snat 192.168.1.110:50298->192.168.118.8:23(192.168.118.28:38130)
hook=pre dir=reply act=dnat 192.168.118.8:23->192.168.118.28:38130(192.168.1.110:50298)
pos/(before,after) 0/(0,0), 0/(0,0)
misc=0 policy_id=1 id_policy_id=0 auth_info=0 chk_client_info=0 vd=0
serial=00005ff1 tos=ff/ff ips_view=0 app_list=0 app=0
dd_type=0 dd_rule_id=0
per_ip_bandwidth meter: addr=192.168.1.110, bps=167
total session 1
session info:
proto=6 PriY AL 6 y TCP , 1 4 ICMP, 17 & UDP.
proto_state=07  TCP k%, XS 7,close wait IR
duration=333 & ifHFLEE (]
expire=101 FEITI (], 5 proto_stat ARZASAHIE

timeout=3600 session ttl.
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4) BEEANIPHERLSFEEH

Fortigate # dia sys session filter src 192.168.1.110

Fortigate # diagnose sys session list | grep total

5) TERRIE
dia sys session filter proto 17

dia sys session clear

6) TEF session-ttl
Fortigate # get sys session-ttl
default : 3600
port:

Fortigate # get sys session-info ttl

list session timeout:

Default timeout=3600

5.8. SRESECE v &

1A E R ALy 192.168.1.110 2> 1F
IARYE filtger I8 A F 216 AL

I UDP 4%
INERR 21

WRAESE filter NFERRATARI 2, EIEEH.

config firewall policy

edit 1 %H ID

set srcintf "port2" PEFE

set dstintf "port1" H B4

set srcaddr "all" Y5k

set dstaddr "all" H F ik

set rtp-nat disable SIS RTP A {5 NAT

set action accept

RMSALFEAN{E: accetp, deny,ssl, ipsec

set status enaable

RICIRAS, FEHEUR H

set dynamic-profile disable KA AT 5E
unset dynamic-profile-access B BN A P T
set schedule "always" e B SR WS I ) 5%
set schedule-timeout disable IR I J, SR B AR O 21
set service "ANY" i&5
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set utm-status disable

KM BT R UTM ThRE

set logtraffic disable

AR SEVFRL R AT ID3K

set auto-asic-offload enable

J&i H ASIC 38 A g Dy sk

set webcache disable

KA WAN A6 s 111 WEB cache 1jRE

set session-ttl 0

ficl B SR [ session ttl.

set wecep disable

X WCCP Isfig

set fsso disable

A R R B

set disclaimer disable

e 15 Sz H P DAUE SRS (1 DUE 5 18 1 7 B

set natip 0.0.0.0 0.0.0.0

HIT I1Psec 5%, oM IR HEAT NAT

set match-vip disable

XF AR BEVLHC H ARHhb 2 VIP Hhk (S i A
BREATULAC. FHFX$ N ULALS vip HR R H &
103K

set diffserv-forward disable

QOS &M, Xt DSCP HEATACEE, XH#E K s

BARYEEC B &4 DSCP A
set diffservcode-forward 000000 ¥ ) ALK DSCP {E & 24 000000-111111
set diffserv-reverse disable X N e L3t 4T DSCP Ab#E

set diffservcode-rev 000000

2L ) DSCP B Y v 000000-111111

set tcp-mss-sender 0

P B R IE ) TCP S RAE i T

set tcp-mss-receiver 0

P B Bl TCP B KA i T

set comments "

SRS il iR

set endpoint-check disable

ST A B A Y, 75 423 forticlient

set label "

P BRI 1) 7 XL AR 28 (web DT 7R )

set global-label "

P B SRS 1) 2 R AL AR 28 (web DT 7R )

set replacemsg-override-group "

RS A FSL B 5 B

set identity-based disable

RS e T P AR SR s

set traffic-shaper " P

set traffic-shaper-reverse " ST B A )

set per-ip-shaper " B XA ip B R ]
set nat disable ST NAT #4

set client-reputation disable RGEHHEPFEERS

next

6.1. HA Fe B Ek

FOE. KR KR HA L E

BT RIE HAECE, BEAEFD OS R TR 2 a0 FESK:

1) B kARSI
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2) [RIBYS R B R R AR AT, AR R, CPU B, AL A E A5 [
3) HHIFIN OS hA;
4)  WEAIIE AR TYE/E DHCP,PPPOE #&: T .

6.2. HA BC B 21X

1) FWECE M BRI OB, By kB OB REE B HA FURET5 A RS A O
Bh#EE, R RGP AT

2) MAeMEADLLAZD,

3) JFE4iEEZS.  set session-pickup enable(ER A 5% [])

4) 1EIEAEH override Thig. /5 override JE ik Ak Zs it B HA REHSH I T &4
IBATI RIS 4L, AT REIE O B B B LA A e 28 O 8%, iR M RP B B .
5) HHGEUIAR HA 41 1D, kS — A AR Z A HA HLEE, T st 1
FEL MAC 35

6) LR IEAA Y A s RGBS 1, 7EJT S vdom REHUL cluster I i, 44 cluster 7
LM E.

7)  WERIFE ping server DhRE, I EEHEH A BC B A IAH R BC B 4

8) T HA B R &nl, HHTHCE &0, B LB R i & %k

9)  EUCK 5 REEP KEERE RS B DG E A fastport B, ARV, A0
HLEIHE O] L2 BE N ROIRES -

6.3. HA L BB

6.3.1. HA ¥JiEH B

RN T J79E 0 BT B HA | 2 SR KM FREE .
HENRGE BESTCE >m vl v, 4% F RS TR E
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7O mp = i 7]
" " Status HEHER 128
=" Top Sources X :
[ 4% BB QRETRA | npul-vinko
~® Top Destinations

" Top Applications

—EHER
= sy s
ol meE BE [FeT-HA
~ " SNMP
" BRES
* FortiGuard
* FortiSandbox
TR npud-vlinkd
o ® NUES AP AT.ER S
Pt npud-vlinkl [} ] 0
= npul-vliink0 = ] 0
BhkiEwi % npul-viinkl [ =] T
FEWE portl B =0
EiEEH port2 (@] =0
AP port3 B T

X7 K BEHEAT HEAL K HA BC B 7R 2~ LA IR

1 BXIMEEER, ‘Tsh—#E s Esh— 15, ERZHEMEhaiksE 5
—#eEh, B BRSBTS AR, AL T RIS, AR R R A R
FAL DR, N A L ARSEAR D 55

2 EXRHBEMEH MHmiiseg, AN ERE.

3 HANERG, MEHIBOARIAT, e BN HA B9 6 L& 75 20 BAT R S 4

4 JBRSWES R, TSRS RIS AT 21 E RAFEE, 2R HA Ul B iz,
& AR E SN BRI IR HAT B, A S 1

5 X 2A0BRD, HTRERY, 2B, WITEmOBalsE, 1 HER
Fag WA E 2 AR E A IR L.

6 ESMRIENTO, kg% O BT R A, 2 O B St T, AR
HoE 2 A R B A O B A B A

7 ONZREWMAE AT (AR), AT U AHRIETE.

6.3.2. ZHE HA &8
¥ N AT A R, R
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L~ 1,
_/‘Jﬁ
port3 port3
LrBkPortl,port2
g ’ >, .
FortiGatel =g “=.+" 4 FortiGate2
port4 port4

1 #ERLBEZ, Fortigatel (1) portl 4% Fortigate2 ) portl, Fortigatel ] port2 i&4%
Fortigate2 ] port2,

2 B KEETTAR R AL HA BERE, RO AT BE o I 2k L MNP KB B e, X e R AE
HA P fEH FGCP il s> U By Kb 1 2] MAC Huhik. ] DA 5855 H i 14
arp R EIER, w44 arp -d.

3 EE DEERK.

4 HiFeF HAJG, PGB KIERERD, BAMARKEE, @5 ER Kk
WS ELE, nip Hukik, SRRESE,

6.4.HA TAERER,

e B I i B 5% 18 B2 Al H a-pid a-ati .
config system ha
setmode a-p /a-a

end

6.4.1. Active-passive Bz

SR R A B KIS L AT ARAE A — MR o i ARHISAT O H A St AT R 12
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o HRAERERIRERS, RO EERE  E EHT P A IR BOH B B

A-PHERSR M T &HLIRYT . HASERET th— & ek, M—G UL LR, M
#5 B FEEERIN GG, HACBEAE AT 2 20, B T& RS . Nik&aE
ENFEE L WA BIBCE, JF 2 RS RIS ATIRES . BN R Y B A2 IE W, — B
EWA R NBS 2 A B TR R8I 25 1 Ui DL, SR A & S i
HOIRASHEE, R B .

6.4.2. Active-active BRE,

A-ATET 25T UTM G SR 2 R R EAT A2 48 A e 2 EAT 70 4H . UTMFR ZEAR T P
Wl EEER ips. PITUEIE. BB uE. BaREDIMEE . NS voip AT
PR RFF (HTTP,HTTPS,FTP,IMAP,IMAPS,POP3,SMTP,SMTPS,IM,NNTP,SIP,SIMPLE),
SCCPHMi Iz 4. X b AR H, A-ABR DR St mIUTMIERE. %4
Fmgrh i ZaiEh], wE, HPNIEDIRE, EA-ABR T EA M af @8, HAhIEuT™ML)
REASHEAT B E, Kl F RS #AT AL . B T UTMISREESE, IE R ASEIX TCP4x it
7. AABESCT, SR B ERE TSN T IEE S IE AL, R TR K
A et Lo NBERE AT AL RSB, BN EALBEUTM A G &1

HoAth 7 THIAARE AR APHSE 2 AR R 19 6

6.5. HA BL B fr 4

HAC & iy 4 -config system ha, 40 /2% F HIEC B i 2.
1) setgroup-id 0

He B HANLUEEHIZHID, —MLEE A Y B S0 2506 H [R] 411D A 1D 22 BRON AR Gy s 11
HIH) EEAAMACH — MR AR, BRI A — AN 38 2 UL R HANLRE I 75 2200 E
AFHILLID, B 1EMACHEHEFH 2R,
B MAC A BL R A% X

00-09-0f-09-<group-id_hex>-<vcluster_integer><idx>

Fortinet 22 #] 741118 www.fortinet.com.cn



===RATINET

Vclster-
integer

)
00:09:0f:09:00:9§

2)

3)

t ot

ERMACGEIRFE Group-id Port-idx

set group-name "FGT-HA"
MU A R 53 6 250 A [R] PR 2H 4
setmode  standalone/a-a/a-p

HATARRL, R va-piil. AABGUTEHARS T ER FIHAKI M, A EBR& L

BB 33 2N TARE F A R, SEbr b R 34 BAREE TAE e —a1EN
EEREIY WA R A BU i E AN 2GR SRR 1 Ho M 8 % . AARESRBRIA G L N AN 97 25
PIFEUTMAII &, BT LAE FAME FHUTMZh e 23U F AP X .

4)

5)

6)

7)

8)

9)

10)

set password

—ANHIUEE P R RS 7 A 25 A [R] F)

set hbdev "port1" 50 "port2" 50

FeE OBk M. HAs0ui g, tiedim e i .

unset session-sync-dev

A UARC & % TR LBk T2l 5 B F2E, BOAREESIE B E— OBz .

set route-ttl 10

BV R R TE I E] . HABCR 2 (B AP R SR, AR IR A&k
HMENGE, AR RIAFIE 8], SARD o B il i A sl ah A5 % b iU AE
R, dREETAE,

set route-wait O

FREAEEH b H G, MG, HRPENRE.

set route-hold 10

TR HEAT 2 U H [0 2 (B B TRV RES, 1E % = 3 T i S B S B i e

set sync-config enable

B EBAE, &EITE.
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11) set encryption disable
TS FUVFAE T AES-128 FISHALR Lok 5 S8 HEAT N 2 A 78 B UG e

12) set authentication disable
& A8 SHALSVE LG R o B A5 51K 58 B 1

13) set hb-interval 2
KAk OB EHE AL ) TR B, A7 9 RE100ms. WL B 2, U 5E200ms A& ik — S0 BkE

14) set hb-lost-threshold 6
DbE BELLE R 6 Ja MW XI5 A FAF -

15) set helo-holddown 20
HelloRAS I 18] o Beas IIANHAN LR B 5547 ], 97 16 BT o e A BT AT IO BLARE i 72 T
1 B Hal s B W o

16) setarps5
WM TR )G, ERE R arp R EAT H CHRIMACHINE, DAEARIE R AZ#AHLREW
I EHMACHINE S, 1ZZHUH T B AIE = .

17) set arps-interval 8
K& G Bearph [IRE, FRALAD

18) set session-pickup enable/disable
KMEE IR 216 FD, Bl udisable. — s 2T )H -

19) set session-pickup-delay{enable | disable}
BOHAFESOM LL LRI & HEAT R . PR Ja 2 ERe A pritft, B/ T-3080 i) & il /e
HAV)# I s 0% . BRIAASRH], E1EAEH] .

20) set link-failed-signal disable
73 K Ak R AR A i 11 R RS A HA DI R RIS i, 757 B3k Lok 1 AP0 D i A i 1
shutdown—#b4h (IS T), {8 5 22 A& A #BL N BEHTMACER .«

21) set uninterruptable-upgrade enable
MR LPBITTIE O S . RGHBN D HINHUREA RIS TI, JFESVIH, AeiE
b5

22) set ha-uptime-diff-margin 300
MPATHAGE SIS, RSN RO — N IEZ I — D2, 2 2 63 R Shi (R %2 /N300
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23)

24)

25)

26)

27)

28)

IS JUPRE 122 50 70 22 7 2, AL AR ] o

set override disable

BRI Jydisable, H A 628 #5240 F MR REAT LUH: A R0% D @S2 1T I A >HADL R 0>
&FPF)'5 . Enablef&it T, RIRIT L . A %00 O8> HAL e > 1a /T I [R> B4
FEo s o BERBCE M B TTHLRE, #2x v il B HURF BB EAT 32 SR Ik 28
set priority 128

HADL e, BT R, @B %200, M #%-100.

set monitor port3 port4

Pic B 7% EE R R i 1, A R E S B O BB

unset pingserver-monitor-interface

F& 75 B B pingserver 5 5 1 .

set pingserver-failover-threshold 0

pingserverfi & K1 MEL, 0N =R AT ] Ipingserver K RCER 2 fit ik HA R V135

set pingserver-flip-timeout 60

iR pingserver &I 2 [A] T RG . AnAR AR, YIHEIB. Vil £ e A PiBt 2
SRAH, TR AR 607 B IR TR) SLVE DI R A.L

6.6. HA Z3 44

1)

2)

3)

4)

#HHE HA RCES S

get system ha

BE HA RE

get sys ha status

BN

exec hamanage 0 (1), 0 B3 14 HA H 5 K E&1 1D,

#E HA B FD

43 BIAE E R &5 EHAT diagnose sys ha showesum

FGT60B3907513417 # diagnose sys ha showcsum 157 R4 E SCIF 1) checksum
is_manage_master()=1, is_root_master()=1

debugzone
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5)

6)

global: 03 c5 f2 9b a6 8e b6 15 e8 89 ¢3 ca 5¢ 29 9f e5
root: b5 e3 4c a9 60 8b e4 9e 4d 63 16 8¢ 90 cb 44 17

all: 65 c4 4d e9 af 9b ff ¢3 d5 26 ad b8 fd 29 bd 4b

checksum
global: 03 c5 2 9b a6 8e b6 15 e8 89 ¢3 ca 5¢ 29 9f e5
root: b5 e3 4c a9 60 8b e4 9e 4d 63 16 8c 90 cb 44 17

all: 65 c4 4d e9 af 9b ff ¢3 d5 26 ad b8 fd 29 bd 4b

FGT60B3907513417 # exec ha manage 0 IEHLZHLo
FGT60B3908651894 $ diagnose sys ha showcsum I B AU E U checksum
is_manage_master()=0, is_root_master()=0

debugzone

global: 03 c5 2 9b a6 8e b6 15 e8 89 ¢3 ca 5¢ 29 9f e5

root: b5 e3 4c a9 60 8b e4 9e 4d 63 16 8c 90 cb 44 17

all: 65 c4 4d e9 af 9b ff ¢3 d5 26 ad b8 fd 29 bd 4b

checksum
global: 03 c5 f2 9b a6 8e b6 15 e8 89 ¢3 ca 5¢ 29 9f e5
root: b5 e3 4c a9 60 8b e4 9e 4d 63 16 8¢ 90 cb 44 17

all: 65 c4 4d e9 af 9b ff c3 d5 26 ad b8 fd 29 bd 4b

EL R & 1545 BT B 1K checksum AHIE], NIACE S & [ .
fic & 720 52 i, mTLLIEIL console W22 4n T HIME S
slave succeeded to sync with master

HA [Al25 4

exec ha synchronize start all

BHE HA iz a2

diagnose sys ha dump 1

HA information.
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vcluster id=1, nventry=2, state=work, digest=9¢.70.74.a2.5¢e.4a...
ventry idx=0,id=1,FG50012204400045,prio=128,0,claimed=0,
override=0,flag=1,time=0,mon=0. 118 [t (P A2 L time 7Kz 0 /1
mondev=port5,50
ventry idx=1,id=1,FG50012205400050,prio=128,-50,claimed=0,
override=0,flag=0,time=58710,mon=0.  //time=58710%0.1 ¥}, EWKEIX SN 7% & 5
ENLISATIN [E]HE 5871 F0//

7 ERDI

diagnose sys ha reset-uptime
FEARTITIA override TIHE AR B K a2 T v iy, 320 BUAIN R 240
® RN LR
® i Jkdn HA BN AT Zis 4T 1]
® HA %S
® [ kIE/F5IS SN
FEB KR VA TARRIR AL T, 3 OB FE , IS AT I RN 38 — AN E RS 4L,
IBAT I TR B O ML
Ztii & FH T4 1T S sk R B HA EHLIE2E SIS AT I R B AL, IS AT I 18]y
0,2/ F&MIIZATI A, fidh HA D)3, SR HL T8 47 I (e i BB i 6L
HXZSH.  set ha-uptime-diff-margin 300  (#})
1E HA SR 3T, 2 6B Pas AT A 22 5/ - 300 A6 (1 s i ) 2 s AN it AN
& & B A HFE s T E 7] LUK 1% 2500, /8T diagnose sys ha reset-uptime 447 .

6.7. HA B E ] &L

4 HA BN BB K, Herh—HUEE A IR, @i IO RS, 2R
JE R AT
HEVERMEPIRIT -
1) #MECE, BiibiRRFERrEieE %%,
2) BEEHARETIHNEIL.
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3)
4)

5)

6)

7)

8)

R B HURT ISR 3, A E HA MRECE .

KHEA &N, w858

AN, HRAEA LB, BT AEARDMAREEITHED, FRAREIA S
N FEBE.

BB 5 A BB FP S, AL D2,

BEAT HA e DI, WERBES IR % U, UIFad RE o B ER B 22% . B Ko
(K HA UHRATE 1 B2

BEAT M S5

6.8. HA R & 2%

YBR[ 2 GBI KESBEAT SE e, TR BB K3

FEVERAEPIRUT -
1) FEEATFALS R ALY, JRCARTRAIRE, WK cpu, A, =15, IR,

2)
3)
4)

5)

6)
7)
8)

9)

[EEERZL 3

1)
2)
3)

4)

KA EHL, W 555 % .

A G R KBS EACE A % L.

W RSB KB IE W R 305, BN EEE, R ITIT IH B (0 32 B K i e

BEAT BRI G, MSEHT B8 REF B KO AR 1 I s AN IR HLE I 18] A JCi R e
UL ERES

BRI Y S5 I AN IR HLAE I 18] A TeE HE Rt R, U 75 2 [R5R

WSS IEH RN 6 REEP KER, SeE R LB L, BT HA
WENLEL G, mAL S O

BEAT HA B VI, MEERER IEW U0, Ui 5 e O 22k WIED
KEGH HA VI ZIE 1 B2 A

b

N

PR GBI K e, RIS DIWRr KBS Bl ks v ad f) FL 2
BE K
PR D 5 K S 46 v

I HACIRZS, HA P18
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5) k55,

6.9. HA ] Ping server Fit B

1) Pingserver Bt B
router gwdetect #2417 1tk BT i g 1 BRSE ) R R, Jd I R R ik ping kA 122 1
FEIR AT H .

config router gwdetect

edit "wan2" i€ IR

set failtime 3 R AIELE X 31, WNIZE LR

set ha-priority 5 ZH O ping KRS, HA SSECSEUERE N 5

set interval 2 2 B Rik— ping £

set server "8.8.8.8" "2.2.2.2 AT A& 2 A DL BRI A 0 5, R B AR A]— AN o 5

AR, BIAYIZEE O TARIES

end

2)  HA FHOCHGHEL E
R REE FIRPEE, ping FRIE H AR, HO2 2z s mAHA
. FTEAEH ABCE SRR k% wan2 6 pingserver 237 g HA S i il % 46 AF

Config system ha

Set pingserver-monitor-interface wan2 ITEEAE wan2 171 1) pingserver
Set pingserver-failover-threshold 3 ITha Y13 ) 1A
set pingserver-flip-timeout 60 IBESE 2 % ping server fil 2 (1) HA $13 1 1] f&

3 SHUH

set ha-priority 5 5 pingserver-failover-threshold 3 fH¢Ht. PiE A ELE, 24 wan2 #20
pingserver £ 2 &R BRI 5, S4B H] 1 H4E 3, Frilimk H A 2114k ik ha-priority
=2, RUf#ix$z00 pingserver £l KM, T IAA B0 R WAE, AU,
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7.1. MR EH SNMP

g 1

7.1.1. EARE

1) DL SNMP B3
config system interface
edit "internal”
set allowaccess ping snmp 11T SNMP %8 P 126 17

next

2) JBHsnmp RE, HEEHKEER
FortiWiFi 81CM

« DHCP fR522 - [ it =TEnEm

. §i‘iﬁiﬁ Ul FERMERuE

« IR RS EE EEREANERA

; (=1 Eﬂﬁ |
« SA S
ENC
- EHfEE 1
= FortiGuard
» 2R

config system snmp sysinfo
set status enable
end

3) ¥ SNMP Community.
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mXE
= @ mEif
« Status
= E g
L
= DNS
- DHCP fR&E=2
- BRE
- iR
= BE
- Bl

 BRER
« FortiGuard
o=

+ G EEREE

= [ i

= = g

w#H

I
fa read-only-far-test
EEEN
1Pt/ FRRA
192.168.1.99/32 ANY lz‘
| Hg |
il
e & |
vl 161
V2o 161
BB
pw & =&
vl 162 162
v2c 162 152

Policy

Firewall Objects

LITM Denfilac

[¥] cPU usage is high Memaory is low
[¥]Log disk space is low Interface IP is changed
[FlveN tunnel up [#]vPN tunnel down

Gn5HA, ININEE MR, R snmp S

LIPS TS/ IR

config system snmp community

edit 1

config hosts

end

edit 1

set ip 192.168.1.99 255.255.255.255

next

set name "read-only-for-test"

next

end

7.1.2. L

Fortigate # dia deb en

Fortigate # dia deb application snmpd -1

10 A% H

Fortigate # snmpd: <msg> 59 bytes 192.168.1.110:18417 -> 192.168.1.99/192.168.1.

99:161 (itf 11.11)

snmpd: checking if community "read-only-for-test" is valid

Fortinet 2 &]
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snmpd: checking against community "read-only-for-test"

snmpd: request 1(root)/11/192.168.1.110 == comm 1/0/192.168.1.0/255.255.255.0
snmpd: matched community "read-only-for-test"

snmpd: get : fgProcessorCount.0 -> () -> 0

snmpd: </msg> 1

snmpd: updating cache: idx_cache

7.1.3. HABRR N EH

iEE SNMP #p3iJi 1] FortiGate HA B, 1] =85 0] LAEL#%S community; {H 15 7] &4~
BT, SNMP 1 community :4H44-17 515, il 48 public, FGT200A 1 K545

N FGT FG200A2104450177 , W vj Ml FGT200A 2 W, FLiE {5 4 % A4 public-

FG200A2104450399.
£H=F FGT-HA_2004
EES FG2004_1_177/FG200A2104450177 (=)
FG200A_2_399/FG20042104450399 LR
=2 FG20042104450177
Address |59. 108. 29. 182
Fort |161
Eead Community |[public-FGZ0042104£450399
Write Community
SNMF Version 2 > |

7.1.4. HA B&HHMVEHE

MO, HARR BT KBS E A S AP . T MZ I Gl T2, tha b
XIHUAE P B3 BEAT AL B

1) BRfEEEED
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DMZ £ I R B 0 H R 1.

N

2)

5 © &t -l s Eeh-eh =]
‘= Status HENAR 128

- FIEE SiE 5

=i FEEEROMNEFER | dmz [+l

SNMP Fsan
RS c BE  [FGT-HA
= FortiGuard T veseee

fem Eq];i
=5 EEREE

S

config system ha
set ha-mgmt-status enable

set ha-mgmt-interface "dmz"

NEEEN I EM L
FGT60B3907513417 # show sys int dmz
config system interface
edit "dmz"
set ip 10.0.0.1 255.255.255.0
set allowaccess ping https snmp
set type physical
set alias "manage”
next

end

FGT60B3907513417 # exec ha manage 0
FGT60B3908651894 $ show sys int dmz
config system interface
edit "dmz"
set ip 10.0.0.2 255.255.255.0

set allowaccess ping https snmp
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set type physical
next

end

3) ABEOEERIIMXK.
EHEOUENE IR, 2N LR M S HE H .
Config system ha

set ha-mgmt-interface-gateway 10.0.0.254

end
4) BECE SNMP
config system snmp community
edit1
config hosts
edit 1
set ha-direct enable [ M T V5 R ST E BT
set ip 10.0.0.100 255.255.255.255
next
end
set name "song"
next

5) XAMEEBEAT ping Wik
exec enter vsys_hamgmt , T execping 2Nk,

exec enter root 1B H A7 /ME HEEEFU, IR [A] root k.

7.1.5. H OID &

A4 E# OID

WS Object Xt OID {4 S2HRA (%S
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BHIEAL
FEHLAFR sysName.0 .1.3.6.1.2.1.1.5.0 FIF
WIS fnSysSerial.0 .1.3.6.1.4.1.12356.100.1.1.1.0 TR
ey, AL
RAGIEAT I (] sysUpTime.0 .1.3.6.1.2.1.1.3.0 timeTicks
(0.01s)
REGICA fgsSysVersion .1.3.6.1.4.1.12356.101.4.1.1.0 FIF
fgProcModProcessor
A% CPU ¥ & 9 .1.3.6.1.4.1.12356.101.4.5.3.1.5.1 | IE%¥
Count.1
4 CPU FIH &1
S3h) ( fgProcessorUsage.x .1.3.6.1.4.1.12356.101.4.4.2.1.2.* | 1-100 (%)
/> CPU FMH#*(5 | fgProcessorUsagebse
b HAFG | o g .1.3.6.1.4.1.12356.101.4.4.2.1.3.* | 1-100 (%)
438 C.X
> CPU KA
illi M A fgSysCpuUsage.0 .1.3.6.1.4.1.12356.101.4.1.3.0 1-100 (%)
WA 2 fgSysMemUsage.0 .1.3.6.1.4.1.12356.101.4.1.4.0 1-100 (%)
SRR/ fgSysMemCapacity.0 | .1.3.6.1.4.1.12356.101.4.1.5.0 ¥Ar (KB
HREFEHL fgSysSesCount.0 .1.3.6.1.4.1.12356.101.4.1.8.0 ey
DETEEEE (1
SHFREER fgSysSesRate1.0 .1.3.6.1.4.1.12356.101.4.1.11.0 e
FHF1)
FRRD BT A
fgSysSesRate10.0 .1.3.6.1.4.1.12356.101.4.1.12.0 B
(10 B4 9=y i
FRRD BT A
fgSysSesRate30.0 .1.3.6.1.4.1.12356.101.4.1.13.0 B
(30 B T4 9>y i
(SR RS UR A
fgSysSesRate60.0 .1.3.6.1.4.1.12356.101.4.1.14.0 B
(60 Fb T4 9=y e
M Z&$2 11 OID
%R OID f&.* KD (%S
e Gk Object LOID & Il (%
(N80 1D e GRS A
IfEntry (GERIR)
Ao O ifNumber.0 1.3.6.1.2.1.2.1.0 IR A
01D ifindex 1.3.6.1.2.1.2.2.1.1.* 1.2.3.... B
B0 MTU ifMtu.x 1.3.6.1.2.1.2.2.1.4* IR
B R ifSpeed.x 1.3.6.1.2.1.2.2.1.5.* IE B, A bt
INTEGER
FOEERS ifAdminStatus.x 1.3.6.1.2.1.2.2.1.7.* {up(1),
down(2),
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INTEGER
{up(2),
down(2),
testing(3),
O TARRS ifOperStatus.x 1.3.6.1.2.1.2.2.1.8.* unknown(4),
dormant(5),
notPresent(6),
lowerLayerDow
n(7) }
U —
PR in) ifnOctets.x 1.3.6.1.2.1.2.2.1.10.* (82 it
), T
%,D ks iflnUcastPkts.x 1.3.6.1.2.1.2.2.1.11.* HP (32 Brit 3
Gin) =),
% D_}['ﬁ%@%ﬁ ifnNUcastPkts.x 1.3.6.1.2.1.2.2.1.12.* M (32 A
B Gn) ),
(30 (i
FZOEA n) ifinDiscards.x 1.3.6.1.2.1.2.2.1.13.* %f%( it
=), A
(30 (i
A Gn) ifinErrors.x 1.3.6.1.2.1.2.2.1.14.* ﬁf%( it
), A
(30 (i
EFRARIPMLA | ifinUnknownProtos.x 1.3.6.1.2.1.2.2.1.15.* ?;;Z(A fritss
s 7
(30 [k
PR (out) | ifoutOctets.x 13.6.1.2.1.2.2.1.16.* (82 it
), T
L =32 (LR
BRI | o tUcastPkis.x 1.3.6.1.2.1.2.2.1.17.* Hp(32 Bt
(OU.t) %%)9 /[\
+[:] S 5 S, Mt 32 AV %
BEHRRIR IR | o inUcastPkisx 1.3.6.1.2.1.2.2.1.18.* Ho (32 Bt
ﬁ (Out) %%)9 /[\
=32 (LR
BOFEA (out) | ifoutDiscards.x 1.3.6.1.2.1.2.2.1.19.* i;z(/\ Bt
|
(32 (LR
PO (out) | fOUtErmors.x 1.3.6.1.2.1.2.2.1.20.* iﬂ/\ Bt
|
IfXEntry (E9RE,
R
Broas ifName.x 1.3.6.1.2.1.31.1.1.1.1.* FIF
[:l N Mef i 32 LN
%, FREARRH ifinMulticastPkts.x .1.3.6.1.2.1.31.1.1.1.2.* M (32 Bt 3
Gin) =), A
[:l N NS 32 AW %
%, bt iflnBroadcastPkts.x .1.3.6.1.2.1.31.1.1.1.3.* HP (32 Brit 3
Gin) =), A
[:l N Mef i 32 AW P
BHZHEAREN ifOutMulticastPkts.x .1.3.6.1.2.1.31.1.1.1.4.* M (32 Bt 3
(out) =), A
[:l N NS 32 AW P
BH RN ifOutBroadcastPkts.x .1.3.6.1.2.1.31.1.1.1.5.* M (32 Brit 3
(out) =), A
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+D‘]tE (in) 64 B2 (64 7 H-%
i ifHCINOCtets.x 136.1.2.1.31.1.1.1.6.* HE(B4 i
A /), T
LR W (oa (i
Tﬁ_ $%@%kﬁ ifHCInUcastPkts.x .1.3.6.1.2.1.31.1.1.1.7.* ﬁf%( Brit
(in) 64 fi ), A

sAREZ (64 Prit%
BHZIROIIIL | o cinMulticastPktsx | 1.3.6.1.2.1.31.1.11.8. HE(B4 i
(in) 64 fi ), A

+[:]\ . N \/,J—,64 AW %
Tﬁ_ r%@f%kﬁ ifHCInBroadcastPkts.x | .1.3.6.1.2.1.31.1.1.1.9.* ﬁf%( it
(in) 64 fi ), A

M= (out) 64 Hre2(64 L%
% it Cou ifHCOutOCtets.x 1.3.6.1.2.1.31.1.1.1.10.% ﬁf%( ffﬁﬁ
A 28, T

O W (A (i
® iﬁ@)%ﬁ%[ ifHCOutUcastPkts.x 1.3.6.1.21.31.1.1.1.11.* A (64 A
(out) 64 £ 7). A

[:l N Mep iy 64 AN IR
® 2%@%7&:%[ ifHCOutMulticastPkts.x | .1.3.6.1.2.1.31.1.1.1.12.* A (64 A
(out) 64 £ 7). A

M ifHCOutBroadcastPkts. (64 frit%
® TL%@J%K%Z ! uibroadeas S 1.3.6.1.21.31.1.1.1.13.* A (64 A
(out) 64 fif X &),

M upd RS ifLinkUpD TrapE 1: ble, 2: H
Belt updown 1 | ifLinkUpDownTrapEna | ) 5 o) o) 5099914 enabie
AR RI%E trap | ble.x 1
N IEHHY
e ifHighSpeed.x 1.3.6.1.2.1.31.1.1.1.15.* : ﬁ

£i7:Mbit
EtherLike-MIB
B (32 prit%
FOE SR dot3StatsSymbolErrors | 1.3.6.1.2.1.10.7.2.1.18.* i?(% Bt 3K
, K
AR s Sk =q W
K (3247),
FEBE iy AL fgFwPolByteCoun.x | .1.3.6.1.4.1.12356.101.5.1.2.1.1.3.1.* o
]

7.1.6. SNMP #7453

config system snmp sysinfo

set contact-info " ARG R

set description " W

set engine-id " SNMP 5 #4711, &HTF v3 A
set location " (A=

set status disable &5 )a FortiGate SNMP agent.
set trap-high-cpu-threshold 80 cpu 5 2 1 =k )

set trap-log-full-threshold 90

log ¥ #-f8 FH A< v 4l 2 1l

set trap-low-memory-threshold 80

low-memory (A% b5 FHD 8 FH 20 v ik 2 il (.

end
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config system snmp community

edit 1

set events cpu-high mem-low log-full intf-ip
vpn-tun-up vpn-tun-down ha-switch
ha-hb-failure ips-signature ips-anomaly av-virus
av-oversize av-pattern av-fragmented
fm-if-change ha-member-up ha-member-down
ent-conf-change av-conserve av-bypass
av-oversize-passed av-oversize-blocked
ips-pkg-update power-supply-failure
faz-disconnect amc-bypass

Bic & 2 F7 1) TRAP, ZRIANFT A 431 TRAP

set name 'snmpread' community FFF 5 4 7
set query-v1-port 161 A 1) A i) o 1

set query-vl-status enable FOVFRRCA 1 AT RE
set query-v2c-port 161 hA 2 (2 ) i

set query-v2c-status enable FVFRRUA 2 Bl D fE
set status enable RENEH

set trap-vl-Iport 162

WA 1 BA R 5530 11, R0 trap

set trap-vl1-rport 162

WA 1 B RE R 55 0 11, R0 trap

set trap-vl-status enable

fiAs 1 TRap LhRETT A

set trap-v2c-lport 162

WA 2 AR 553 11, R0 trap

set trap-v2c-rport 162

WA 2 [ A R 55 o 1, F TR trap

set trap-v2c-status enable

JiA 2 TRap ThAE T

next

7.2. Bk HEEH

7.2.1. HEFE&E

KBS KR SRR UM 5 U H A
WAF: RGEBC— &R 2 I PIAE 22 (B H S A
A DL I 30 i 4 B A A2 LA R
config log memory global-setting
set max-size 525007
end

A B s AR
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Fortianalyzer: & ¥4 37 H EAF N £
Syslog: ‘& I H EAEEAE

Webtrends: S FF.

722 WHHASEE

BEXTHN B UMD H S A B S B IR A AR, DAREEL N -

config log disk setting

set status disable /enable
end
config log disk filter

set traffic disable VR R H &

end

7.2.3. syslog HEBE

RREHE

%= AEIEH

policy =t EEEE
Eirewall Objects v svsloofiE B
UTM Profiles 1P/ Faon
EiEH -

BEmA EEEERA
WAN(K {kiniEfr =

FEEH FRCeE
 Event Logoing

.~ = Emails Enable All

= Threats

Y FsmEEhEE

| DHCPEREEMHEE
7 EEEF

<1 BRNABAESS

config log syslogd setting

set status enable
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10.1.1.1

514
=

local7 v

7 IPsechEBEE
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set server "10.1.1.1"
end
config log syslogd filter
set traffic disable IR A H &
end
KIEGTPRE SRR 3 41K syslog RS 2%, A 3 41K Fortianalyzer %45 . fFAIRSS 230 H &
FR 3 i 5 M

Syslog Fit & H &t i

config log syslogd setting config log syslogd filter
config log syslogd2 setting config log syslogd2 filter
config log syslogd3 setting config log syslogd3 filter

724, HZEIRE

1) RGHEMHFHE
FT RGOS H G, AT DARIE AR 0 AT U8
P B ARG HAF HETEW T

Event logging:
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RGER
i H BEAFEE
Policy [C] FHtpan s

Firewall Objects

I i =
[C] syslogfRE2iad

UTM Profiles

EiiLH [¥|Event Logging

#HMA [V]Enable All

FAEIER FHFENEE PsechEES
DHCPRRSEMHER L2TP/PPTP/PPPOERRE S

« DLP Log

= Traffic Log

= Vulnerability Scan L
#-. FortiCloud
= [ BEERE

.

EIEEH

B IE L AESE
BETESH

SSL VPNAMAMESE
5SL VPNEIESM
VIPRRG R EERTESY

EEEEEEEE

HAFRENES
EEEE
AREAPdn LIRS
SSLVPNEEEH
VIP S5

WiFi activity event

E o £ CPUFIFFFRIFE (B59%) ValIPREE
- it NACIRES DSBS
- B = )

Fortigate (eventfilter) # show full-configuration
config log eventfilter

set event enable

set admin enable

set auth enable

set config disable

set cpu-memory-usage disable

set dhcp enable

set dns disable

set ha enable

set ipsec enable

set Idb-monitor enable

set nac-quarantine enable

set pattern enable

set ppp enable

set sslvpn-log-adm enable

set sslvpn-log-auth enable

set sslvpn-log-session enable
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set system enable

set vip-ssl enable

set voip enable

set wan-opt enable

set wireless-activity enable

end

7.2.5. B 5H GUI

Vi) REE GUI Fim s, ] DLk R R AN R H SRR .

Fortigate # config log gui

Fortigate (gui) # set log-device ? I EFER AR
memory log device memory

fortianalyzer log device FortiAnalyzer

forticloud log device FortiCloud

disk log device disk

7.26. CLIBEHZE

exec log list 1 BEHEM, 1LNHERM,
exec log filter category 1 faE EEEN HERA
exec log display AEHE

72.7. HEREmS

config log memory setting
set diskfull overwrite WA H SRR, Bimda HE
set ips-archive enable XT IPS HEAT A7
set status disable KN HE LR IR
end
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config log disk setting

set status enable

AL E eI

set ips-archive enable

Xt IPS HEAT A7 Y

set log-quota 0

WiAE log BT 55 (8], #4457 Mb

set dlp-archive-quota 0

DLP archive AT /5 g2 25 1H]

set report-quota 0

H R BT o A 2 )

set upload disable

&1 SR VRS H S SO AR 2 FTP RS54

set upload-format compact

AR SRR AN I 46 S

set drive-standby-time 0

B 2R — Bt 1) A T H S BN EAE, BEAEEAKIR,
0 AR ML) e

set full-first-warning-threshold 75

WiAL H &2 0 55— IR 52 75%

set full-second-warning-threshold 90

HlAE H A3 1) 55— U5 90%

set full-final-warning-threshold 95

HlAE H S 5 — U5 95%

set max-log-file-size 100

H &0t i kN 100M. S30AT %75 [ 100-1000

set storage " P88 Ao 44 7
set diskfull overwrite WA O A se Be s, B R R H &
set sql-max-size 0 BN SQL i FE R ), 0-65536.0 I TERRil

set sql-max-size-action overwrite

SQL Hudfs PEik Bl K, 7 o fie - A0 3%

set sqgl-oldest-entry 0

TR7E SQL Hude 2 b H A& P AFE IR AR 8], 0 0
To PR ]

set rows-per-transaction 1000

£Er74 1000 25 H BERAS —RIEEB AN

set ms-per-transaction 1000

£ 1000 ZFHEAZ —IR HE LR E N,

config sql-logging

P& SQL H I A Ja 4 v A i H iR

set app-ctrl enable

Jo2 5 ]

set attack enable W %

set dlp enable s Byt U
set event enable B

set netscan enable K] 2% 41

set spam enable renaiqiIgEs
set traffic enable R 28y e 75
set virus enable I

set webfilter enable EiBus:

end

end

config log syslogd setting

unset override

15 FH 4= 53 152 B U 2 FA] override

set status enable RE RN B

set server '1.1.1.1" Syslog iz 55 %5 (1) ik

set reliable disable A T SEAE, W enable U f8H TCP
set port 514 Syslog fil 45 #5135 1

set csv disable PR HE R TR CSV %K

set facility local7

7€ facility 27
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set source-ip 0.0.0.0

RIEHEHTEE IR 1P

end
config log memory filter
(syslog, fortianalyzer)
set app-ctrl enable NI H & (I K)
set attack enable Bt g H B (B FFK)
set dIp enable By Eic i itk i H 75 (S 1K)
set dlp-archive enable B77 K4 28 — R A
set email enable M H & (ST 9)
set explicit-proxy-traffic enable BB E HE

set failed-connection enable

P H &7 R — RIS

set netscan enable

2% 4340 H B (8 ITR)

unset override REEHEREE

set severity information FAF R

set traffic enable mEHEEIR)

set virus enable iR H B (ETFR)

set wanopt-traffic enable I H & (B TFFR)
set web enable WEB i H & (R FFK)

set webcache-traffic enable

|k AL 72 —WEB 224%

set allowed enable

TR H & 7R — YOS R r i E

set anomaly enable

Attack 2K — S8 Bk

set app-ctrl-all enable

B 52K — e vr e R H S

set blocked enable

T EE T IE — PPHLIE B SCF

set discovery enable

netscan 25 — R ILFH A+

set dlp-all enable

75 K i 52K

set email-log-google enable

ti¢E H & 725 —google MR

set email-log-imap enable

WA H T2 — IMAP $h3U B7 3R s A4

set email-log-msn enable A H 5728 —MSN HiR
set email-log-pop3 enable MR H & 725 —POP3 B b 3% k1
set email-log-smtp enable R4 & 725 — SMTP B3 s b7 % iR A4
set email-log-yahoo enable B H & 28 —yahoo HBA:
set extended-traffic-log enable mEHE TR HARE
WEB it € 725 —Foritguard *7 WEB i £ 1)) g

set ftgd-wf-block enable

NI

set ftgd-wf-errors enable

set infected enable

T Y &

set oversized enable TR — A E
set scanerror enable WE TR — RERERH
set signature enable Attack ?ﬁ—%?%ﬁ}i

set url-filter enable

WEB i €72 —url i pEF 4

set violation enable

ik HE TR - RIS R H S

set vulnerability enable

netscan 72X —JRIAFHE H &
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set web-content enable

WEB T €138 — A B i iE A

set web-filter-activex enable

WEB i 318725 — Activex i JEF 14

set web-filter-applet enable

WEB i3 T-2% — Applet i =54

set web-filter-cookie enable

WEB 3 )€ 125 —cookie i3 JiE 44

set web-filter-ftgd-quota enable

WEB i 3§ 725 —Fortiguard BL#1%5 2%

set web-filter-ftgd-quota-counting
enable

WEB it i 7% —Fortiguard BLAiT4k

set web-filter-ftgd-quota-expired
enable

WEB i3 725 —Fortiguard BLA R

set web-filter-script-other enable

WEB I3 128 — A S H AL e FF

end

config log eventfilter

set event enable HIE R
set admin enable EHM
set auth enable WIE S
set config disable W=RERE s
set cpu-memory-usage disable cpu NAEAE =
set dhcp enable DHCP Fff
set dns disable DNS 1t
set ha enable HA F 1}
set ipsec enable IPSEC Z1f
set Idb-monitor enable BRI i
set nac-quarantine enable NAC [& B 1k
set pattern enable AR B A
set ppp enable PPP = {}:
set sslvpn-log-adm enable SSL EFEEH A
set sslvpn-log-auth enable SSL NiES
set sslvpn-log-session enable SSL > ifFff
set system enable RGN FAT
set vip-ssl enable VIP SSL 14
set voip enable Voip FHfF
set wan-opt enable AR
set wireless-activity enable ToLkH A
end
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7.3. Bi KEEH PEHE

731 BEHREE

config system global

set admin-lockout-threshold 3
AT E 2 B2

set admin-lockout-duration 60

set admin-port 80

set admin-sport 443

set admin-ssh-port 22

set admin-telnet-port 23

set admintimeout 5

set language simch

7.3.2. BH R E R

¥ Enable Password Policy

Minimum Length

PiaE
BERERMERERT

Enable Password Expiration

config system password-policy
set status enable

Fortinet 2\ 7]

Central Management
s © Not Managed
FortiManager IP/Domain Name: | Send Request |
- = HH]EE Administration Settings
- = FortiGuard HTTP Port 50
S
ﬁ o HTTPS Port 143
-
=G EEREE Telnetignl 23
- EER SSHiRD 23
= i AER i
-« [ ZeiRkiEnd 50 (1-480 41)
—
bl ]
Enable Password Policy
Policy
Firewall Objects View Settings
UTM Profiles BE HiAhI v
R fTh/Em 50 (20 - 1000)
wEAA Display Options on GUI
WAN{E i 1Pv6 ICAP
FiElE Central NAT Table VoIp
e Dynamic Profile #| Implicit Firewall Policies

/ladmin K PSR G [ = UCRMUR, BUE R ip, L

Il e A 60 5

I http & R T[T % 4 80

I https & B U1 T I 1149 80

/1 ssh & ¥ 5L [ 3 124 80

I/ telnet & B2 T [ ¥ 114 80
11 & BRI TR] S 5 43
HITET AR S B DT

g (8-64 =)

Ead

Iy

iy
E
3

v EBRERER IPsect

=N

1TV J5 5 R S T RE BRI R A
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set apply-to admin-password  //3EB& )8 YEHLR W B R OUIK 5, BAK ipsec TRILZEHH,
AIPAZ %

set minimum-length 8 RS 1 g /N

set min-lower-case-letter 0 ///NF FRFff /NN

set min-upper-case-letter 0 [/ K57 H/N %L

set min-non-alphanumeric 0 /45K 745 1 B /N3

set min-number 0 AT 1) e /N3

set change-4-characters disable //4F /X E 3 m, Braid w4l S IAE %iua 4 ML R
1 2253 o

set expire-status disable T JE B R A RN 2 Rt S0 e Tt
set expire-day 90 1172 Rt et JT 1 [
end

733 BHEHREHER

(1) BMBRER

- EREER: read
ol mE himiEal x og w5
AR FARE C
= SNMP =T C
- BEEE EHEA N
= FortiGuard FortiGuardf4B C
TR =1 C
T EHEE e
=h EEREE P pikiEmE .
il F UTMRE e
- VENEE C
] i WAN{R At gL O
A SmEE A el .
% WiFi Controller O
Policy Y BESES e
Eirowrall Nhiortc ﬁ‘“ - m)‘ﬁ :

config system accprofilet
edit "read"

set admingrp read
set authgrp read
set endpoint-control-grp read
set fwgrp read
set loggrp read
unset menu-file
set mntgrp read I 4R
set netgrp read
set routegrp read
set sysgrp read
set updategrp read
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set utmgrp custom
set vpngrp read
set wanoptgrp read
set wifi read
config utmgrp-permission
set antivirus read
set application-control read
set data-loss-prevention read
set ips read
set spamfilter read
set webfilter read
end

next
end

(2) NEE BT AR

o i EER monitor
oG mE 2 OER OFE @R«
- BEIRY FAEB  [eees
= SNMP BATEE  [cveees
- BA{EE
- = FortiGuard "
R il read v
e m Eé
E—].’—g migle‘]nﬁ EFEYRE]'IJ\E
e HEANES #| Restrict this Admin Login from Trusted Hosts Only
- B BHEEM #1 [11.1.1/32
-EE] BER o
=i EEEN #2 111,232
- AEEN 3 [1.1.1.3)32 |&@
Policy I L : ik I
config system admin
edit "monitor"
set trusthost1 1.1.1.1 255.255.255.255 IMEAEEHL

set trusthost2 1.1.1.2 255.255.255.255
set trusthost3 1.1.1.3 255.255.255.255
set accprofile "read" I R ESRR R R
set vdom "root"
set password ENC AK1k2iA1kwvG7EOQIHGA/3lY zbMwoxm0s4Uqr2ZnR2mGdyc=
next
end

(3) WnfTE L4 K

Hftkseiede He , 4 pUREE 9-57, A7 AT BAkAT diagnose <51 il 4
T3 R GREATYED
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aREEE

B &k \weihu

hialiEwl Ox Do Cgs
RERE .
FESHERE .
EPHA .
FortiGuard 0
A @ |
HHRE .

P Bk iEERE e

config system accprofilet

edit "weihu
set admingrp read AR E Y read
set mntgrp read-write 11T J& 43 AL PR

end

2 B AR Sy L2 A L F - BT

7.3.4. Radius A

(1) FBlE Radius IR%% 2%

F % HERADIUSEE X
wH % =t radius
— | = omm O
Firewall Objects % RSB ERR/IP 1111
UTH Profiles EL —eSim—]
| hmsZEmP 1112
| mEsEEE o Test |
A%z * APFEHARITAR
{EERE M
MS-CHAP-v2 ¥
NAS IP/Called Station ID
H-[E FortiToken
{5 Single Sign-On BEHAHRE =
=5 e . Wik | | B |

config user radius

edit "radius"
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set secret ENC

set server "1.1.1.1"

*kkkkk

/17 radius K55 2%

set secondary-secret ENC ***x**

set secondary-server "1.1.1.2"

next

end

(2) BEHFA

ReER

#H

Policy

Firewall Objects

UTM Profiles

EEE

EEA
e
Pz 3
= LDAP
= RADIUS
+-=] FortiToken
{5y Single Sign-On
IS
WANIK - HZEF

config user group

edit "remoteadimin"

set member "radius"

next

end
(3) BLEEHR

Fortinet 2 &]

11454y radius IR 55 2

=Ll remoteadimin |

8 @ phidE O Fortinet Single Sign-On(FSSO)
[ #pyrSSL-VPNgER, [full-access v
AlikA A [=hrAickl
-FMEA - © -FmEs -
guest
Q

PUEE R —1-2AA955%0
| E= |
E R T T
| radius v * Any Specify i)

IR 45 77

Ilradius Ik %% %% 4 7
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RREH

e W I;I [=] o =
- 'S_]NMP EER  [romote
o RS Fooad] TE e oiE PKI
- = FortiGuard BFE [ remateadimin v
o R BEG
=G EEARE WidE | prof_admin ¥
- AN BREAE
wH
Policy [ Restrict this Admin Login from Trusted Hosts Qnly
Firewall Objects . Wik | | s |
config system admin
edit "remote"
set remote-auth enable
set accprofile "prof_admin"
set vdom "root"
set wildcard enable
set remote-group “remoteadimin” I5E SUHF ) 2 44 5

next

end

5

8EE. KRB KRS

8.

1 iR AERE

i FortiGate A USRS ()5, 5200 Hdt 1T — RPN RV R, SR)a i A

N B FrR:
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H
Packet
¢ Packet flow: Ingress
o T s T hmede > = > pup > s
Stateful
Inspection| T e SSLVPN e S —— et
Engine
I
Mo (Fast Path)
iyt
‘|"|=_tsly
'E" lp.-m-,-. Flaw-based Apgiicatian == Flcw-hasedl
- i Gontel Inspection Engine

Yes
Proxy-based
\lHF' Dal-l.eu L 5

Engine

— Fautirg —_— Intesfacs — | T

Packet flow: Egress Packet

BRI R &L IR T
1) Interface (PIE#O)
W 5 1 BN TR 0, JREe RS T —id AR
2) DoS Sensor (DoS Bif#, BRiA<H)
#5114 SYN flood. UDP flood. ICMP flood % DoS Htifi, FFl#txfii. HA IP fIIFK
HERBURAT IR
3) IPintegrity header checking (IP Sk5gBMER)
R E /R ST S
4) IPSec (IPSec VPN &%, BRiACHD)

R FortiGate A& ) IPSec VPN B&i& i 5da 60, Bnt Hdk T s .
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5) DNAT (E#ribhl NAT)

KA HHR AT 1 Hbx IP Hikik, WA FortiGate VIP (HAriihl NAT) b, NG H A
WL 1P bl CESZ P Huhb) R,

6) Routing C(E&H)
A5 AR EAR A 0 B br 1P Mok Af e 2 A0 i e 0
7) Stateful Inspection Engine CIRZAHMIT|%E)
AR 51 2405 T LA LA

a) Policy lookup (SEREEIR)

TESTRESI B, FIWE R VP @ I IR S T0IRAS, FERHE UTM ThRERI T 50 bk
E BT T BN 5% (Flow-based inspection engine) FIACF G 5] 4

(Proxy-based inspection engine).
b) Session track (&iERES)

Y 2R, BRI NAT M EMKIIRE. UL )5 A S0 A
BEAT SR VLG, ELEMRAE SRS K.

c) User authentication (FFNE, BRIAKHD

X SR REATIAE, MR 7 44 A0 7 B A2 4L e 3 97 < B SRS

d) Management traffic CEEEFE)

5 FortiGate H Gt mAEE, W1 Web., SSH & H, Syslog. SNMP @{F%5.
e) SSL VPN & (BRNRED

K SSL VPN il f##, 1A% SSL VPN R L GEN 4 ssl.root), &5 B SKIE .
f) Session helpers (BJ ALG)

%F FTP. SIP. Oracle 245k N FHHEAT 23, tnzh 2708 560% . NAT, H3i&ek payload

S, PREHIEHIEE,
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8) Flow-based inspection engine (M52, ERIAEH)D

W RAER; KSR R T B TE . IPS, A HIAERRI UTM Thie, Do il i st
e A2 e A I 51 B AL B

9) Proxy-based inspection engine (AREMMIFI2E, ERIAKHD)

UARAE R KIS TR T Web 3. BiEs. ROIRIRIE. DLP 5N AT A AR
UTM Zhe, W2l Ja SR8 B B AR 51 B2 b 2

10)IPSec (IPSec VPN i@, BRIN<H)
WIERZSIEILHC 1 IPSec VPN ZRHE, 10 BROR Hidi 0 0 2% 5 2
11)Source NAT (JEHilE NAT)

R FEM TR T NAT, NPEEE KR (P bbbk AnYE v 1 2 3o B brdz Dk sk 1P
W IP HihE GEE VAR IP Hitk).

12)Routing C(E&HD
BE PR, FESER R, R O KR .
13)Egress (FiH)

HR 42 R 2l (. k H FortiGate.

8.2. FEM AT TR

diagnose debug enable JFi3 debug Thfg

diagnose debug flow show console enable TFUE flow F%

diagnose debug flow filter add 119.253.62.131 SEMIL g, AL E

diagnose debug flow trace start 6 N R BRI AR5

Bl 1: SREE VYT IREERER 43

Fortigate # id=36871 trace_id=1 msg="vd-root received a packet(proto=6, 192.168.
1.110:51661->119.253.62.131:80) from internal."id=36871 trace_id=1 msg="allocate a new
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session-00016920" llinternal DWEI$E, BILFH1E
id=36871 trace_id=1 msg="find a route: gw-192.168.118.1 via wan1" BB HR

id=36871 trace_id=1 msg="find SNAT: IP-192.168.118.28, port-43333" /[ JUFEFE NAT FL &
id=36871 trace_id=1 msg="Allowed by Policy-1: SNAT" //VLEC SR, 1D1

id=36871 trace_id=1 msg="SNAT 192.168.1.110->192.168.118.28:43333" 1118 NAT

id=36871 trace_id=3 msg="vd-root received a packet(proto=6, 119.253.62.131:80->1
92.168.118.28:43333) from wan1." Il Wanl O 23R BI#3E A
id=36871 trace_id=3 msg="Find an existing session, id-00016920, reply direction"

118 R IL AL &% id-0001692
id=36871 trace_id=3 msg="DNAT 192.168.118.28:43333->192.168.1.110:51661"

ISR ) B DNAT

id=36871 trace_id=3 msg="find a route: gw-192.168.1.110 via internal"
BB H, KiZF internal O
id=36871 trace_id=5 msg="vd-root received a packet(proto=6, 192.168.1.110:51661-

>119.253.62.131:80) from internal.” llinternal AW B! j5 28386
id=36871 trace_id=5 msg="Find an existing session, id-00016920, original direction"

/IVCAE 41 id-0001692
id=36871 trace_id=5 msg="enter fast path" BB R

id=36871 trace_id=5 msg="SNAT 192.168.1.110->192.168.118.28:43333" /INAT

Bl 2 . WA FLVF 1)

Fortigate # id=36871 trace_id=23 msg="vd-root received a packet(proto=6, 192.168
.1.110:51768->119.253.62.131:80) from internal."

i1d=36871 trace_id=23 msg="allocate a new session-00017537"

id=36871 trace_id=23 msg="find a route: gw-192.168.118.1 via wanl"

id=36871 trace_id=23 msg="Denied by forward policy check" B BRI R4
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8.3. AR A&

FortiOS4.3 [ B St A7 U A 28 Kt S i AL 32 1
ES

= @ Eﬁ
i « Status
o g Pt
=i B
' » SAIEY
= SNMP
« BERIZEE
« FortiGuard

BERREFELR 29GB
i EEIE oMB 187MB NJA
DLPTF#5iL3R aMB oMB N/A
[Filezkices oMB oMB N/A
IPSERETFHIAR aMB oMB N/A
FRES aMB oMB N/A

acket Capture

O AR

. | FilterCriteria____ | #Packets |
B to=UDP 53

- EEALE O = e

oEER

- HanEE

=

o EE T

[ 7.3

Mo ATRIE
© LB it [BhaEuit | RiEEE

40 L& packet capture #7r, i CGUERH RIWTGIE TR ES, JFEATINE.

Add Packet Capture Filter %

Interface internal [«
Max Packets to Capture |4po0
Source Address 192.158.1.11/32

Source Port(s)
Destination Address
Destination Port(s)

Protocol . UDP ||

[[include IPvE Packets
[[lcapture Non-IP Packets

A | | WA || Bzl '

SASEEUNGE -S| U BUR)S S A Y

Packet Capture

O REEHE W HEE W MR D Start i Download
| W | mtefface |  FilterCriteria___ | |
internal src=192.168.1.11/32 proto=UDP

riih start FFAGPNEL; i download 5 FIUHL £ 4 B PRAF A Mok 2%, W1 LALA wireshark B
BEE.

205 PRI, U AW AR ES, AFREHAT AN TR, sl
I E R .
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8.4. Yl & THAR

diagnose sniffer packet <interface> <'filter'> <verbose> <count>
8.4.1. interface

<interface> $i55E SLhRINIE A FK, W LR HLSERIVI L DA FK, thil L2 VLAN 2 4%
FIAARR, S any” ki, Rl i, .

# diagnose sniffer packet portl //ZR/RIMAHEEz 124 portl K FTA HdE £
# diagnose sniffer packet any /2R /R 3NFT A £ AT E R 6

# diagnose sniffer packet port1-v10 /4 {E B . —/> VLAN 7300, HiZH 04
4 portl-v10, BEIFZIRIN portl-vi0 £ LA Hdnt, ekl —EEE — A,  fTn
Bl & AL SR X 7 S HCr B, (HRAEZAREE DRI, B ARRRT R, BI&
S FIA BT, @ WAE G I AR LN AN A S

8.4.2. verbose

<verbose> FEEHIMIEIE LN A . HHIED 4 1 6.

1: print header of packets, // A HINHL IP (iR tht . P . HAGHuhE. B st HATE e L
Sequence numbers, ARGHE K E

2: print header and data from ip of packets, /ATHL 45 IP. TCP 8 UDP & H %521 payload.

3: print header and data from ethernet of packets) , //JNEXfLFE Ether. IP. TCP 5 UDP [ H
HJE) payload. A G HBISCA ST L 4 TR, #4545 Ethereal SCH7 301

4:print header of packets with interface name /5 25— T4, (HALHE SRR AL 3 1S B

5: print header and data from ip of packets with interface name /558 2L, (HALFE B~ IX
KA PEE

Spss —

6: print header and data from ethernet of packets (if available) with intf name /5 28 =240,
(ERDR AR AN N e MR EPSN

Fortinet 22 #] 109/ 118 www.fortinet.com.cn



===RATINET

8.4.3. count

<count> HHLEHE ELI % & .
8.4.4. filter

RS AT U — M RB AR R, Wb 2 RIEAIT A S,

ARIEAONESFRTH, PIRERA TR TR, ARG5S 8E NG 5.

1 diagnose sniffer packet wanl icmp 1 10;

PR RIE AP AA RS, B H 2 i A RIS & B, T 75 2R AN RIE

TN G| SEE G 52N
-

diagnose sniffer packet any 'host 192.168.1.11' 4 2
diagnose sniffer packet wanl ‘icmp and host 8.8.8.8' 1 10;

8.4.4.1.None

None BiHE NEAEMSHL, WA AT SE.

Fortigate # diagnose sniffer packet wanl none 1 3
interfaces=[wanl]

filters=[none]

0.726021 arp who-has 192.168.118.64 tell 192.168.118.1
0.726054 arp who-has 192.168.118.207 tell 192.168.118.1
0.907046 192.168.118.55.3975 -> 255.255.255.255.2654: udp 312

8.4.4.2.Tcp,udp,icmp,arp 2%

Fortigate # diagnose sniffer packet wanltcp 1 3

interfaces=[wanl]

filters=[tcp]

5.854756 192.168.118.28.41972 -> 74.125.31.138.443: 1918013413 ack 2189770725
10.680845 192.168.118.28.37644 -> 106.120.151.51.80: syn 1554494232

10.681300 106.120.151.51.80 -> 192.168.118.28.37644: syn 199984742 ack 1554494
3

Fortigate # diagnose sniffer packet wanl udp 1 3
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interfaces=[wanl]

filters=[udp]

0.851497 192.168.118.39.58839 -> 234.34.23.234.33674: udp 20
0.880828 192.168.118.28.38299 -> 8.8.8.8.53: udp 37

0.951063 192.168.118.55.4045 -> 255.255.255.255.2654: udp 312

Fortigate # diagnose sniffer packet wanlicmp 1 3
interfaces=[wanl]

filters=[icmp]

5.831862 192.168.118.28 -> 119.254.12.21: icmp: echo request
5.833274 119.254.12.21 -> 192.168.118.28: icmp: echo reply
6.836748 192.168.118.28 -> 119.254.12.21: icmp: echo request

Fortigate # diagnose sniffer packet wanlarp 1 3
interfaces=[wanl]

filters=[arp]

0.835697 arp who-has 192.168.118.211 tell 192.168.118.1
0.955753 arp who-has 192.168.118.64 tell 192.168.118.1
0.955780 arp who-has 192.168.118.207 tell 192.168.118.1

8.4.4.3.Src,dst 2%}

fREls 1P B H P,

FortiGate # diag sniffer pa any 'src 192.168.118.45 and dst 4.2.2.1" 4
interfaces=[any]

filters=[src 192.168.118.45 and dst 4.2.2.1]

3.053283 SE in 192.168.118.45 -> 4.2.2.1: icmp: echo request
4.055621 SE in 192.168.118.45 -> 4.2.2.1: icmp: echo request
5.057185 SE in 192.168.118.45 -> 4.2.2.1; icmp: echo request
6.059751 SE in 192.168.118.45 -> 4.2.2.1: icmp: echo request

8.4.4.4.host %Y

Fa5E FAL, JUIELHETZ host IP b OB L, W RLRIENE, AT DU HARHE .
Fortigate # diagnose sniffer packet wanl *host 8.8.8.8'1 10

interfaces=[wanl]

filters=[host 8.8.8.8]

5.793921 192.168.118.28 -> 8.8.8.8: icmp: echo request I1H Frthhl

5.833691 8.8.8.8 -> 192.168.118.28: icmp: echo reply I1JE
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8.4.4.5.port %

AR At EL s 1 = H Axm HREAT A

Fortigate # diagnose sniffer packet wanl 'port 80' 1 3

interfaces=[wanl]

filters=[port 80]

5.391804 192.168.118.28.8977 -> 83.145.92.172.80: syn 3438827760

5.392339 83.145.92.172.80 -> 192.168.118.28.8977: syn 4238988927 ack 3438827761
5.392842 192.168.118.28.8977 -> 83.145.92.172.80: ack 4238988928

8.4.4.6.proto %

A L@ PS5 TN, 1:11ICMP, 6:TCP, 17:UDP, 89: OSPF 4.
Fortigate # diagnose sniffer packet wanl 'proto1'1 10
interfaces=[wanl]

filters=[proto 1]

5.193085 192.168.118.28 -> 8.8.8.8: icmp: echo request

5.233840 8.8.8.8 -> 192.168.118.28: icmp: echo reply

6.193968 192.168.118.28 -> 8.8.8.8: icmp: echo request

6.234911 8.8.8.8 -> 192.168.118.28: icmp: echo reply

Fortigate # diagnose sniffer packet wanl 'proto 17'1 10
interfaces=[wanl]

filters=[proto 17]

1.291398 192.168.118.48.1786 -> 255.255.255.255.2654: udp 312
1.307764 192.168.118.48.1787 -> 255.255.255.255.2654: udp 322
2.813556 192.168.118.55.3735 -> 255.255.255.255.2654: udp 312
2.815426 192.168.118.55.3736 -> 255.255.255.255.2654: udp 324

8.4.4.7.and M or 2%

RIBNEERTT and 3 “5” KRR, or A “Bl” MRR. @A 2 ZHAT LUK 2 AL g
RIBAH G D BRI EL g RS -

Fortigate # diagnose sniffer packet wanl 'host 8.8.8.8 and udp and port53° 110
interfaces=[wanl]

filters=[host 8.8.8.8 and udp and port 53]

9.161057 192.168.118.28.25758 -> 8.8.8.8.53: udp 30

9.200929 8.8.8.8.53 -> 192.168.118.28.25758: udp 273

Fortigate # diagnose sniffer packet wanl 'host 8.8.8.8 or udp' 1 6
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interfaces=[wanl]

filters=[host 8.8.8.8 or udp]

0.406682 192.168.118.28 -> 8.8.8.8: icmp: echo request

0.446384 8.8.8.8 -> 192.168.118.28: icmp: echo reply

1.408758 192.168.118.28 -> 8.8.8.8: icmp: echo request

1.447828 192.168.118.48.2345 -> 255.255.255.255.2654: udp 312
1.448329 8.8.8.8 -> 192.168.118.28: icmp: echo reply

1.467194 192.168.118.48.2346 -> 255.255.255.255.2654: udp 324

8.4.4.8. TCP &k Bityg

UlaJP|R]s]F
4 4% & ggsE |R|c|a2]e| V]I G EET 2 &
HFEE G|E|H|T|N]|xN
16 4 # g 16 2 & & du 4
Ties
#iE
TCP & %35

FortiGate # diag sniff packet any 'tcp[13]==2"'4 10

interfaces=[any]

filters=[tcp[13]==2]

0.566163 SE in 192.168.118.44.51011 -> 118.67.120.53.80: syn 1443461665
0.566253 port13 out 59.108.29.180.65483 -> 118.67.120.53.80: syn 1443461665
0.566476 SE in 192.168.118.44.51012 -> 118.67.120.37.80: syn 2381613524
0.566569 port13 out 59.108.29.180.65484 -> 118.67.120.37.80: syn 2381613524

TCP 3k 13 F 1A ==2, R 00000010, £03KH¥I5E— 511750 0 KRR 4L
13 His2 Flag A& P ERI 1T, 127 TEIECEE — A0 SYN R, BrbhiZdn & st 2 I A
syn Ny 1, HAth flag £57 4 0 F % £ .
[{]¥. diagnose sniffer packet any "tcp[13] & 4 !=0"3 10 #K FIN Ky 1 ).,

KA FIN A7 4 1 a4, ACK B A7 1,081 tep[13] & 4 1= 0, BEl@idf SisHA
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T 0L U A FIN v 1, AT =

diagnose sniffer packet any "tcp[13] & 2 1= 0" 410 SYN £y 1 (), HAhfr & 7] LLUAAT

EEMEHEE, (SYN,SYNACK f1),

8.4.4.9. IP ALFBtyE

0 15 16 .
N I‘—‘f‘—%; 1 B 22 e TR . — —
:4;;_.‘\.".- 4fi L_|'-||‘—'.I- 8\-'|'|\i_'3<'m: 16’.“."..'&- o |1;—'_($ i é‘{l\)
A KE (TOS)
16f 4RI 3L
81 A FF I [ - — .
‘ liﬁ-u“ J SATIRIN 1645 T T b 1 205F
32 iFIP AL HE
324 [ 1P Hik
g AR A)
7 T |

16 32l 0x59 A+t 89, 1P L8 9 AT MM T, #hid5 89 I OSPF.

Fortigate # diagnose sniffer packet any "ip[9]==0x59" 1 10
interfaces=[any]

filters=[ip[9]==0x59]

0.601194 192.168.118.28 -> 224.0.0.5:  ip-proto-89 44
11.601206 192.168.118.28 -> 224.0.0.5:  ip-proto-89 44

2 packets received by filter
0 packets dropped by kernel

Fortigate # diagnose sniffer packet any "ip[9]==89" 1 10
interfaces=[any]

filters=[ip[9]==89]

2.601194 192.168.118.28 -> 224.0.0.5: ip-proto-89 44
12.601208 192.168.118.28 -> 224.0.0.5:  ip-proto-89 44
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8.4.4.10. ethernet B :LFET3E

LKL SK I ER 6 71 ITA6 [ 4 NS5 IR MAC Ml 7 BUALE . T a2 9t

AT AR MAC $ihik 25 0x00090fdf %k £

FortiGate # diagnose sniffer packet SE *'(ether[6:4]=0x00090fdf) and (ether[10:2]=0xe8e3)" 3 3
interfaces=[SE]

filters=[(ether[6:4]=0x00090fdf) and (ether[10:2]=0xe8e3)]

0.632650 192.168.118.45.62528 -> 192.168.118.1.22: ack 2277714159

0x0000 0009 Ofcd 9f48 0009 Ofdf e8e3 0800 4500 ... H....... E.
0x0010 0028 2383 4000 706 6acd c0a8 762d c0a8 HO..]..v-..
0x0020 7601 f440 0016 16b9 4e62 87c3 28ef 5010 V..@....Nb..(.P.
0x0030  3fa0 f88f 0000 2

0.633263 192.168.118.45.62528 -> 192.168.118.1.22: ack 2277714383

0x0000 0009 Ofcd 9f48 0009 Ofdf e8e3 0800 4500 ... H........ E.
0x0010 0028 2384 4000 7106 6acc c0a8 762d cOad H@..]..v-..
0x0020 7601 f440 0016 16b9 4e62 87c3 29cf 5010 V..@....Nb..).P.
0x0030  3ecO f88f 0000 >

PEL H k% MAC = 00:09:0f:cd:9f:48 £{EE,

FortiGate # diagnose sniffer packet SE "(ether[0:4]=0x00090fcd) and (ether[4:2]=0x9f48)" 3 3
interfaces=[SE]

filters=[(ether[6:4]=0x00090fdf) and (ether[10:2]=0xe8e3)]

0.632650 192.168.118.45.62528 -> 192.168.118.1.22: ack 2277714159

0x0000 0009 Ofcd 9f48 0009 Ofdf e8e3 0800 4500 ... H........ E.
0x0010 0028 2383 4000 7106 6acd cOa8 762d c0a8 H@..]...v-..
0x0020 7601 f440 0016 16b9 4e62 87c3 28ef 5010 V..@....Nb..(.P.
0x0030  3fa0 f88f 0000 2

8.4.5. FIEHg X

Eoe, iz SRS G, SERm B R L, FEE SecureCRT MC LA
BEAT IEL B A

Fok, ALy 4 ir)<verbose>ZR Ik 6 B, 5 H S BB Wireshark R3] .

=, BUREUKREANEIEERS, SecureCRT LA MIE izEfE TELNET/SSH 43
FortiGate. ArSRAEH EHLE FIRINE, T8 FIRARAC, SRIUKCEHE N # B R 18
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SV, A AR AR AR PP SO AT e e, WL AR T 222 Perl HAARRERE 7 A
Wireshark B, JFAESR BB HOIIARE 7 A 00 B (R AR TR 17

8.4.5.1.SecureCRT HIECE

1EH %2%¢ SecureCRT #ft, JFilid A2 77 28 Fi 3 FortiGate 5%

1. EC# SecureCRT: File > Log Session, IEFFELE SCAAAEIIEE1E, OIS O txt
2. FortiGate FHATHNE A4

FortiGate # diagnose sniffer packet <interface><'filter’>6<count>

Horh 6 AERINEI KB SO SCRF I #6450y Wireshark A% 3L

8.4.5.2. T BH-gn 5 ) I AFEF S

W HATE R fgt2eth.pl F#k:
1t kb.fortinet.com 1] LI % 2| fgt2eth.pl JHIAFLT

N EBIIEA SR T B Wireshark ) text2pacp.exe F2F, BT LAR AR A A R BA
text2pcap.exe {15 . text2pcap.exe FT{E 1% /& Wireshark 2235 H1%. ELInIA L 16 17
my $text2pcapdirwin - = "c:\PROGRA~2\\Wireshark\\";

8.4.5.3. Btk

WA IE 223 Perl f@Bea%, FEEER: http://www.activestate.com/activeperl/downloads 7

DOS i 24T HATH# fgt2eth.pl AP A packet.txt % DLE T4 H 3% c:\Packets
C:\Packets>perl fgt2eth.pl -in packet.txt —out test.pacp

B H S A test.peap w2 A A AL H Ay Wireshark R 5 A% ook . ] Wireshark $7 7T/ B
Al HEATVELR M. ELREHIN perl fgt2eth.pl —help 3K7535 A5 E
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fysk: HHwL

get sys status BE RGNS
get hardware status A E
get system performance status A PERE

get sys arp iFE arp &£

exec clear system arp table 15 arp &

diag debug report A Ji§ debug report
show sys interface BEEOLE
show full-configuration system interface

diagnose hardware deviceinfo nic portl EEBEIRES
get hard nic portl BEEORS
show firewall policy icea P ey
get system session list BESWER

diagnose sys session list

HHERWER, BEITIE

diagnose sys  session filter SR e
diagnose sys session full-stat BEBERSIRE
get system session-info statistics BESWEST
diagnose sys ntp status BE ntp RS

get router info routing-table all A MHHE

get router info kernel HEHERE
diagnose ip router g
diagnose sys top BE I

diagnose sys kill AR

show full-configuration system ha A ha it &

get sys ha status A ha kA&
diagnose sys ha dump % ha {55
diagnose sys ha showcsum o 25 O B A A A [P
diagnose netlink redundant name BEILRERE

diagnose sys ha reset-uptime

FALHA TS, #ET HA )3k

diagnose netlink aggregate name BE B A CR A
exec log display HAEHE

diagnose hardware deviceinfo disk EEEERE
exec disk list AEMR N
exec disk format #% A AT 2

diagnose firewall packet distribution

R B K R o A Bl

exec ping/ traceroute/ssh/telnet PATH 4
exec backup config HEE
exec restore config AT E
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diagnose deb flow ZEHE R
diagnose sniffer packet LA 2
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