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#
sysname ZongGongSi
#

acl number 3000
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rule 5 deny ip source 172.16.10.0 0.0.0.255 destination 172.16.20.0 0.0.0.255
rule 10 permit ip
acl number 3001

rule 5 permit ip source 172.16.10.0 0.0.0.255 destination 172.16.20.0 0.0.0.255

#

ipsec proposal test

#

ike proposal 1

#

ike peer test v2

pre-shared-key simple ccieh3c.taobao.com
remote-address 23.1.1.2

#

ipsec policy test 10 isakmp

security acl 3001

ike-peer test

proposal test

#

interface GigabitEthernet0/0/0

ip address 172.16.10.1 255.255.255.0

#
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interface GigabitEthernet0/0/1

ip address 12.1.1.1 255.255.255.0
ipsec policy test

nat outbound 3000

#

ip route-static 0.0.0.0 0.0.0.0 12.1.1.2

#

PREEE

sysname FenGongSi
#
acl number 3000
rule 5 deny ip source 172.16.20.0 0.0.0.255 destination 172.16.10.0 0.0.0.255
rule 10 permit ip
acl number 3001
rule 5 permit ip source 172.16.20.0 0.0.0.255 destination 172.16.10.0 0.0.0.255
#
ipsec proposal test
#

ike peer test v2
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pre-shared-key simple ccieh3c.taobao.com
remote-address 12.1.1.1

#

ipsec policy test 10 isakmp

security acl 3001

ike-peer test

proposal test

#

interface GigabitEthernet0/0/0

ip address 172.16.20.1 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 23.1.1.2 255.255.255.0
ipsec policy test

nat outbound 3000

#

ip route-static 0.0.0.0 0.0.0.0 23.1.1.1

#
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#

sysname Internet

#

interface GigabitEthernet0/0/0

ip address 12.1.1.2 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 23.1.1.1 255.255.255.0
#

interface LoopBack100

ip address 100.100.100.100 255.255.255.0
#

interface LoopBack200

ip address 200.200.200.200 255.255.255.0

#

M. EiEik

F#.E ping $% EX

PC>ping 172.16.20.20

Ping 172.16.20.20: 32 data bytes, Press Ctrl_C to break

From 172.16.20.20: bytes=32 seq=1 tt|=127 time=47 ms
From 172.16.20.20: bytes=32 seq=2 tt|=127 time=47 ms
From 172.16.20.20: bytes=32 seq=3 tt|=127 time=31 ms
From 172.16.20.20: bytes=32 seq=4 tt|=127 time=16 ms
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From 172.16.20.20: bytes=32 seq=5 ttlI=127 time=31 ms

--- 172.16.20.20 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 16/34/47 ms

PC>ping 100.100.100.100

Ping 100.100.100.100: 32 data bytes, Press Ctrl_C to break

From 100.100.100.100: bytes=32 seq=1 ttI=254 time=31 ms
From 100.100.100.100: bytes=32 seq=2 ttI=254 time=15 ms
From 100.100.100.100: bytes=32 seq=3 ttI=254 time=31 ms
From 100.100.100.100: bytes=32 seq=4 tt|=254 time=47 ms
From 100.100.100.100: bytes=32 seq=5 tt|=254 time=47 ms

--- 100.100.100.100 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 15/34/47 ms

iz El e

<ZongGongSi>dis ike sa v2

Conn-ID Peer VPN Flag(s) Phase
3 231.1.2 0 RD 2
2 23.1.1.2 0 RD 1

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP

<ZongGongSi>dis ipsec sa brief

Number of SAs:2
Src address  Dst address SPI VPN Protocol Algorithm

23.1.1.2 12.1.1.1 2433519709 0 ESP E:DES A:MD5-96
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12.1.1.1 23.1.1.2 2579144653 0 ESP E:DES A:MD5-96
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