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BEITE

R4 H EAE AT DL B R G0 HL B A M FER R Hillstone B4 4 FH R, StoneOS i H & B
NER, ralidEE (Event) HEMGE. &% (Alarm) HEGE. %4 (Security) HEMGE.
& (Configuration) H&EEE. W% (Network) HEFE. Wis (Traffic) HERFEMMIX (Debug)
HAEEE . HEERMRGE“EIONAE, X\, HEAE RS L 1.

*1: BEEREA

%5 RHS | HER BEEX

%% (Emergencies) 0 REGEATHER. LOG_EMERG
iR (Alerts) 1 BT RIAR R PAE B, ik 2 B %345 . | LOG_ALERT
F* 5 (Critical) 2 fo s B, nREfE A LOG_CRIT
f3% (Errors) 3 HiR{E B LOG_ERR

5 (Warnings) 4 WEAF R, LOG_WARNING
7% (Notifications) 5 ARG R, (T E R AL 2 LOG_NOTICE
f5 & (Informational) 6 pHIFSIEEY S LOG_INFO
#ix (Debugging) 7 PRAE R, B E R LS R LOG_DEBUG

AEEEHEN

StoneOS HGE B sy B ), Zo)@fitk:. HEHER. 20T 4.
2000-02-05 01:51:21, WARNING@LOGIN: Admin user "hillstone”™ logged in through

console from localhost.

HEER

AT 4 StoneOS FASHIFTA HAGMEE, I Ha a4 HEE BT gL, #d WA HE
15 B SRR T H A5 D6 e A R AT IR DT 58 o SO H RS A5 R (AN [R] Dh RERE DRadb 47 73
A, FRWIRES HEMEERM™EION, IF A0 A 30— AR iR S R 1D 5.
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AAA

{5 K 1D: 0x47000601

{5 B A. F4E (Event)

(EBSE TR
(ERSYSESE

f5 & (Informational)
o TP LHTIN IR | 20 A B O3 B D3 A4 PR LA | B BR | 65 i 2R | B 6 3 AR e T SR AT
e H: {Add | Remove | Edit} administrator admin-name {entity | privilege |

login type | password} failed due to reason.

G X AL YE LR (ZHGE8) SEREEHR (B GER IR | Sk
|00 R W, I ELFR I 2RI 2 AT

iR T % N/A

{5 & ID: 0x47000602

{5 B Fff: (Event)

—_
olf
gy
\&é\
§

F
iy
>
¥

: {58 (Informational)
:oo WPSCe LHEIN | MBS | R AR A BE Y AR LG B SR | BURR | 8 S R A | I I

e U:: {Add | Remove | Edit} administrator admin-name {entity | privilege |

login type | password} successfully.

EREE S a8 E R R (B AER) S wmEE N (B RGEH) LB xEA
| &)

fiR s 5 N/A

% K& ID: 0x47000603

FERA: iff (Event)

FEA: f5E (nformational)

FENA: e I LI IMER | R AAA IS5 3 IR i S B SR | 220 R T A
e H: {Add | Remove | Edit} aaa-server server-name {entity | parameter}

failed due to reason.

ERE S B IMIMERIAAA RS & RS 7470 BEE i AAA RS54y (IRF a5 50 124
KI, I HARWI RIS A

fifR T 5 N/A

fi B 1D: 0x47000604

fFEEM: HfF (Event)

HRY5: 158 (Informational)



Hillstone
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FEAR: o I LU PIER | 9eiE FAAA IR S5 & 7 552 5 FL AR | 2405 -

e Ji3: {Add | Remove | Edit} aaa-server server-name {entity | parameter}

successfully.

R S AR MERTAAA ks as (REFH5F0 S5 HiE AAA ISy (RFHS57) 1124
[B'eri

A% N/A

{5 & ID: 0x47000605

{5 BEA. Ff (Event)

s

g cii i
= WOk
N =

oF

=59
fif o s 5

: {2 (Informational)

o W3 A BRI

e i: Authentication for user user-name is accepted.
w7 AR NE.

N/A

o mF oF
Gl
v
= O

Al cil il
\&? v
b

oF

o>
%

: 0x47000606
: HM (Event)

: {£ & (Informational)

o I IV EFRNIERE AAA IG5 A% IR 55y E PR 4

e Ji: Authentication for user user-name is denied by aaa-server server-name.

BRE: WP (HFAERD KBk AAA IS8 URF#HE5F) HNE.
fif RIS N/A

f& & 1D: 0x47000607

fFERAE: Fff (Evend)

FEEM: {58 (nformational)

ERNE: o s LRI A0 45 Fs) o

=59
fif o s 5

e Ji: {Add | Remove} user-group user-group-name done.
NARG LG I BRI A T HE R -
N/A

o mF oF
Gl
pv
= O

Al il il
\&? v
b

oF

>
i

: 0x47000608
: HM (Event)
: {£ & (Informational)

oo WRSCe {EEINIIMERI T AL 4 B R T AR A
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e 7i%: {Add | Remove} user-group user-group-name error for reason.
BREE S ARELEMIMBRIH A VP57 W, HIER, I BI85 R .
fRRTT%: N/A

ll

E ID: 0x47000609
B, i (Event)
5

B fEE (nformational)

o o

ok
o
>
2

oo HIC LHEIN B | 9 B3 A L SEAR | A8 A7 22 HRT) o

e 7i%: {Add | Remove | Edit} role {entity | description} role-name done.
FREE S NRGELEIMIMERI M0 FEER) SEEREMT (HEEH RRRE R .
fifRIT % N/A

f& & 1D: 0x4700060a

fFEEM: i (Event)

HRg0: f5E (Informational)

fERVAR: o TS LN IR | 94830 00 644 AR SR | b 3Rk i T A
e 7i: {Add | Remove | Edit} role role-name {entity | description} error for

reason.

FRES S ARGELEMIMERI MO (FEER SEREMO FEEH) MRRE BN IR, Jf

HAR IR IR A

fifR R Jr%: N/A

f& & 1D: 0x4700060b
FEEM: i (Event)
FEY00: {FE (Informational)
FEAR: o I LHTIN BRI A -
e : {Add | Remove} role-mapping-rule role-mapping-rule done.
R A RGUS I IR A LA R LA o
Rk % N/A

f5 & 1D: 0x4700060c

FRFEM: FHf (Event)

G g 5 (nformational)

RN o ST LHIN VIR A 0 WS R AR At 5%t T R AT

e Ji: {Add | Remove} role-mapping-rule role-mapping-rule error for reason.
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fE K5 S ARG | BRI A W ) ) W, 5+ BRS04,

iRt h 7% N/A

& & I1D: 0x4700060d

BRI, FiE (Event)

FR95): {58 (Informational)

R NZ: o HC: LI AMERY MmN & H £ Al

e Ji¥: {Add | Remove} item of role-mapping-rule item done.

R S RGN PR3 e I &6 - (F 4D
fifR s 5 N/A
f& & 1D: 0x4700060e
fFEEM: it (Event)
fHERZ0: 158 (Informational)
ERAR: o I {0 IIER Y A CUB R R 4% H 4% 788 R T A AT
e i : {Add | Remove} item of role-mapping-rule item error for reason.
ERE S ARG MR A O N H (4D I, IR IaETRE .
fif s 5. N/A
f& & 1D: 0x4700060f
fFERM: Fifft (Event)
FEA: {5 (nformational)

HEAR:

o 3G {HNIMERI A CRIE AL AR -

e Ji: {Add | Remove} role-expression expression done.

BRE S ARG MILE MR} ekl (L0
fifRRJIT % N/A

% & 1D: 0x47000610

HERA: Fiff (Event)

HEEE: {58 (nformational)

EEAR: o I LIRS A O RIE AL AR T T LA

=5
fif o Js 5«

e Ji¥: {Add | Remove} role-expression expression error for reason.
NARGLE I BRI (1 3RE 0 (A0 s, JF HIRI e AT,
N/A
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fi B 1D: 0x47000611
FERAL HHF (Event)
HERY5: 158 (Informational)
HEAR: o I WA E PRSI RE B0 52 3 4 AR K o
e Ui ¥ : receive authentication request from application-name module for
administrator admin-name.
HERE S RENN B CZFE#H) WRERE LG CERGEH) FIET K.
R % N/A
f& & 1D: 0x47000612
FEEM: i (Event)
FEY00: {FE (Informational)

(BRSSO

o I [BIRMAE BREYVE B0 B G A AR K, SR
e Ji: authentication response to application-name module for administrator

admin-name, and answer is success.

ZEA Y. REEIEMN TR (L) WES BB (EH# G485 GRS, [BE LR L “Rsh”,
itk 7% N/A

f% & 1D: 0x47000613

fF BRI Fiff: (Event)

SR {5 E (Informational)

HEAR:

o WL IR EFREYGE B B G A ARNIETE K, SR RN, KA.
e Ji¥: authentication response to application-name module for administrator

admin-name, and answer is failed, reason.

HRE X RGN B O &5 WEE L B G S0 WRAIER K, [BI5455 0 “ R,
LI EN T

fRRTT % N/A

f5 & ID: 0x47000614

FREAL Fff (Event)

5 B9 {5 H (Informational)

BERNE: o T3 WAL FBINEI I P 4 R IER K

e Ji: receive authentication request from application-name module for user

user-name.
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TR =3 Hillstone LLAM# & 2L £ M X BEEESE T
BRE L RENNHBY ZE#H) WEIR P CHFD AR K.

fRIRTT S N/JA

f5 & ID: 0x47000615

FERA: Hift (Event)

fFEY5: {58 (Informational)

ERNE: o 3L IS EBRRI 7 & FGIER K, SR B,

e Ji¥: authentication response to application-name module for user user-name,

and answer is success.

HEE X RGEWME NN O AE 87 WEIR P UH7ERD BRAETRR, [RS8« ”.

fRhis: N/A

f5 & 1D: 0x47000616

fFEEM: i (Event)

HRg0: f5E (Informational)

HRAR: o I [BIEME BRI 75 BAETER, G R, LA
e i : authentication response to application-name module for user user-name,

and answer is failed, reason.

RS RGEWE NN O #0 R 77 E#) RIAEESK, [BIEEER “ R,
TR RIS

R % N/A
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450 ik

f& & 1D: 0x460c5401

fF BRAL: 24 (Security)

FRZN: %4 (Warning)

HRWNE: o I HdiBH. EF zone-name:: Z1E#H J\P->HITIP.
e i : attack-type:DROP! zone-name::interface-name source-ip->

destination-ip.

FREO N W& (zone-name) WINEEN (ZLEFH) WNBHRE R (L#HERD Wik, &
&R B AR B AYE 1P Mkl GATIP) FIH ) 1P Mkl C/7471P).

fthis: N/A

f5 B 1D: 0x460c5402
R %4 (Security)
FREY: #4E (Warning)
HEENA: o . W28, %51 zone-name:: AL F Ji1P-> /1P,
e i: attack-type: ALARM! zone-name::interface-name source-ip->
destination-ip.
(RGN WAl (zone-name) WINEEN (ZET4F0 WMBEERR (HHE2) Yok, #

% L I R I BRI 1P HihE (1P FH B IP Hihk CHATIP).
R % N/A

f& & 1D: 0x460c5403
fF BRAL: 24 (Security)
BRI %4 (Warning)
FRANT: o W Wiy, EF! zone-name:: #Z/[1EFH J\P->H171P. KAET NI (FEHT X
A,
e i: attack-type: DROP! zone-name::interface-name source-ip->
destination-ip. Occurred attack-times(N) times in the last seconds(X) seconds.
o R LB (XD, W& TE% A (zone-name) M1 (Z 7570 HRNE|— &
B (N O BIRE R BGE (i B, Yok T Bt IR W BG B HgUE 1P sl (A7 IP)
FHP)IP Btk CHATIP),
Rk % N/A

—_
il
iy
o
<
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fi B 1D: 0x460c5404
HERM. %4 (Security)
5 B gn: %% (Warning)
FRENE: o | WiiEZ: 51 zone-name:: Z/TEFF JP-=>HIIP. RAT NI (£ERT X
(AR
e i X : attack-type: ALARM! zone-name::interface-name source-ip->
destination-ip. Occurred attack-times(N) times in the last seconds(X) seconds.
FEE X AW —BEEN (XD, "&ELZeE (zone-name) N (ZLE8) RS —E
BT E R BGE (A 82 ), B RHVE T IR BG ds 1P il G IP) ATH 1)
IP il CHATIP).
fifR T 5 N/A

fi B 1D: 0x460c5405
HERM. %4 (Security)
5 B gn: %4 (Warning)
FRWNE: o T XFHA HR 7.

e Ji¥: file-name'error-string.
HRE X X (LD W (B R FAD
fif T 5 NIA

]}

fi B 1D: 0x460c5406

HERM. %4 (Security)

5 B gn: %4 (Warning)

BERNE: o I Wi T HIHhE A#71P. KAET NIRRT X A,
e Ui : attack-type:DROP! dstip destination-ip. Occurred attack-times (N times

in the last seconds(X) seconds.

HERE S AL —BININ (X FD, B —E K (N O KfsE RN (268, &%
HEFBCHAIFHR WIS R H 1P sk CHA71P),

fifR s % N/A

f5 B 1D: 0x460c5407
fFRERM: %4 (Security)
RGN i (Warning)

HRAR: o I ZAr 28 S HEMhE 471 AT NIk (FERT X PP,
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1 A%\

il

o

(S E S

e

e i . attack-type: ALARM! dstip destination-ip. Occurred attack-times(N) times
in the last seconds(X) seconds.

FERL LB — B T Y (X M), B RN 30— 2 IR B R B R BGly (i 62 D, Wk R

IR ISR B 1P Mkl CAHATIP).

N/A

& B 1D:
5 B2
15 B
(CEENAESE

0x460c5408

‘%4> (Security)

s (Warning)

o W IGtrEA: FF YEHBEAIP. AT NI (FERT X BRI .

e i : attack-type: DROP! srcip source-ip. Occurred attack-times(N) times in the

last seconds(X) seconds.

o AEREER BRI (XD, B BRI B e L (N DO dis e RS (2820,

# ZFF B AIFRWISGh I 1P Hulit (1P,
N/A

B M BT g
R S
o £ E o

f

]}

B

(S E S

: 0x460c5409
: %4 (Security)
. 4L (Warning)

oo WL HGHIEA: D JEHEAT P, AR T NI CERT X BRI

e Y. attack-type: ALARM! srcip source-ip. Occurred attack-times(N) times in
the last seconds(X) seconds.

FERL LB — BRI (XFD), B il 2 — @ I8 (N O W@ R (diZ6 20,

o R E A IR SO A AU 1P Mkl G IP).

N/A

10
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ARP

{5 K 1D: 0x46345201

FERAL: %4 (Security)

{5 B9 m). ™H (Critical)

(ERSYSEeE

o I ARP MR HLi: it MAC Hilik MAC #0445 X A \P Ml fr e 0 22 L7k 1
e Ji3: ARP spoof attack:alarm! MAC address MAC-address has X IP address on

interface interface-name.

s WAL (LR FHNEIRE—A MAC #itk (MAC #4245 %N 24 (X)) 1P ik, H

Wity ARP Jiki, KV,

fifRJT G KA ML R A ARP R o
f5 & 1D: 0x46345202
fF R 24 (Security)
5400 & (Critical)
RN o T30 ARP B Biti: %45 | MAC Hili: MAC 444/ 1 Rl MAC #4412 45 [RIFE#) 1P Hbhik 1P A
BRI L E R L
e Ji: ARP spoof attack:alarm! MAC address MAC-address1l and MAC-address2
has same IP address IP-address on interface interface-name.
RS WD (ZOEF) LHRUEIHA MAC Mtk (MAC 4/ 1 R MAC Hfl2) %t R —A>
IP sk CIP-address), Wil ARP Bili, A%
IR 5 Ko P 2% rh R TR A7 AE ARP ST o
f5 B 1D: 0x46345203
fE M. 224 (Security)
fa : J%H (Critical

g ci i
S S
N =

oF

—_
allf
G
5y
=<

iR TT 5 1

o 1. ARP MK MLLG: L IP Z4H/MAC 241G KB MAC il MAC #i4f. EF{IP |
ARPYMU, KANZLIE

e Ji¥: ARP spoof attack:alarm! IP-address/MAC-address has spoofing MAC
MAC-address, drop the {IP | ARP} packet from interface interface-name.

: WA R IP/MAC %15 (1P-address/ MAC-address)f7 75 4% MAC Hiti(MAC-address),

JIWr ok ARP HkIm By, kS I HESRBED (ZOE58) 1 IP/ARP U,
o A P9 2% TR A7 ARP SR U B

11
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fi B 1D: 0x46345204
HERM. %4 (Security)
fE R ™ (Critical
fFENZE: o F3: ARP UMMt 2551 IP MAH/MAC HHALEE A ARP b, R EFY {IP |
ARPY}MI, SKEH &L E
e i: ARP spoof attack:alarm! IP-address/ MAC-address is not in the IP/MAC
table, {forward | drop} the {IP | ARP} packet from interface interface-name.
HEF X W& KL IP/MAC £ (IP-address/ MAC-address) A7ERiA ARP £, FIWi % ARP #k
WBit, ek E S, JF HARYENC B R/ EFR B (Z 7470 1) IP/ARP 41,
ffRJr % KA HGSE PR IP/MAC 4 HE &k, WREE, v USRS E & ARP LI,
WERANGE, WA REAFAE ARP SR Bt o

fii B 1D: 0x46345205
HERM. %4 (Security)
5 R0 ™5 (Critical)
HENR: o T3 ARP MWL i IP MA4H/MAC M N ZK A %41 zone-name, L31kK
B 1 722174 71 ARP 41,
e i: ARP spoof attack:alarm! IP-address/ MAC-address should not be from
zone zone-name, drop the packet from interface interface-name.
fE RGN & RDLIP/MAC %1 (IP-address/ MAC-address) ANW.i%kK [ %4218, zone-name, ¥
Wil ARP e, e RVES, JEEFER AN (ZEFD 1 ARP 4.
fifR Iy 5 KA HGGAE SRR 1) IP/MAC 4% HE 5 IR0, RZ IR, TR LR E S ARP 3R
T, W RAGE LR, TREAFAE ARP S 2k .

fii B 1D: 0x43240501
FEKEAL HHF (Event)
fFE ) BY (Notifications)
FEANZ: o P13 {ARP | Static ARP}scH T I, 1P #4) , MAC #ilif, VR Z#f.
e . {ARP | Static ARP} entry is created, IP-address, MAC-address, VR-name.
HES S I —4 ARP B A ARP & HEI R4
fif R TT 5 N/A

olf

{5 K 1D: 0x43240502
G, A (Event)

12
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(EISE TR
(ERSYSESE

W45 (Notifications)
e "13: {ARP | Static ARP}4 H Ok, 1P #i4F, MAC #4f, VR £
e :: {ARP | Static ARP} entry is deleted, IP-address, MAC-address, VR-name.

RS MRS IR —4 ARP 5% #14 ARP 4 H .
itk 7% N/A

{5 K 1D: 0x43245203

FERAL: %4 (Security)

{5 B2 m). ™H (Critical)

(ERSYSESE

o L. IP UM IP HihfahsE. MAC Hulit: MAC #4f, 10 LS.
e WY . |IP address IP-address on MAC-address conflicts with the interface

interface-name.

A WA RBBI (Z114F, MAC-address) [ IP Hilil: (IP-address) 15 M4 k4 1P i
HEFRSR
fRRTT 5 KA ML, HERR 1P Hukkh o,
5 & 1D: 0x43245204
fF R 24 (Security)
FREY: ™ (CriticaD
HENZ: o T3 IP Mk IP-A424/55 NAT Hihlib bk 5. MAC k. MAC-#4f, U5 #2004
o
e JI: IP address IP-address on MAC-address from interface-name conflicts with
NAT pool address.
RS WM (&0 57 BNE S MAC Hili: (MAC-address) AHXT R ) 1P Hihil: (1P-address)
5B NAT Huhibitu ) 1P Hudikph 5%
fifR Ry G Kol NAT MBS E, MERAAAErR R bl sl A g 2 v i) At e 26 ANE T it it
f5 B 1D: 0x43345201
fa M. 224 (Security)

s

g cii i
SN S
o =

oF

=59

[V

: J®F (CriticaD

o RO FLN LT B Zi L AT BE A

e i: Switch loop maybe exist on interface interface-name port port-name.
AHOCHE 1 AT BEAFAEFA K

KA P 4 vh o I AFAE IR K

13
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TR Hillstone LA RMEE 2R E R X HEEESEFH
fi B 1D: 0x43240306
fF RN &% (Alarm)
FREE: #iR (Errors)
FENA: o 3 ARP RN, LRI ARP 4 H 1P J#4L J§ VR: VR Z#.
e Jil: ARP table is full and no ARP entry available for IP-address from VR:
VR-name.
FERAX: RGN ARP £, TEAVE VR VR-name 1 IP #itik (IP-address) 7 ARP T,
fRRJi 5 ME I ENSH 2 . BERHE > LN B 2 ARP LRI B .
f& & 1D: 0x43240507
FEEM: i (Event)
fFEEH: @Y (Notifications)

(BRSSO

,f%‘/%\{;’:l\x:
SV EE

o I W, ARPZH IP A4 MAC JHARIER -

e JiX: ARP entry IP-address MAC-address is deleted for timeout.
ARP %1 (IP-address/MAC-address) #8if, # R4 M ARP & ik,
N/A

f& B 1D:
5 B2
15 B
(CEENAESE

—_
i
iy
o
<

R s %

0x43240508

FF (Event)

7 (Notifications)

o P3G WEITE ARP O, RN ZLEF BB H P Al - W MAC J#41 1 F] MAC
142

e Ji: Gratuitous ARP is received, interface: interface-name update entry

IP-address: from MAC-addressl to MAC-address?2.

2 N B LR E et ARP BL)S, WA ARP kI IP Hilik (IP-address) XJ (1)

MAC Hisi: (A MAC #4411 3| MAC #i4/2).
N/A

14
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W RS

{5 K I1D: 0x46145401

FERAL: %4 (Security)

fFRY: %4 (Warning)

HEAR: o I BERNH]: 30 BMERA MAZER KEOR B IR bR 282 PERCAE =% 5K I
WAL B2, 3. A A-=> R L. A2, A3, H R
4 Whill: PpiX.

e i: drop app: app-type times times in 30 sec.The last drop: type drop-times
interface-name  source-ipl. source-ip2. source-ip3. source-ip4 ->
destination-ipl. destination-ip2. destination-ip3. destination-ip4 prot:protocol.

FEE X Gk RGAE 30 W WM ] /2820 WIREL (A$0, It H S e he i NI f s sk
CHAE L. Sl 2. Ktk 3. Sl 4> Bl CH gtk 1. g2, H gt
3. Highl 4> VUK CEpD .
fitthJis: N/A
f5 & 1D: 0x46145402
fF R 24 (Security)
FREY: #4E (Warning)
HRAR: o 3 PINH]: 30 FMERA A/FFER A E0K . el — R : 82 FERGAEC #1157 05
WAl L. DAL, A3, B A-=> [ H9AE L. H R 2. H ARSI
4 hil: Bk

e i: tag app: app-type times times in 30 sec.The last tag: type drop-times
interface-name  source-ipl. source-ip2. source-ip3. source-ip4 ->
destination-ipl. destination-ip2. destination-ip3. destination-ip4 prot:protocol.

HEE X gl ARG 30 B WIOINH] O /282 IR (A40, I H S m g v H b il

(B E S

CHHAE L. S 2. B 3. Jikdl 4> HEhl C a0k 1. H A 2. HA9# )
3. HgHdl 4> VLI CHD.
N/A

& B 1D:
5 B2
15 B9
(CEENAESE

0x46145403
‘Z4> (Security)
s (Warning)

o I XTEEAR BHRITH.

15
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e Ji: file-name'error-string.
53 X (XFERD W (BRI ED
fifR TG R AR

—_
pw
cI
o

N

ll

S)

: 0x44185501
: %4 (Security)

CF  CIF g
o
e

%
‘tfin

o o

: 1% (Notifications)

oo S IMEEHL IM SEZZRBAWT, R IR JFIP Mid, HI AP FHTIP Mt Y5
K115, WS A5 05, S BpRER, W0 L E R

e HiX: IM control: IM-type is blocked, srcip: source-ip, dstip: destination-ip,

ok
E’HI‘
>
2

src port: source-port, destination-port, protocol: protocol, interface:
interface-name.
RS S X IM N HIREAT L5, OF FLR TR BELIT IM 2 FRIEORT H (sl B0 \P M, I \P A
I VA H B S GBS H A9 50 s IRSERAE CEBRIERY) VLRI I A4 FK
fithise: N/A

f5 & I1D: 0x44385501

fF R 24 (Security)

fEBgy): 4 (Notifications)

EENA: o 30 HTTP il FHWT, J5 1P: JFIP M4l 0. JF\P JhF 1. JF\P 4tk 2. J7\P ot 3,

HI P FA9\P 4210, HAT\P Mkt L. HAGWP 4k 2. HAg\P 443, Pl 5 5
s, WS 9005 Ul BRREEAY, IR KELE B

e i3 : HTTP control: block, srcip: source-ip0. source-ipl. source-ip2. source-ip3,
dstip: destination-ip0. destination-ipl. destination-ip2. destination-ip3, src
port: source-port, dst port: destination-port, protocol: protocol, interface:
interface-name.

o R HTTP N HIREAT B8], JF BARWIBHN HTTP N AU Al H sl CBNP 2, 19
IP A4 JEAH B3 15 B 14, AR5 050 IhERIY (k82 LA SR (£
LIE 7 o

fif s 5 N/A

—_
il
iy
o
<<

: 0x44383603

. Wik (Traffic)

—_
I

Gl
O

all
o
2

: {58 (Informational)
o . Web Vilacss: Y IP: JWIP Ml O. JF\P Hihl 1. J\P Hihf 2. J\P Hitl 3,

s

g cii i
SN S
o =

oF
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HIK P FA9\P 410, HHT\P Mkt L. HAGWP JhhE2. HAg\P 443, Pl 5 I
15, B S A0S I8 R, W AR, P 7 E
oy Wk Mk,

e i: Web surfing record: srcip: source-ip0. source-ipl. source-ip2. source-ip3,
dstip: destination-ip0. destination-ipl. destination-ip2. destination-ip3, src
port: source-port, dst port: destination-port, protocol: protocol, interface:

interface-name, user: user-name, URL: URL.

fERE S X Web s il BEATHES], JF HARW] Web Vs inl i sk VA H B9kl B WP #bdl,  H A9
P 2440 WA H e S (Bt 115, H A9 50 USRI CEpREAD . I (AL
EE0~ P PSR ARMAE CRE .
fithis: N/A
& & 1D: 0x443c5501
HRA. 24 (Security)
R0 i (Notifications)
HENZE: o S WAEIE: U IP: J7I\P MhhFO. JF\P MhhF 1. JF\P HhhF2. J7\P #hihf 3, HI¥IP:
HIINP HHEO. FA9\P HhE L. FHA9\P Hhhf 2. FHA9\P ikt 3, P15 Ky 5,
FUSe 55 HA955 175 O BRREE, WSHE 21157, o EMEFR, Ak
ST ARy S
e i : Content Filter: srcip: source-ip0. source-ipl. source-ip2. source-ip3,
dstip: destination-ip0O. destination-ipl. destination-ip2. destination-ip3, src
port: source-port, dst port: destination-port, protocol: protocol, interface:
interface-name, category category-name, action {block | monitor}.
RS S R Pk U E AR, X ULECSR (CEREFR) (N AT BT sl A%, R4 W ke BEL Wb
SR FA R N A UEORT skl CB WP i, A9 WP A« JSHATH s 15 (i 115, H
95 175 BRI CEpRIERD VLR CEELTE )
fithis: N/A
fi B 1D: 0x46445401
HRA, 24 (Security)
FREY: #4E (Warning)

=
G
>
>

—_
i
iy
o
<

=
S
>
M

:oo WG THUBAAER. B ISP Mkl 47 \P Hidf-- 2811 \P A E) TR A B

e W: HOST-BLACKLIST: warning! Add IP:from-1P-- to-IP into host-blacklist.

o WA R E L WSINAREVE 1P Hukt (&47 VP Hh-- 280 \P A dl) B ENLR A

N/A
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fi B 1D: 0x46445402
HERM. %4 (Security)
5 B gn: %% (Warning)
ERNAE: o I EHURAH. B R DARMER 1P Huhk: &45\P #ihil-- 2811 \P 1 1)
e Ji: HOST-BLACKLIST:warning! Delete IP: from-1P-- to-1P from host-blacklist.
RS e R s NENLRA P RS Vel 1P Mk G&247 \P A tif-- 2811 1P 1) .
fif s 5 NIA

olf

fii B 1D: 0x46445403
HRRM. %4 (Security)
5 B gn: %4 (Warning)
FRNE: o I TEHURAH: B ANERA PR MIER 2 1P bk,
e Ji: HOST-BLACKLIST:warning! Delete all IP from host-blacklist.
HEE X &R ES: NS R HER4A 1P k.
fifR TS NIA

il

o

f5 & 1D: 0x46445404
HERM. %4 (Security)
5 B gn: %4 (Warning)
FENE: o T3 THURAR. B! N MAC Hilik:MAC- 4/ 2| EHLRA R,
e Ji: HOST-BLACKLIST: warning! Add MAC: MAC-address into host-blacklist.
RS WA RIES: IRINIRER MAC Hilil: (MAC M40 3| EHLEA
fif T 5 NIA

il

fii B 1D: 0x46445405
HRERM. 24 (Security)
5 B gn: %4 (Warning)
HERNE: o T30 THUBRAR: L5 WEL MR MAC Hililk: MAC-#44/
e Ji: HOST-BLACKLIST: warning! Delete MAC: MAC-address from
host-blacklist.
fEEE X RS NENLR A B IR E B MAC Mk (MAC #4405
fifRRJIT%: N/A
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fii B 1D: 0x46445406
HERM. %4 (Security)
5 B gn: %% (Warning)
FEAR: o I FHRAH: EHL ABL B HMEREE MAC it
e Ji¥: HOST-BLACKLIST:warning! Delete all MAC from host-blacklist.
REE X RS NENLER A o IR 4 MAC Mk,
fifR s 5 NIA

il
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DDNS

f% K 1D: 0x43306401

{EEEM, W2 (Network)

BRI %4 (Warning)

(EBSYSESE

o I WHKIs. DDNS JIRS5a%: MEawmE 7, Wi B4, 1Pk 1P 1L,

e Ji3:Update successfully from DDNS server server-name domain domain-name

ip ip-address.
G & : M DDNS W5-#y RF#HEH, 5, \P Ml AT H ).
R % N/A
fii L 1D: 0x43306402
{5 A, K% (Network)

s

g cii i
S S
o =

oF

A
J\ZIHF
i
]:[ b
S

: &L (Warning)
o 3. HHRW. DDNS fR55a%: MKA#E5F

e i: Update failed from DDNS server server-name.

& X: M DDNS udsas (MR8 AT BRI

fif o Js 5

R e, Bl 44 A

— — e
of o o
Gl
O

Al cil il
\&? v
o

oF

(EISCRE

itk i

o
=

o>
%

: 0x43306403

M4 (Network)

: 45 (Warning)

o 3. ik DDNS BT 2 il 55 o MR 55 255 FR I

e i : Failed to send DDNS update to server server-name.
et ) DDNS k554 (RFar 550D A& TR RN

o A E PSR ANCE, PRIE DNS f#HT GBS B D) SEH .
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DHCP
= B 1D: 0x43186401
%‘/’E\)\ 1y Mé% (Network)
SR #4 (Warning)
RN o WL AL /A R YR
e Y. There is no address resource on interface interface-name.
G X WANE N DHCP RSS20 (ZEL 570 bt IR, TEr 00 1P,
RS FoORH bR
{5 & 1D: 0x43186602
{EREM,. WL (Network)
58250 f5E (Informational)

(ERSYSESE

o WXL B AL F R {discover | offer | request | ack | nack | release |
information}{..

e i : Interface interface-name received a {discover | offer | request | ack | nack
| release | information} packet.

WAL S A DHCP IR IAR e 0 (£ L EH) B EFE AL DHCP U,

N/A

,f%‘/%\é\}(:
2V L

: 0x43186403

M (Network)

. 4L (Warning)

:oe I FEI &0 AP {discover | offer | request | ack | nack | release |

information} 4 il 2

e Ji¥: Interface interface-name processed a {discover | offer | request | ack |
nack | release | information} packet successfully.

BT E &) DHCP MR&5# M4 1 (04 F6 b #ids e 2881 DHCP 41,

N/A

f& B 1D:
7 BARAL:
15 B
EISNLERS

0x43186604

M2 (Network)

f5 & (Informational)

o . PO L FkiE{discover | offer | request | ack | nack | release |
information} 4 %3,
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e Ji3: Interface interface-name sent a {discover | offer | request | ack | nack |

release | information} packet successfully.

HES X WARCE N DHCP IR 41 (LR MI)RIETREJA DHCP 4,

iR RJIr%: N/A

fi 5 1D: 0x43186405

HER: M4 (Network)

5 B gn: %4 (Warning)

GRNZ: o . B &4 #Kki%{discover | offer | request | ack | nack | release |
information}7, 2.

e u: Interface interface-name failed to send a {discover | offer | request | ack

| nack | release | information} packet.

RS WARE ) DHCP IR (L4870 KikTaedR DHCP kK.

fifRIT % KA ML

f5 & 1D: 0x43186606

fFERAL: M4 (Network)

FEA: {5 (nformational)

HEAR:

o 3. JycHuhl IP-address 3%/ i 1D,
e i: Assign address IP-address to client ID.

fE RGN W& AR msrEe 1P Huhk (1P address).
A% N/A

f% & 1D: 0x43186607

{5 A, K% (Network)

SR {5 E (Informational)

HEAR:

o . MEMA command 1.

e Ji: Configuration command command was executed sucessfully.

fF 5 : DHCP #ir4 (command) Bt & k.
fifRRJIT % N/A

f5 & 1D: 0x43186408

fF R, M4 (Network)

RGN i (Warning)

FEAR: e I TS command K.
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e i : Failed to execute configuration command command.
44T DHCP 74 (command) K.

iR TT % N/A
5 & 1D: 0x43380501
{5 BEA. FfE (Event)

145 (Notifications)

e H13: DHCP snooping: @J## IP/MAC %t , IP-address, MAC-address, #% [
interface-name, il port-name, %] lease.

e Ji: DHCP snooping: create entry, IP-address MAC-address interface-name

port-name lease lease.

EEA Y. FFi DHCP Wisuhfe)a, R0 IP-MAC 454 H, JREad IP #4f. MAC Hh) BT
B B 5 BN S 29 1)

iR 7% N/A

{5 E 1D: 0x43380502

{5 BEA. FfE (Event)

=R
(E¥sYakas

1#% (Notifications)

e 3. DHCP snooping: fl% IP/MAC 45, IP-address, MAC-address, VLAN ID,
it 1 port-name, %) lease.

e i W : DHCP snooping: create entry, IP-address MAC-address VLAN ID

port-name lease lease.

5l X JFF DHCP Wifsshitla, REEIE IP-MAC 45E 4 H, IFBonH IP #4. MAC #i4f. VLAN
ID.\ Zif 15 FRCA S A1 297 s

fif R % N/A

f5 & I1D: 0x43380503

FRFM: FHf (Event)

{5 8 20): B4 (Notifications)

(ERSYSEeE

—_
i
iy
o
<

e J13: DHCP snooping: M IP/MAC 45, IP-address, MAC-address, #% [
interface-name, il port-name.

e i: DHCP snooping: delete entry, IP-address MAC-address interface-name
port-name.

ER 1IP-MAC 985 % H » FHRWIBINERIRE 4 H K 1P Mhdif. MAC Jh1) 72104 FVL K i 114

Vg
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R 5 N/A

& & 1D: 0x43380504

FERA. HiE (Event)

HEZ: W% (Notifications)

HEANE: o H13: DHCP snooping: MEx IP/MAC 482, IP-address, MAC-address, VLAN ID,
i 1 port-name.

e i: DHCP snooping: delete entry, IP-address MAC-address VLAN ID

port-name.

EEH: MER IP-MAC ZRE % H, FHRWIHMIER 4 H K 1P 284E. MAC 4 NLAN 1D LA 5 15 Ff

fRhis: N/A

{5 & ID: 0x43380405
{5 BEA. F4E (Event)

—_
il
iy
\&é\
P

: % (Warning)
. o 13 DHCP snooping: 3 FH, 7 {DHCP ¢4 /% | DHCP iR L3R,
eEE RE AR
e %3 : DHCP snooping: drop the {DHCP-deny-request | DHCP-deny-response}

it
G
>
o

packet from port port-name for rate limit.
fHE5 Y. DHCP Y| Zh g il 2] DHCP A R, ZR 4% 5ok B i 1 Ji L1 4 #1I{DHCP &5k
R \DHCP 443/ 7R X} -
fif s 5 N/A

f5 & 1D: 0x43380406

fFEERM: it (Event)

RGN 4 (Warning)

fFENZE: o H13C: DHCP snooping: At &R fr, %357 {DHCP #7K#R L |DHCP ¢4/ 7k
PRI, i 1 i LT o

e §i: DHCP snooping: drop the {DHCP-deny-request | DHCP-deny-response}

packet from port port-name for validity-check.

e R A 457 175 B {DHCP 4575k 7 X|DHCP 47 Xy R Skt e, RgEEFH

fif T % N/A

—
]}
iy
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f& & 1D: 0x43380307
FESA % (Alarm)
5 B gn:  #5R(Error)
fFEMN%: o H3: DHCP snooping: & Ciili.
e 3. DHCP snooping: table is full.
X: DHCP W53 Cil o
R IT%: N/A

—_
il
CIT
o

S
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& & 1D: 0x431c0504
FEEA: Fi4E (Event)
HREZA: @Y (Notifications)
HRNZE: e Il DNS ZA7R CHER.

e i : DNS cache table has been cleared.
FEE X EHLTERT 24t DNS ZZ/£L 1) DNS i,
fil 7% N/A

f& & 1D: 0x431c0505
FEEM: i (Event)
fFEEG: @Y (Notifications)
fHEAR: o I DNS {74 H 4 H LA HEHARER
e :: DNS cache entry cache-name has been cleared.
HRE: FHAMER T DNS Z74H (KHEHS).
fifR kT % N/A

f& & 1D: 0x431c0506
FEEM: i (Event)
fFEEH: @Y (Notifications)
ERWNE: o |30 fERINZ 75 F LIT)H DNS ALY BE
e i3 : DNS proxy has been enabled on interface-name interface.
FRS N WHAIE T8O (ZOEF) 1) DNS HE 6.
R % N/A

f& & 1D: 0x431c0507
FEEM: i (Event)
fFEEG: @Y (Notifications)
ERWNE: o T30 fERIN 2175 F 1551 DNS ALY BE
e i3 : DNS proxy has been disabled on interface-name interface.
FRS N WHAXH THOD (ZOEF) 1) DNS H )G
R % N/A
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55 1D:
AL
15 B
(ERSYA T

—_
il
Gl
o

SN

pE
R s %

0x431c0508

#H1E (Event)

4 (Notifications)

o H13C: DNS UBHR S5 v i B A R R TIGE H e KB o

e Ji: DNS Proxy server select table entries exceeded max limit.

FENCE DNS AUBLIR 55 4, DNS AURE IR 5545 51 R e I0GE Hi 41 3 vl 40,75 LR I e K PR
N/A

55 1D:
AL
15 B
(ERSYaEE

0x431c0009

#H1E (Event)

14 (Notifications)

o L SIIARERAR S SR L LIN: K domain-name, E IP Ml IP-address, %
IP Mt IP-address.

e Ji: Proxy server select table added with domain domain-name, primary-ip
IP-address, secondary-ip IP-address.

N AR GEEN I DNS ACH AR5 % 1L FE 511 R T, R I H AKX A 74 domain-name, L IP-address

LA 2% IP-address.

N/A

F
Gl
O

o IF O
¢l e ¢
= W
N &=

B X

i s 5

: 0Ox431c000a

: FfF (Event)

: 1% (Notifications)

%:oeo WG MHERARERAR S SRt B AR R IN: 1k domain-name, = IP Hilik IP-address, —%

IP Hulil: IP-address.
e Ji: Proxy server select table deleted with domain domain-name, primary-ip
IP-address, secondary-ip IP-address.
N FE G MR DNS AP 5% as b £ 5 R LT, R HAKN &N domain-name,
IP-address Ll j % IP-address.
N/A

f5 5 1D:
5 R,
EE &L
fH RN

0x431c060b

F (Event)

{58 (Informational)

o 13C: DNS R LHHHT.
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e H Y. DNS entries have been refreshed.
{588 X: DNS FIERRIC 297 T Hr o
R TT % N/A
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DOT1X

f& & 1D: 0x40000601
FEARA: H4E (Evend)
fFRZ: fFE (Informational)
fEEMNA: o |3 MM (mac=user-mac) AiE&T), i 1J2 interface-name.
e o W : User(mac = user-mac) authentication success, on interface
interface-name.
fE RS R .
T % N/A

f5 & 1D: 0x40000602
fFERAE: HfF (Evend
HEYG: 55 (Informational)
HEANZ: o 3. I/ (mac=user-mac) AiEK, i /& interface-name.
e i ¥: User(mac = user-mac) authentication failed, on interface interface-name.
fE RS R
T % N/A

f5 & 1D: 0x40000602

fFERAE: HfF (Evend

HEYG: 55 (Informational)

RN o HIX: [ interface-name profile CLi%”%, IH profile: old-profile-name, ¥ profile:
new-profile-name, i PRZA: FEIAIE.

e Hi: Interface interface-name profile changed, old profile: old-profile-name,
new profile: new-profile-name, port state is unauthorized.

e B4R i) dotlx profile,

fiR R Ji % N/A

—_
il
b
o
<<

f& & 1D: 0x40000603
FEEM: HF (Event)
fFEEA: {5E (nformational)
fEENZE: o 3. il interface-name JEHWIIF, Gl DR ARAE.
e Ji¥: Interface interface-name link down, port state is unauthorized.

5 B S o FOERMOT, I A VGRS A R NIE.

pfl}4

o
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R 5 N/A
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HA

f& 5 1D: 0x46280202

fFEEM: &% (Alarm)

fFE40: ™ (Critical)

HENA: o I AMBK &4 1D GEM LA 1D 21D 1) ARESEAL: WAL AR Bk
e Ji: The local device device-ID in the Virtual Security Device group

group-1D changed state from old-state to new-state.

FREEX: HAAT (AI1D) & (K4 1D) 1) HARS KA, FHFFHRMRH IHIRE . HA RS
54k HA (Standalone) RZ. #i4h (Init) RS, P8 (Hello) JRE&. £ (Master). #%
(Backup) LRI (Failed).,

fifR s 5 N/A

fii B 1D: 0x46280204
FERA. 5 (Alarm)
5. ™ (Critical)
ERNE: o P30 KU HA X B #4 1D EI L 2RE414/ 1D F).
e Ui : The HA peer device device-ID in the Virtual Security Device group
group-1D was discovered.
HES X RERINHA LT (Z1D) 1 HA X% (%4 1D).
R 5 N/A

f& & 1D: 0x46280205
fFEEM: &% (Alarm)
fFE40: ™H (CriticaD
HHENZ: o T3 HA XU @4 1D GERILARAA 41D ) CEEIf.
e oW : The HA peer device device-ID in the Virtual Security Device group
group-1D has left.
HEEX: F—HALT (Z1D) 1 HA X (4 1D) BIT HA Bl & IR E
fifR s 5 N/A

f5 & I1D: 0x46280607

FRERM: HfF (Event)

HRZ: FE (nformational)

BFRNE: o I W& KA ID CEMA HA B ZID.
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e i: Device device-1D has joined HA cluster cluster-ID.
53 WAk (4 1D BINARI HA R (ZF1D) .
fRRTT%: N/A

—_
}'Hk
cili
o

{5 B ID: 0x46280608
{5 BEA. FfE (Event)

—_
il
ey
\&é\
P

: & (Informational)
X o I WA ID ELEIT HA /&2 1D,
e LY. Device device-ID has left HA cluster cluster-ID.
fFREX: % (ZA1D) BITT HAMK (ZID).
ffR 7% N/A

=
Em:x
=
e

& & 1D: 0x4628060a
FEREAL: Hft (Event)
HEYG: fFE (Informational)
FENE: o 3 MR HA SR /71D,
e Ji: The HA link interface interface-1D was removed.
EEE S O HA AR HA BERFE L (471D,
fifR s 5 N/A

& & 1D: 0x4628060b
: HfF (Event)
: {5 (Informational)
oo W BN RAEAA Y ND R RSE: INIHILIEREN LK.
e i: Virtual Security Device group group-ID priority changed from old-priority

o IF O
g
3 WO
=

to new-priority.
HA 4 (Z1D) | HA W ISR g0 B, IR s & A2 (AT fE I Se 4t .
fRRTT S N/A

—_
il
b
o
<<

fi B 1D: 0x4628060c
FERAL HH{F (Event)
HERY5: 158 (Informational)
HERNE: o T30 BIIZAWALZ 1D UL N B,
e Ji: Virtual Security Device group group-I1D changed to preempt mode.

ERE S HA4L (41D i HA B8 AR R A 8 A i

pafl}%
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il % N/A

{5 K I1D: 0x4628060d

{5 B A. FfE (Event)

15 B
(ERSYSESE

,1%4/%\%\3(:
2V L

f5 B (Informational)

o I AL A WA A 1D SUE A R,

e u3: Virtual Security Device group group-I1D changed to non-preempt mode.
HAZ (Z1D) F i) HA a5 BRI B 4 e B

N/A

G B 1D:
5 B2
15 B
(CEENAESE

0x4628060e

FF (Event)

f5 & (Informational)

o I R R D K OBRECE: I IHOBEER) FrO B

e i: The heartbeat in the Virtual Security Device group group-I1D changed from

old-value to new-value.

fE RS HAYL (Z1D) 1) HA & & Dk k2B 2840, FF H A5 WAL BT 5 i OBk e .
A% N/A

f% & 1D: 0x42280501

{5 B8, Fi4E (Event)

=R Y (Notifications)

HEAR:

(=59
fi o Js 5

o I JHARVE R A,

e Ji¥: start configuration out-of-sync checking.
THG A S & B A& R R A

N/A

f5 5 1D:
5 R,
&L
fH RN

(=59
fi o Js 5

0x42280502

H1F (Event)

1% (Notifications)

o I FEFDRA .

e i: configuration out-of-sync checking is finished.
TV 5 A& VAR I IC & 2D R A 58 e

N/A
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fii & 1D: 0x42280503
FERAL A (Event)
fFE ) B (Notifications)
FRNE: o FI: JHRMHATRCERID .
e I : start configuration sync.
S JTURBEAT B 5 & e L R EC A A 2 .
fifR s 5 N/A

—_
il
CII
o

N

fi B 1D: 0x42280504
FEKEAL A (Event)
fFE ) B (Notifications)
FRNE: o H3: BE M.
e Ji: configuration sync is finished.
EEE X B S A B R HRC ] 2D 58 B
fif T 5 N/A

il

o

fii & 1D: 0x42280305
R 5 (Alarm)
FEE: &% (Errors)
FRWNE: o T3 EEFDRM, IR EA, W6
e JE3: configuration sync failed due to reason, please operation.
RS BB SR B Z I ARC B 2D RN I ELAR BRI it AT AR A2 R BB ER) A R 5 25
R IT % ZHEERNE.

il

fi & 1D: 0x42280506
FEREAL A (Event)
fF R B (Notifications)
FRNE: o H3: BEFDKI.
e Ji: configuration sync succeeded.
e B &0 e L 1A AR E A % .
fifR T 5 NIA

—_
il
CIT
o

N
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#0O

f& & 1D: 0x441c0201
FEEM: &% (Alarm)
fFE40: ™H (Critical)
HEAR: o I OB NAL D BCRIMCT 17 2
e i: Interface module memory allocation failed when allocate-position.
R S it (72D WAF ML RN
fifR T % N/A

f& & 1D: 0x441c0203
FEEM. &% (Alarm)
5 E40: ™ (Critical
ERWNE: o T30 ZIEFRE =, AL T A &
e i: The pointer-name pointer is NULL at the location of dataplane position.
BRE S A TEERFI (BLED W3R (LR HTaE 7.
fif T % N/A

f& & 1D: 0x441c0205
FEEM: & (Alarm)
5 E40: ™ (Critical
ERNE: o |30 HdiViinfs B2 K.
e . Data plane message message failed.
5 RS S MBI IE R (FED RN
fif T % N/A

f& & 1D: 0x441c0206
FEEM: &% (Alarm)
5 E40: ™ (Critical
HREAR: o I Hl-Vilns O &0 LR RKIM. (L8 7E.
e i : Data plane interface interface-name driver failed at position.
BERS S BdE-ri (72D I H KSR
fifRJIT%: N/A
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fi B 1D: 0x43040201
R 5 (Alarm)
5. ™= (Critical)
ERWNE: o T3 MECEL N ZLEH: ar-dnf, Bl i i db R ) E 45 R
e J¥: IPC message to dplane failed when configuring interface interface-name
command.
fFRE X B a4 (command) FCEE (ZL7EFD W, B - ) kR ) £ R0
fifRRJIr%: N/A

f& & 1D: 0x43040202
FEARM: &% (Alarm)
58400 : ™ (CriticaD
BERENA: o W3 MECEENLZIEF: command I, HHBHGEE M.
e Ui: IPC message to routed failed when configuring interface interface-name
command.
FERE L B4 (command) FCEHN (ZLEF) I, B BEHGEE K.
fifR s . N/A

f& & 1D: 0x43040203
fEERA: &% (Alarm)
FEN: M HE (Critical)
HEAR: o I LOBRAAFRK, (LE: AZE
e Jil: interface module memory allocation failed when position.
BRGSO (M7 7N AR R
fif s 5. N/A

fi & 1D: 0x43040604
fFRRM: F:fF (Event)
FEA: f5E (Informational)
HENE: o P FEML 7).
e J: configuration command command was executed successfully.
HEE X RGEIPITECE A4 (command).
fil R JT % N/A
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f& & 1D: 0x43040305
i BRA: &% (Alarm)
fF 0. #5¢ (Errors)
FEENA: o H3I: WEML -SRI
e Ji¥: Failed to execute configuration command command.
FEEGX: w4 (command) FtHE KK,
R IT%: N/A

]}

fi B 1D: 0x43040306
R 5 (Alarm)
EEE: &% (Errors)
ERENA: o W0 [/ LN/ R 1 7261025 B R IR kg 2 AT
e Ji: interface interface-name {add | leave} from interface failed because of
reason.
RS S R IE 1 (L5 B R N CEELT4 70 IR VRIS IF BRI R A
RS N/A

f& & 1D: 0x43040407

FEEM: i (Event)

fFRZ: & (Critical) /%45 (Warnings)

HRAR: o W3 FH 2T EBIRE N K.
e JI: interface interface-name turn to status.

fE S TR PR R AR o 3 PR 22l S M) PRGOS TE . W BLERWTIT . histaT Al Bl
ARTH BB E . EROCH] . BERRIEE DL AR WO A5 . R A AR LU B N, X
RGO N R, R A AR O R LI, A BRSO B

ftohJis: N/A

& & 1D: 0x43040208
fFREEM. 5% (Alarm)
f5 4. = (Critical)
BERNE: o T3 kernel #1175 BT H1FRIR )y S AT
e Jil: kernel interface interface-name performing operation failed because of
reason.
HEE X kernel #10 (ZZLTEF) PATEAE (E RV, IFRIIRIIE .
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fRRIT % N/A
& & 1D: 0x43040609
FEKEA: FiE (Event)
FEZ: 55 (nformational)
EEARK: o I BEMS S,
e HiY: configuration command command.
BRSX: WREMSmS.
R JT % N/A
f5 & 1D: 0x4304060a
FERA: Fiff (Event)
FRZ: {5 (Informational)

(ERSYSESE

o W RIVEIRE ST AR, LB (E
e 3 : detected NULL NULL-pointer-name pointer at the location of position.

FEREX: EREME (B KIZHE CBIRE270).
e % N/A

{5 K 1D: 0x4304060b

{5 B A. F4E (Event)

5825 155 (Informational)

(ERSYSESE

o . NETD BlE M4 w2

e Ji: NETD configuration command command.

FEEX: NWRGREMS ().
RIS N/A
% & 1D: 0x4304020c
FERA. i (Alarm)
R M™HE (Critical)
FEAR: e W MECELNZLILFE i, VPN LR HERR RIS I
e HIiY: IPC message to vpn failed when configure interface interface-name
command.
RGN BN (ZOL£F) BEm4 (command) i, VPN ARER kR ] 15 K06
fifR s % N/A
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{5 K 1D: 0x4304020d

HRERM, A (Alarm)

{5 B2 m). & (Critical)

ERENE: o har. WEBIHE L 5% i MBS 208 .

e 73 : Set hardware interface interface-name command command parameter

parameter failed

FRE S D (BOLF) IEmA (command) 2% (parameter) I 2.
itk 7% N/A

{5 B 1D: 0x4304020e

fe R M, 5% (Alarm)

{5 B ). ™ (Critical)

(ERSYSESE

o POC: SRAHRELTER O AL B % ar SR

e Ji: Get hardware interface interface-name command command failed.

FEE X PITEO (ZOEH) K4 (command) K.
it 7% N/A

f% & 1D: 0x4304040f

{5 B A. F4E (Event)

5B %% (Warnings)

(ERSYSEeE

o P BN LG FERERA DRI RIE S

e Ji: interface interface-name track become {successful | failed}.

HREE X PRER D (BOEFD WERECIRES R AR g DR, A el SR 1 i
WiF, DA R

fifR s 5. N/A

f& & 1D: 0x43040510

fF RN Fifft (Event)

FHEY: W (Notifications)

HEAR:

=59
i Js 5

o ST FEI AT E R TRIRAR LA KRG

e i : interface interface-name schedule become {valid | invalid}.
Bl (LD KN TR KA, RS Re &R KA.

N/A
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fi & 1D: 0x43040311
FERAL A (Event)
FEE: &% (Errors)
HRWNZ: o 3. 2£31 IP Hulik IP address 54 IP HihkE 5.
e Ui: the learning ip address IP address is overlapped with local ip address.
S AR P bk (IP address) A IP Mk AR e
RIS KA MLt, HEBR 1P Hulibph 5

—_
IIHP
iy
o

fi B 1D: 0x43040212
R 5 (Alarm)
5 R4 ™= (Critical)
ERWNE: o T3 MECELZLEH S, AW BHUEF R
e Ji3: IPC message to DNSD failed when configure interface interface-name
command.
BRI M0 (ZO5#) PITH4 (command) I, 34 fETTHGIE F R .
RS N/A

f& & 1D: 0x43040213
FEEM: &% (Alarm)
5400 : ™ (CriticaD
HEAR: o I UEROZILER ar-$ht, shARTHUNE I ECEE KK
e Ui: IPC message to DHCPD failed when configure interface interface-name
command.
BERE X M40 (ZOEF) PdTam4 (command) B, A AL E PrSGE A I
fif s 5. N/A

f5 & 1D: 0x43040214

fEERA: &% (Alarm)

G HE (Critical)

HRAR: o 3L MBI ZLIEF arSit, PPPOE FLHR IR M@ A {5 BRI

e Ji: IPC message to PPPoED failed when configure interface interface-name
command.

MP (ZOEFR) ATi4 (command) i, PPPOE ARk k2 )il (5 15 E R

fthise: N/A

—_
i
iy
o
<
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{5 K 1D: 0x43040215

HRERM, A (Alarm)

{5 B2 m). & (Critical)

fEEHNE: o HI:

—_
il
CII
o

SO

e
R s %

e Ji: interface interface-name turn to stage.
WO (ZOEH WRE RN, IR EIRE.
N/A

55 1D:
AL
15 B
(ERSYaEE

,f%‘/%\{;’:l\x:
2V L

0x43040416

F1f (Event)

L (Warnings)

o I B ZELEFE L P HUHLIK RN AR 1P Hhk A ]

e J3: interface interface-name's manage ip address should same subnet as ip
address.

B (ZLE#F) TR IP Hhhk 7 RN iZ 5 A 1P Mtk 1 R AR ] .

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,1%4/%\%\3(:
SV EE

0x43040417

FH1F (Event)

s (Warnings)

o WIC: HD £ E AR NP Hukik A B 1P ik AH [

e Ji: interface interface-name 's ip address is the same as manage ip address.
Bell (L8 1P bk 55 H 1P Mk AR .

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\{;’:l\x:
SV L

0x43040618

FF (Event)

f5 K. (Informational)

o HIL: STPRELN w2

e LY. stp status turn to command.
RGN STP RE R AL, A5 RPRE N 74
N/A
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fii B 1D: 0x43040619
FERAL A (Event)
HERg5: 15E (Informational)
HFEAR: o T3 hash MRFEGINEHA fdb LRI
e HiY: adding static fdb entry failed due to the hardware multi hash collision.
S mT R A PO, ISR A R R IR .
fifR s 5 N/A

—_
IIHP
iy
o

fi B 1D: 0x4304021a
R 5 (Alarm)
5 R4 ™= (Critical)
HRAR: o I HECEENZLLF: it multicast BIHUEAE K.
e Ji: IPC message to mrouted failed when configuring interface interface-name'
command.
HREG: ME0 (ZOEF) PITm4 (command) I, 2R R R 15 2RI
RS N/A

f& & 1D: 0x4304041b
FEEM: i (Event)
FRZN: %4 (Warning)
HENA: o I U ZEFEE P Hikk I VS 1P Mk B 2 1P kAR .
e i : interface interface-name's ip address is the same as its vsi interface ip or
manage ip address.
RS X 0 (ZLEF) K IP St VST 3 D hE sl 4 21 1P HuhkA ).
fifR s % N/A
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VFATE

fi & 1D: 0x42180401

FEEM: i (Event)

{5 K. 45 (Warnings)

HERWNE: o T3 WMEVAUEFAUELR, HEE5R.
e 3 : check license license-name, result.

EEE X WAL, JFHB R EE R, REMNECEVFIHERSIENE. A, 2ol xf
- 5 17 G LS AT 3] PR 4545

fif s 5 N/A

f& & 1D: 0x42180302

fEERA: &% (Alarm)

FEN: #ER (Errors)

HEAR: o I BAERIPFEVFTIE, AL,

#:3: No platform license found, configuration not permitted.
EREE S B AN AT DO B i T 0 B DS A 508 B AT FRBAH N IR~ & VP Rk
RIS T HIE B VFATE.

f& & 1D: 0x42180303
fEERA: &% (Alarm)
FEN: #ER (Errors)
HEAR: o I FERMVFIE, i,

e J:3: Trial platform license expired, configuration not permitted.
R e w2 - G Ve Y], 75 2 ARG IR P S VF AT UE 5 5 TR B A A TR
R 5 I IR B VFRTHE.

fi & 1D: 0x42180304
fEERA: &% (Alarm)
FEG: AR (Errors)
FENAE: o 3 PFHWMFIE, £ X Kaidll.

e 3: Trial platform license expires in X days.
ERE S ZUPUEA R HVFRTE, JF HAESE X KRG .
fifgR Ty G W IESCF G VFRTHE,
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f5 & 1D: 0x42180605

HEEM: HE (Event)

FEEH: {5E (nformational)

FRENA: o 3. it CLI ZHEVFrlik,
J2: install license from CLI.
B X BEGGEL CLI A B 23 VF AT
R IT%: N/A

—_
il
CII
o

f5 B 1D: 0x42180606

FEEM: HE (Event)

FEEH: {5E (nformational)

HEENE: o H3C: il USB LVFmil.

JL: install license from USB.
RS X EH NN USB #: 1  B & 205 VPl ik,
R JT % N/A

il

o

fi B 1D: 0x42180307
R 5 (Alarm)
FEE: &% (Errors)
FERENA: o P VFANIEZHA LA
e Ji: license signature is invalid.
RS X VFRERE A R
ffRTT 5 BAITAE VR AT IR A A

il

o

fii & 1D: 0x42180608
FEREAL A (Event)
HERg5: 15E (Informational)
FERENA: o P VFAIIEZHA Y.
e Ji: license signature succeeded.
RS X WFHES S AR
fifR T 5 NIA

= & 1D: 0x42180409
fi B/, HE (Event)
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(EISE TR
(ERSYSEeE

5 (Warnings)
o WP ZALVFRIUERT) .

e Ji: license installation succeeded.

5 A5 e W& I 2 VT E
it . N/A

{5 K 1D: 0x4218030a

{5 B A, &4 (Alarm)
158900 5% (Errors)

5 A

o RO WERVFAIUERT), VFREEICRAFRRA N AERL.

e Ui : license installation succeeded, but the license is invalid for this software

version.
G BE X BRI Z3E VT UE,  (ER 2V nl IR AE 2 B0 A AR AN AR
fif T % Ad S RRZ A AT R A RROA
f% & 1D: 0x4218040b
{5 B8, Fi4E (Event)
FEGON: S (Warnings)

HEAR:

o WL EIEVFATUE 7F Al A .

e i : uninstalling license license-name succeeded.

{5 B e WA D NV AT 2F 7 1
A% N/A

f% & 1D: 0x4218030c

{5 B2/, B (Alarm)

SR 5% (Errors)

HEAR:

o WL EEVFATUE 7F Al BRI

¢ uninstalling license license-name failed.

5 X NN T UE 77 AT 44 B
A% N/A

f% & 1D: 0x4218030d

{5 82K/, FH{E (Event)

SR 5% (Errors)

HEAR:

o P3G WFRNIEZRI, PR S 15 EALE.
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¢ license installation failed due to the platform type error.
53 BT A R BV S S0 AT 2 3 R
PRI %E: N/A

—_
iy
ciii
o

N

: 0x4218030a
FF (Event)
Hi% (Errors)
:oo WO REVFRIE RN
e Ji: license installation failed.
LRV IR RN
PRI 5E: N/A

oF o
B o
by S
B o

=
\H JElHP
ugciiy
= W
o &

—_
i
G
o
<<
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NAT

{5 K 1D: 0x46080201

{5 B A. FfE (Event)

(EISE TR
(ERSYSEeE

,f%‘/%\é\xi
iR 7 %

5 (Warnings)

o 3L SNAT KN ID ID BREHFEIS (HT 45D

e Ji3: SNAT rule ID ID resource exhausted (proto=IP-protocol-number).
SNAT LU ID (ID) BHEHER, FHRI SNAT MIthills (XD,

PRk SNAT 51 bl ya B, sl st bk A 2 3% B

f& B 1D:
5 B2
15 B
(CEENAESE

0x46083602

yE (Traffic)

f5i & (Informational)

o WIC: SNAT: [AGHHAE, J745 H T4 45805 115 JR45 H 9% 175, {TCP | UDP},
vr VR E#, KW, BN H AT, F a1, 1D 1D,

e i : SNAT: src ip original-source-IP, dst ip original-destination-IP, src port
original-source-port, dst port original-destination-port, protocol id {TCP |
UDP}, vr VR-name, type type, trans ip translated-source-IP, trans port

translated-source-port, rule id ID.

FE X SNAT JUNID (1D X Edl b AT e, 4R WIS L e 2l (i {TCP | UDP}HsihRk 3L i)
PEHLhE . RS, HHEE. HN S VR SRR, DL R R
Ui 15

fRIRTT S N/A

f5 5 1D: 0x46083603

fFRIFM: WE (Traffic)

=
Jgttf Jguk
= %
oy =

—_
i
iy
o
<

: {5& (Informational)
X o W DNAT: JRAGIHG)E JR4E H TR, JE 48 0700 115 Ji 4G H 195 15 {TCP | UDP},

vr VR F#, &Y, WMV #2807 H 9t 4 7 H 9% 7, 31D 1D,

e Ji3: DNAT: src ip original-source-IP, dst ip original-destination-IP, src port
original-source-port, dst port original-destination-port, protocol id {TCP |
UDP}, vr VR-name, type type, trans ip translated-destination-IP, trans port
translated-destination-port, rule id ID.

DNAT B 1D (D) X Hids WHEATHe 4, 4 W U e (1 2l B K {TCP | UDP} i 44 5L

kbl YEm S HAHbE. BRI IS VR ARRCLAKEAY, DA A 5 1 H Al
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H o 5

itk 7% N/A

{5 H 1D: 0x46080404

{5 BEA. Ff (Event)

R
(E¥sYakas

f

]}

(S E S

iSSP

5 (Warnings)

o P3C: DNAT fiR554s TCP: MR55a% \P Ml k% 750105 VR £F hatdl: 411D [PIRZs
IR R R R

e 3§13 : DNAT server TCP: server-ip: server-port in VR-name ha group: group-ID
status changed, old status: status, new status: status.

fE VR ZF, J&T HA 41 1D 1) DNAT iRg5as (s \P il (¥ TCP (R4 175

WS ITRSZ R R

N/A

f& B 1D:
5 B2
15 B
(CEENAESE

_
i
iy
o
<

R s

0x46080405

FF (Event)

s (Warnings)

o 3: DNAT RE54% ICMP: JRZ75 \P 4l VR Z7 ha 2l: 471D KPR HAEAL K
e i : DNAT server ICMP: server-ip in VR-name ha group: group-ID status

changed, old status: status, new status: status.

: £ VR Z#, BT HA 4L ID ) DNAT JIk55s#s RZ# P Mt 1] ICMP ARZES M IHAKER

N/A
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NTP

f& & 1D: 0x43200305
FEARA: 5% (Alarm)
FRS: #ivk (Errors)
FEAR: o I RS &
e JI: no servers can be used, exiting.
R S RGEHAB AT A NTP k55 .
AP % K NTP RS2 2] .

f& 5 1D: 0x43200308

FEARM: &% (Alarm)

5 B Zon: #50% (Errors)

HEAR: o I NTP WUV B IR SCERL TR AR LA
e JE3: NTP socket error: reason.

R S NTP Bl by R SCHEINER D8, JF 4 W I R e St P

R TT S KA NTP IS5 s (1) I 28 RS A7 1R

f& & 1D: 0x4320030a
FEEM: &% (Alarm)
5 B Zon: #50% (Errors)
HREAR: o I BAKIGER NTP RS54 H T FP AR
e Ui: no NTP server suitable for synchronization found.
FREE X REBAKBNEGER NTP kg5 H T R AR
RIS R AR ) NTP iRkSS a2l H .

f& & 1D: 0x4320050b
FEEM: i (Event)
5 EZ: 1% (Notifications)
FRANZE: o W3 NTP ARS8 LA bW X 7.
e HiY . step NTP server source address offset X sec
FEE X NTP WSS CGEAAD W TR T X 72,
R % N/A
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fi & 1D: 0x4320030d
fF R &% (Alarm)
FRE: &t (Errors)
BERNE: o T3 TIEKRBI TN LA EZH.
e H3: can't find host host-name.
BRI RELERBI LN LA L.
R R AT ECE 1 NTP 45 8% EHLAFRE 5 5

il

fi B 1D: 0x43200315
R 5 (Alarm)
EEE: &% (Errors)
HRNZ: o I NTP KI%AHHRSURIK.
e I : NTP cannot find family compatible socket to send ntp packet.
fHES X NTP AL A WHR SR
fRTT % KA NTP RS o W 2 %t 75 n] ik

il

f& & 1D: 0x43200319
fF R &% (Alarm)
fF 0. #5¢ (Errors)
FRNE: o I TWHRGINMIE . A A,
e JLY: step-systime: reason.
FRES S R RGN RN R AR, JF BIRWIRR R K.
RTS8 AT NTP S KT HE I () C B 5 A

il
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PKI

{5 K I1D: 0x47080307

{5 B A, &% (Alarm)

(EBSE TR
(ERSYSEeE

% (Errors)
o 0 LA |PKI GRS & 00 £ FPKI (5 P54 71} 53 Be A AR 1%
e Ui : error allocating memory for {key pair | PKI trust domain} {key-pair

—name | trust-domain-name}.

MR RENLEYI CEHXER) |PKIUGTE (PRI /545D 350 NAEI IR
R N/A

{5 K. 1D: 0x47080301

{5 B2/, B (Alarm)

s

g ci i
= WOk
N =

oF

&% (Errors)
o L {AERGINER YN B0 L BRI T L7 A

e i : {Generate | Delete} key pair key-pair-name failed due to reason.

i B S R NBR YT (0 E 80 RN FF HFR 2RI R
AT % N/A

{5 & ID: 0x47080602

{5 82K/, FH{E (Event)

s

g ci i
S S
N =

oF

(=59

: {5 (Informational)

o 0 LIERUMNERY S PIN Z 80 B o
e Ji: {Generate | Delete} key pair key-pair-name successfully.

JRINLE R BRI 2 I (BN E ) o

% N/A

z
S
N
o

o mF oF
Gl
by
= O

Al cil g il
\&? v
e

oF

—_
i
iy
o
<

o>
%

: 0x47080303

: 5 (Alarm)

K% (Errors)
o PG (SAEMRBCE: LRIMINMERY 77 504 BRI+ S A
e Ji¥: trust-domain configure: {add | delete} trust-domain-name failed due to

reason.

e RGELRIMIMERIPKI GRS (AR5 RIK
fiff R s 5«

N/7A
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fii B 1D: 0x47080604
fF R FfF (Event)
HERg5: 15E (Informational)
ERWNE: o T3 [EIEMECE: {RINIMER B S 1717607 FF
e J¥: trust-domain configure: {add | delete | edit} trust-domain-name.
RS ARGLRMPMER MBS PKIAS IR (747D
fifR s 5 N/A
fi B 1D: 0x47080305
R 5 (Alarm)
EEE: &% (Errors)
ERENA: o W FALE/FEE MR R B0 PKI J &L AT R T SR A
e I : trust-domain trust-domain-name configure error: edit PKI-option value
fail due to reason.
BERE X o PRUGAE (LR 1BEGED (PKI AZ 5D A6 (AL M CRFEIK R LI
ARG SR IED ,  IFE H RIS A
fift s N/A
f5 & 1D: 0x47080606
fF RN Fifft (Event)

s

g cii i
= WOk
o =

oF

—_
i
iy
o
<

: {5 (Informational)

o W (EAREUF /P E AN E SN 1B PKI BT BT A
e Ji: trust-domain trust-domain-name configure complete: edit PKI-option

value.

;o SERCH PRI GRS (F/FHE4 7D AESGET (PKI A &S00 {6 CHEDED HHlE (RIERE

EIT R SRR ELAN SE SO IR o

fifR s 5 N/A
fi B 1D: 0x47080207
fF R &% (Alarm)
5. ™= (Critical)
HFRWNE: o T3 (SR AEFH CAUET B R
e I : trust-domain trust-domain-name CA certificate not valid yet.
5 RE S PRKIGAESE (577857 ) CAET CRA
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il % N/A

{5 K. 1D: 0x47080208

{5 B A, &4 (Alarm)

{5 8.205]: ™ (Critical)

(ERSYSESE

o S AR S FR CAET CLRAL

e JI: trust-domain trust-domain-name CA certificate has expired.

fF A& X PKIGEEE (FAE5F) K CAUET B,
ity %

{5 K. I1D: 0x47080209

{5 BA, &% (Alarm)

{5 8.285]: ™ (Critical)

(ERSYSESE

o P SRR FEE A C R

e JiI: trust-domain trust-domain-name certificate not valid yet.

B & X PKIGATIR, (LR BUET R
il . N/A

{5 K 1D: 0x4708020a

{5 B A, &% (Alarm)

{5 8.285]: ™ (Critical)

(ERSYSEeE

,f%‘/%\{;’:l\x:
2V EE

o W AEAEEE/EEE FE T E R

e I : trust-domain trust-domain-name certificate has expired.
PKI SRS (/R4 7D L 2.

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\{;’:l\x:
SV EE

0x4708040b

F1: (Event)

5 (Warnings)

o W (EAEEE/EEE R CAE A RUN 2 /14,

e JI: trust-domain trust-domain-name CA certificate will expire at date.
PKIGAEI (F/FECE#D 1 CAET AT BUY2 4.

N/A
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fi B 1D: 0x4708040c
FERAL A (Event)
FREE: L (Warnings)
ERWE: o T3 (EEMEALE A BINE H A
e JE3: trust-domain trust-domain-name certificate will expire at date.
5 RE S PRKIGAESE (F/FE5 ) WIET A RO /4,
fifR TS N/A

allf
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SR

fﬁ‘,@\ ID:

1%‘/%‘3%?2:
5 B G:
(ERSYAEST

0x44243601

i (Traffic)

fi & (Informational)

g ¥ : srcip source-ip, srcport source-port, dstip destination-ip, dstport
destination-port, protocol protocol, interface interface-name, policyid policy-id,

action: policy deny.

{5 B S SRS D) FE4nds e 28R B,
iR 7% N/A

= E 1D: 0x44243602

SR, HiE (Traffic)

=R

f5 & (Informational)
g 3 : srcip source-ip, srcport source-port, dstip destination-ip, dstport
destination-port, protocol protocol, interface interface-name, policyid policy-id,

policy session start.

Hela A 5 5ms N G 1D) AL, RGBSR aih.

iR TT % N/A
5 K 1D: 0x44243603
{5 B2RA, Wi (Traffic)

f5 B (Informational)
Je 3 : srcip source-ip, srcport source-port, dstip destination-ip, dstport
destination-port, protocol protocol, interface interface-name, policyid policy-id,

policy session end.

fE A X S5m0 G ID) FHUCHED A HE (L A £ 1E 45 .
R % N/A

{5 E 1D: 0x44243604

SRR, HE (Traffic)

,f%‘/%\é&%u H
fH AR

f5 K. (Informational)
gi W : srcip source-ip, srcport source-port, dstip destination-ip, dstport

destination-port, protocol protocol, interface interface-name, policyid policy-id,
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action: policy default ({deny | permit}).

HOEE N FRANEN S BB AR VT SR RS R
fiERTTE: N/A

% B ID: 0x04095c05

{5 2R, HiE (Traffic)

ERE25]: /58 (Informational)

_\
(]

BT
=
B

i
iy
oy
"<

e

e 3 : packet srcip source-ip dstip destination-ip srcport source-port srcport
destination-port  protocolid protocol-id type type policyid policy-id actionid
action-id to self permit.

WA VIR 2 20 Mk 205 0 115 2k i sy 7575 H Bk 5 ()3 154 A #9440

H 7955 751 sl .
R T % N/A
{5 K 1D: 0x04095c06

_\
al

CI
b3
2

NN
of T
g cin;
= =
oy

-
ollf
il
o
<<

fiff o s 5«

e (Traffic)

il (Informational)

i : packet srcip source-ip dstip destination-ip srcport source-port srcport
destination-port  protocolid protocol-id type type policyid policy-id actionid
action-id to self permit icmp.

WAk SOV Ny 628, A5 2 7€ LU RO H (R ik Dy I S R0 H 95 ) 1CMP 3
N/A
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& & 1D: 0x43280201
R A (Alarm)
HE O ™ (Critical)
HENZE: e WL $TJT socket 4i%: socket JHATRIN
e HIY: Open socket error: socket reason failed.
FEE X 4T7F socket #iix, I HIRHA R .
T % N/A

f& & 1D: 0x43280302
fF BRAL: 5% (Alarm)
G B Zn: #v% (Errors)
A% o 3. PPPOE LB R R: A E AR
e i : PPPOE configuration error: config-item failed.
5% . PPPOE SEHIZHNL B R, I B RIS 4
it J7%: kud PPPOE fLE, Jf HAB DU Rl & .

f& & 1D: 0x43280203

fFERA: 5% (Alarm)

fFE400: ™= (Critical)

HEMNZ: o 3 4TI PPPOE BEFRMIEASHIVE: SRATRIA
e Ji: PPPOE IPC open error: reason failed.

5 & X TJT PPPoE BEREIIEE 4R, FFaWifT el Al .

Rk i N/A

f& & 1D: 0x43286204
fE KA, M4 (Network)
fFE40: ™= (Critical)
FRENE: o T3 PPP /7R Real i b 7 ARNAIE o
e Ji: PPP user use-name failed to authenticate with peer reason.
fHE X PPPOE HIJ (J/74) AREEEIIXHIIE, IR R A .
R % WA 4 SR LU EONIE T 2O T IR
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55 1D:
AL
15 B
(ERSYAEST

f

il

o

4%‘

e
B ES

0x43286605

K24 (Network)

f5 4 (Informational)

o WI3: PPPOE ##MIIk%s#s3k4#3 IP Hili IP-address.

e Ji¥: PPPoE name acquired IP address ip-address from server.
PPPOE 5 (75 MRS #3kAF IP Hilil: (IP-address).

N/A

55 1D:
AL
15 B
(ERSYAEST

f

il

o

A%\ - X:
27 ESE

0x43286606

K24 (Network)

f5 4 (Informational)

o H3C: PPPOE # &I IP Huhik 255 &%«

e L3 : PPPOE name released IP address to server.
PPPOE S| (A7) R AP Huhik 2 55 4% .

N/A

55 1D:
AL
15 B
(ERSYA ST

f

]}

iSSP E
R s %

0x43286707

K24 (Network)

i (Debugging)

o 3C: PPP HIJ /B S A IE o

e Ji¥: PPP user user-name suceeded to authenticate with peer.
PPPoE I/ (/74 X S ihilE o

N/A

55 1D:
AL
15 B
(ERSYA ST

f

il

o

4%\ - X:
fiff oI5 5

0x43286708

K24 (Network)

ik (Debugging)

o 3L PPP HIJM /£ LCP ).

e JE3: PPP user use-name turn to lcp up.
JE 8 PPPOE 1) (J/1/"4) 1 LCP.

N/A

1%‘ ;%\ I D:
E KA.

0x43286709
Mg (Network)
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fFRg: ik (Debugging)
HEAZ: o 3. PPP I /741 LCP K,
e JL3: PPP user user-name turn to Icp down.
R X JGHI PPPOE ™ (J1/7#) 1) LCP.
Rk %: N/A

f5 & ID: 0x4328670a
fE B, M%% (Network)
fFRg: ik (Debugging)
FENE: o 3L PPP I /741 IPCP Jiigl.
e L3 : PPP user user-name turn to ipcp up.
FEE X Ja3) PPPOE I (JH/7#4) 11 IPCP.,
fif R JT%: N/A

f& & 1D: 0x4328670b
fE KA, M4 (Network)
fFRg: ik (Debugging)
HREAZ: o 3. PPP I A/ 741 IPCP KA.
e L3 : PPP user user-name turn to ipcp down.
R e GHI PPPOE I (J1/74) 1) IPCP.,
Rk %: N/A

f& & 1D: 0x4328670c
fE KA, M4 (Network)
R X (Debugging)
FENE: o W3 PPP T HTER MRS A ARAT AN, LCP 5K M
e Ji: PPP user use-name doesn't get reply from server, Icp down.
5 PPPOE IS (/74 AT WSS m R A3 v, S 1A] LCP.
Rk % N/A

f& 5 1D: 0x4328670d
fEIEEA: M2 (Network)
fFRg: ik (Debugging)
FENA: o 3 PPPANSHF it ZEZANIET 3, A61% NAKG
e Ji: PPP is not configured with type authentication, send NAK.
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MELE Hillstone WA ME S ZZEMX BXESSETH
R L PPPOE ASCRFMIERRY (AR, hh ik NAK 4RI,
fERTT % N/A
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QoS

{5 K 1D: 0x46301401

{5 B A, &4 (Alarm)

(EBSE TR
(ERSYSEeE

f

il

i TT 5 1

ISP

# (Warnings)

o RIC BN IEAEN TG VKL EAT AT IP NG L IP IP address 7E5E{1]2}
JRL I LGN E By EAZ IR

e Ji: WARNING! Max allowed {upstream | downstream} IP for this platform is
reached. IP IP address in level {1 | 2} target name {interface-name |
zone-name} is not rate limited.

HTAE FATECE AT M 1P MO ARIE B RGEA TR AVHEH, e (ZOE#7) 8

T (AR LiRERE CGE—ZaE@ B )E) 1P (IP address) A2,

N/A

f& B 1D:
5 B2
15 B
(CEENAESE

f

il

(S E S

ISR E:

0x46301202

& (Alarm)

M5 (Critical)

o RO B SURNECH O BN M AY 1D AEL EAT] N5 (P 1P address 7E{1]|2}
R 7O LR LY B BB . NWAEAE.

e Ji¥: WARNING! IP Queue ID ID in { 47| M7} is kept when IP IP address in
level {1 | 2} target name {interface-name | zone-name} have a zoro session
reference counter. Lack of memory.

HT WAL, STENECH O 19 1P BAFI (AU D) {5 FAT/ AT TT AR B, i 1P BASI )1

HEAE IP address, Y8EAE{ Z L 5By LIS —15 )2,

N/A
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B

G B 1D:
5 B
15 B
(CEENAESE

0x43106601

k2% (Network)

f5 & (Informational)

o WL VE MBI th s AE A A A R, AR E fr4 command.

e Ui ¥ : Set virtual router vrouter-name with the configuration command

command.
fE RGN R E®4 (command) %' VRouter (VRouter £7#5).
fift s 5. N/A
f& B 1D: 0x43086201
HREAL M4 (Network)
FEREY: ™HE (Critical)
BERNE: o I REMNRBIFH L, && DL MR 4% H i K E max-limitation.

e Y. A new route cannot be added to the device because the maximum number

of system route entries max-limitation has been exceeded.

BEEX: REARBIHEEH, B&OLE R 4 H 5K (max-limitation).
RIS KR g dngh, SR g A H .
f5 & 1D: 0x43086402
fE BB, M2 (Network)
5 B9 %4 (Warnings)
ERAR: o TS USINE B4 1 55 I KA L 4 A2 7205 11 7 47 ) i R I HE AR
e X W : Error occurred while adding route route-entry to virtual router
vrouter-name route table.
RS K& H (B D %% VRouter (VRouter £ &) Nt 2 v i 4
ffR TG Il % H U I R GE i K 1 4% H BRI TR BR R 20 1l 4% H G P E0RT I AL
fi B 1D: 0x43086403
5 BB, M2 (Network)
FEY0: %% (Warnings)
ERWNE: o I WNBERES &5 2155 H ONRBINES T &8 427005 117754 P AR D) I HE A

e Jt3: Error occurred while deleting route route-entry from virtual router
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vrouter-name route table.
SN KBk H (B84 ) M VRouter (VRouter Z75) %V [118% o 26 i g i He 4
R TT S KA TR BE I %t 4% H 2 A5 0 FR A %

—_
;uk
cI
o

N

{5 ID: 0x43086604
M 4% (Network)

CF CIF g
Dk
2

%
‘tfin

o o

% (Informational)
o WL {ERBLEG hAS EMES 1AL AR B . 1P Mkt IP-address, N —Bk A 25,

JF & metirc,

=
Em:‘
=
D»I,

e Ji: Route in virtual router vrouter-name that has IP address ip-address
through nexthop next-hop with metric metirc created.
BRIt 4 H 2 VRouter (VRouter £ #0) I &, JFWoRgas i th 4 H i BAARE .
Rk Ji%: N/A

f& & 1D: 0x43086605
fE KA, M4 (Network)
FEEH: {58 (Informational)
ERNA: o W30 {EREIIES s EAES 175 Z A P BRIt 1P Hihil IP-address, T—Bk 74
£ metirc.
e i : Route in virtual router vrouter-name that has IP address ip-address

through nexthop next-hop with metric metirc deleted.

f5 8% X M VRouter (VRouter Z#) 1kt EREs thac H, JF SR 2 H i HAARE .

fRTTS: NIA

f& & 1D: 0x43086606

fE BB, M2 (Network)

HRY5: {58 (Informational)

ERAR: o I FERBINEK & 2 (a5 4 H b B i 1P Mk IP-address, ~—B A4
e X : Route in virtual router vrouter-name that has IP address ip-address

through nexthop next-hop created
5 R S @Ik 45 H %) VRouter (VRouter Z#0) g &, i Soshl Gt e b4 H i B AE B

fERTTE: N/A

{5 H I1D: 0x43086607
AL M4 (Network)
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fFEZH: {58 (nformational)
ERNA: o W30 FEREIIES s EAES 11755 P MR 1 1P Hudik IP-address, Bk 72k
e Ji: Route in virtual router vrouter-name that has IP address ip-address
through nexthop next-hop deleted.
fF & X M VRouter (VRouter Z#) K1 g MIEREs th4c H, IF s gloliBRi i 4c H i R B
fifR s % N/A

f5 5 1D: 0x43086208
HREAL M4 (Network)
fGRg5: ™ (Critica)
ERMNA: o I RGEABIIHI ISP, 4% Ol K2 H 1 ISP % number.

e J: A new ISP cannot be added to the device because the maximum number
of ISP entries number has been exceeded.

WEIEM ISP AR MBI RS, BFARFE D AR ISP O 404 B sV (1 45 K E

(number),

R IT % KA MR, Zalb 1SP HiE .

—_
i
iy
o
<

fi B 1D: 0x43086209

5 BB, M2 (Network)

fE R ™= (Critical)

ERNE: o I REARBIPH ISP 7 M, Beat Bt i KSR ISP 7 M % number.
e JE3: A new ISP network cannot be added to the device because the maximum

number of ISP network entries number has been exceeded.

FRA S Bl m) ISP FAGEAS INEIAHRN I ISP, PR CAFAERT ISP WAL O &0k B VT & K
i (number),

fifRgRr % R AR, ZulEd ISP AR

{5 B ID: 0x4308640a
fF B 4% (Network)

s

et (Warnings)

o HIC: WRIN ISP ISP i 4.

e i¥: Error adding ISP ISP.

HEEX: WIISP (ISP FIRG i HiH .

iR IT % ISP B RS E K ISP o FRI) . T BRES 7> ISP Ji5 5 H 8l & .

g ci i
S S
N =

oF
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fii B 1D: 0x4308640c
fE BB, M2 (Network)
FEY0: %% (Warnings)
HENE: o I WRINT M 745 H5] ISP ISP I HifH .
e Ji¥: Error occurred while adding subnet subnet-entry to ISP ISP.
3 W MAH CFmMFEAD BISP (ISP il .
R IT%: ISP M 4% HE RGN ISP 145 H BRI 15T BRES 7> 1SP M 5 75 58 &

—_
IIHP
iy
:14}

f B 1D: 0x4308640d
AL M4 (Network)
FEY0: %% (Warnings)
HENE: o I MERTM 7% H (ISP ISP ) I i,
e Ji¥: Error occurred while deleting subnet subnet-entry (from ISP ISP).
5% ISP ASP) TR TR H (74D I ik
fRPTT % WA IR AR 1SP 1 R ik 2 157 1R A

—_
IIHP
E]]]}
:14}

f5 & ID: 0x4308660e
5 BB, M2 (Network)
fFEZ0: {585 (nformational)
HFRNE: o 3 GIAT ISP ISP,

e JL: ISP ISP created.
S8 BT ISP (ISP) B R4,
iR TT%: N/A

—_
mlk
EU]}
:u}

f5 & ID: 0x4308660f

fE BB, M2 (Network)

5 EB90: {585 (Informational)

HEAR: o T3 MERT ISP ISP,
e JiY: ISP ISP deleted

3 WNRGETH MR T ISP (ISP).

fRRTT % N/A

—_
il
i
o

{5 E ID: 0x43086610
AL M4 (Network)
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fFEZH: {58 (nformational)
HENA: o 3 G T 7MW 7MKL (EISP ISP H),
e Ji¥: Subnet subnet-entry in ISP ISP created.
HEEX: BT TMEHR (7% FIISP (ISP) Hi,
Rk %: N/A

f& & 1D: 0x43086611
fE KA, M4 (Network)
FEEH: {58 (nformational)
ERWNE: o I MERT 7MW 7M5H (NISP ISP ),

e J: Subnet subnet-entry in ISP ISP deleted.
FEEX: NISP ASP) FMIERCAI FME&H (FMEED.
R JT % N/A

f& & 1D: 0x43086412
fE KA, M4 (Network)
5 Rg0: E5(Warning)
HEAR: o I M4 H &K max-limitation.
e L3 : The maximum number of route entries of this device max-limitation has
been exceeded.
FRE S B&P ORI A HBC AL R VFiE KM (max-limitation).
fifgRJr G R AR, SeulEb s b4 H R .

f5 B 1D: 0x43086413
fF B, M2 (Network)
GG 4 (Warning)
FENZ: o H3: #HIZ VR B H4 Hi KME max-limitation.
e Ji: The maximum number of route entries of this vrouter max-limitation has

been exceeded.
1% VR 1% 45 H B E L8 2] o i KME (max-limitation).

—_
i
iy
o
<

AR TR K Wb, 2R Bt 46 B #0E .
f% & 1D: 0x430c6201

fE HBH, M2 (Network)

{5 g ™ (Critical)
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MELE Hillstone WA ME S ZZEMX BXESSETH
RN o W0 MBI s U 17 A NAEJE IP-address 7R 111 2174 # EWCE RUB )

fiff R s 5

EF TR
e J¥: Virtual router vrouter-name that received an update packet flood from

neighbor ip-address on interface interface-name dropped packet.

X_: VRouter (VRouter Z#) ") RIP SE| E5 Tl 10 (21757 WA E (IP-address)

ST 1) SEHT R SC o
I 22 (R R4 s A RIP 25 H R I 8] 18] B o

—_
alf
CF CIF g
o
e

%
‘tfin

of oF
S

=
Em:‘
=
D»I,

—_
i
iy

- I
<

=
S
&
%@ﬂ

: 0x430c6202

i £ (Network)

F* 8 (Critical)

o I AL RIP BRI L, RIP BHZEFT.

e : System wide RIP route limit exceeded, RIP route dropped.
T Ca i RGN R RIP SRS, R EFHH RIP B

> RS AT RIP B i

—_
lf
CF CIF g
o
2

%
‘tfin

of oF
S

=
Em:‘
=
D»I,

—_
i
iy

- I
<

: 0x430c6203

I £ (Network)

Y% (Critical)

o 3 number RIP i1 (7 LIRRGEH RIP B i BRI H I 581D

e : number RIP routes dropped from last system wide RIP route limit exceed.

o O AR GERCK RIP Bt RS Z 571 RIP B 4% (number).

R % Wb ARG EA K RIP .
f% & 1D: 0x430c6204

fE BB, M2 (Network)

{5 g ™ (Critical)

=
Em:x
=
D»I,

o . RIS RS B A AR RIP SRR R/ANE R, RIP A5
e i : RIP database size limit exceeded for vrouter-name, RIP route dropped.
i1 VRouter X W i) RIP Edfla 5 Ci, RIP SE6IE 5 RIP B

7% F)H RIP 5L,
{5 K ID: 0x430c6205

fE HBH, M2 (Network)
{5825 ™ (Critical)
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FEA%: o T3 number RIP B (75 LIRARGEH RIP B i B H N Z 581D

e J:¥: number RIP routes dropped from last system wide RIP route limit exceed.
FEEX: B b—UEH ARG E K RIP &t REE 2550 RIP #4540 (number).
fRRTT 5 D RGO RIP B

il

fii & 1D: 0x430c6306
AL M4 (Network)
EEE: #iR (Errors)
ERWNE: o I WEHBME S ELE 17447 GELEE @< command) K.
e Ui ¥ : Set virtual router vrouter-name with the configuration command
command failed.
fFEE X Eild4 (command) #E VRouter (VRouter Z#) K.
fifE i % Ku 7Y VRouter HUE & C4IA B R4 kN VRouter £ H BRI

f& & 1D: 0x430c6307
fE KA, M4 (Network)
G gn: #5v% (Errors)
AR o WP REAU i A E AU 1754 AT RIP TN 2 38 R
e Ji: RIP in virtual router vrouter-name joining multicast failed.
5% X: VRouter (VRouter Z#) XFRIF RIP JIIAZ # KM
R IT % WA RIP 245 CA/ERA L H EATT A .

f& & 1D: 0x430c6308
fE KA, M4 (Network)
G Zon: #5v% (Errors)
AR o WP REAU i S E AU 1754 AT RIP BT 2 3% R
e Hi3: RIP in virtual router vrouter-name leaving multicast failed.
5% X: VRouter (VRouter Z#) XFRNI) RIP &I 2 87 KM
Rk i 5. Kl RIP &1 /e % BRI

f5 & 1D: 0x430c6609

fF KA, M4 (Network)

HFEZ: {58 (Informational)

ERWNE: o I BRI a8 Z K 111754 AT RIP SE G2

e JiW. RIP instance in virtual router vrouter-name was created.
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fER4 X: {f VRouter (VRouter £#) ) T RIP Sz,
R T N/A

f& & 1D: 0x430c660a
fF B M2 (Network)
FEA: f5H (nformational)
ERAR: o TP RSV &8 AE AU 175 A ) RIP SE IR
e J: RIP instance in virtual router vrouter-name was removed.
55 X MER T VRouter (VRouter £7#5) H(f) RIP 524,
fifR s N/A

f& /& 1D: 0x430c660b
fF B 2% (Network)
FEA: f5R (nformational)
ERNE: o I WEH B & AZUEE 1754 GERECE 6% command).
e & ¥ : Set virtual router vrouter-name with the configuration command
command.
WAL E A4 (command) fAiE VRouter (VRouter Z#0).
fifR s S N/A

%

Ty
o
<<

{5 & 1D: 0x430c660c
HRAL: M4 (Network)

5 & (Informational)

o I UNINT RIPALJE IP-address (0L 1 8% AZ B (1755 7))

e i : RIP neighbor ip-address in virtual router vrouter-name added.
i VRouter (VRouter 70 [ RIP SZAINT RIP 48fE (IP-address).

o IF I
¢l e ¢
= W

—_
i
cili
o
<

fERTTZ: N/A
{5 & 1D: 0x430c660d
HRAL: 4% (Network)

f5 & (Informational)

o . MIBRT RIPARJE IP-address (HEFUES th &% sE 15 111 75 5 70 ) o

e : RIP neighbor ip-address in virtual router vrouter-name removed.
4 VRouter (VRouter £ [f] RIP Sk T RIP £8f& (IP-address).

N/A

o IF O
¢l e ¢
= W

—_
i
G
o
<

=
S
>
M
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fi B 1D: 0x430c660e
AL M4 (Network)
HRg5: f5E (Informational)
FRWNZ: o I IRINT RIP M4 IP-address (K23 H #5425 1 #525 FFD o
e Ji¥: RIP network ip-address in virtual router vrouter-name added.
fHE% X b VRouter (VRouter Z#5) K RIP SEHIINT RIP M4 (IP-address).
fifR s 5 N/A
fi B 1D: 0x430c660f
AL M4 (Network)
HRY5: f5E (Informational)
FRWNZ: o 3 MBERT RIP M4 IP-address (K23 H 5 42 AE 1 45 5 FFD o
e 3 : RIP network IP-address in virtual router vrouter-name removed.
fER&X: b VRouter (VRouter Z7#0) (1) RIP SlMIER T RIP (4% (IP-address).
fifR s 5 NIA
fii & 1D: 0x430c6610
AL M4 (Network)
fHRg5: f5E (Informational)
ERWNE: o I BRI a8 E M 11754 AP I RIP A Z 4%
e Ji¥: RIP in virtual router vrouter-name joined multicast.
& X: VRouter (VRouter ) I RIP SEBIIIAN T £ 4.
fifR T 5 N/A
fii & 1D: 0x430c6611
AL M4 (Network)
HRY5: f5E (Informational)
ERAR: o I REAK a8 AZUES 1 75 5 A ) RIP BT 245
e L3 : RIP in virtual router vrouter-name leaved multicast.
% X: VRouter (VRouter Z#) 1] RIP Sl B T £ 4.
fifR s 5 N/A
fii & 1D: 0x430c6612
AL M4 (Network)
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FEEH: 58 (Informational)
ERNE: o I RN M a8 Z K 11754 FA) RIP DhREAERE 1 211 4 L TP IR
e Hi3: RIP in virtual router vrouter-name on interface interface-name up.
5% X: VRouter (VRouter Z#) 1] RIP SEGIEAMCEHE L5 FH A
R % N/A

f& & 1D: 0x430c6613
fE KA, M4 (Network)
FEEH: {58 (nformational)
ERNE: o I RN M a8 Z M 11754 P RIP DhREAERE 1 2217 4 B 155 1AL o
e L3 : RIP in virtual router vrouter-name on interface interface-name down.
5% X VRouter (VRouter Z#) 1] RIP SR 15 A
R i %: N/A

f& & 1D: 0x430c6614
fE KA, M4 (Network)
FEEH: {58 (Informational)
ERWNE: o I RN M a8 Z M 11754 FA) RIP DhREAERE 1 22174 B s I o
e JL3: RIP in virtual router vrouter-name on interface interface-name added.
5% X: VRouter (VRouter Z#) 1] RIP SEIEMC R L7 04
Rk i %: N/A

f& & 1D: 0x430c6615
fE KA, M4 (Network)
FEEH: {58 (Informational)
ERNE: o I RNt a8 Z M 111754 FA) RIP DhREAERE 1 22174 LR
e JL3: RIP in virtual router vrouter-name on interface interface-name deleted.
5% X: VRouter (VRouter Z#) 1] RIP SR L HER F Ao
Rk 5% N/A

f& & 1D: 0x432c6601
f5 BRAL: M4 (Network)
FRZ: {5 (Informational)
HRNE: o T3 QI PBR I £ 11 5 -
e JiY: Create pbr-policy policy-name.
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5 EE X G PBR RIS (B L8 BIRGT.

A% N/A

{5 & ID: 0x432c6302

{5 2K/, M4 (Network)

s

fi% (Errors)
o 3. G PBR SN HF A E BRI
e i: Failed to create pbr-policy policy-name.
fFEA S A4 PBR SRISES L (EA L7 R
% N/A

g ci i
= WOk
N =

oF

z
S
N
o

—_
(]

Gl
O

: 0x432c6603
M z% (Network)

i
b
=

s

: fi (Informational)

o 3L MBR PBR SEnE £ 1 5 Ff

e Ji¥: Delete pbr-policy policy-name.
HERE X WNRGE TR PBR SR th (B EHD .

Al cil il
\&? v
e

oF

o>
%

AT % N/A

{5 & ID: 0x432c6304

{5 B2K/, M2 (Network)

{5 B2 ™= (Critical)

RN o 3. MIBR PBR HHE £ 115 BRI

e Ji3: Failed to delete pbr-policy policy-name.
HEEE S WRGT MG PBR SISt (HFEH) KM

Rty . K EgieR PBR &G4 e s TH: 0. ¥ VRouter.
£ & ID: 0x432c6605
{5 A, M2k (Network)

s

: fi (Informational)

o 30 KESEBGHUI 1D VR INE] PBR B B5 11 5 R

e HiY: match id ID was added to pbr-policy policy-name.
fE RS S KA 1 s % N (D) AN INEISEms ik i (BSr £ 8D
fift s 5. N/A

g ci i
= WOk
N =

oF
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{5 E ID: 0x432c6306

{E AL, ML (Network)

{5 B2 m). & (Critical)

fERINZ: o M FHEmFIN 1D s nF] PBR S50 24 11 4 BRI

e . Failed to add match id ID to pbr-policy policy-name.

fERE S KO p g % th N (D) WISt (B &80 R
R TT G SRR BB HH AR 8 SCVF I KRNI T R ¥ 20 R ) 5 T BT
fi B 1D: 0x432c6607
HER: M4 (Network)
HERg5: 15E (Informational)
FRENA: o 3 KRN 1D M PBR Hug #5474 FMER o
e 3 : match id ID was deleted from pbr-policy policy-name.
BRI KO MRS N (D) Mt (B £ k.
fif s 5 N/A
fi B 1D: 0x432c6608
fE H2KM, W% (Network)
HERg5: 15E (Informational)
FREMNZ: o 30 KEHMEHN 1D (PBR RIS #4414 7)) N & B EHE T .
e J:: match id ID in pbr-policy policy-name push to d-plane.
fE R X K PBR SN AT SIS B AR (1D R & BT, Al AR AL BRI IS 20
fifR T 5 NIA
fi B 1D: 0x432c6609
fE H2KM, W% (Network)
HERg5: 15E (Informational)
EENZ: o H3C: KEHMEHN 1D (PBR SIS #4214 ) MEH T i IR o
e Hi¥: match id ID in pbr-policy policy-name withdraw from d-plane.
BERE X: ¥ PBR SRRSO WA B U (1DD ECHE P IR, A AN B e A AR 3K
fif T 5 NIA
fi B 1D: 0x432c660a
HERM: M4 (Network)
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(EISE TR
(ERSYSEeE

R B X

fif o Js 5«

f5 B (Informational)

o PG GRS 1D (PBR WS 25 A1 4 701 ) JF HL R R 21«

e Ui : Modify match id ID in pbr-policy policy-name and push it to d-plane.
i’E PBR SR A A SRS Lo (1D I ELAS BB 4 (0 SR RN e 8 a0
FEAL BRI AL

N/A

— — —
o o o
Gl
O

Al cil g il
\&? v
e

oF

o
=

o>
%

: 0x432c660b

M z% (Network)

: {5 (Informational)

o 3. K PBR MK £ 74 ARG IR o
e i: Cleaned up pbr-policy policy-name in d-plane.

fE A 3 PBR SRBE N M B, AT A R 7 A AERK
A T % N/A

{5 & ID: 0x432c660c

{5 B2K/. M4 (Network)

s

g ci i
= WOk
N =

oF

: {5 (Informational)

o PG CRESEMSKLIN 1D BB RIS (PBR SIS 25 1474 #v ) o
e J: Moved match ID to top in pbr-policy policy-name.

X: 3 PBR S0 45 274 H b (RS (1D ) #2212 S Hb B A S0 (1 078 LA e 2 SRmes i ey

TR UG B o

7% N/A

=
S
>
M

il
o

CF CIF g
o
e

%
‘tfin

of oF

=
Em:‘
=
>

—_
i
iy
o
<

s %

: 0x432c660e

W% (Network)

: {58 (Informational)

oo PG RSN 1D B BhE Brlr A (PBR SN 5 1 4 #0)

e J¥: Moved match id ID to new position position in pbr-policy policy-name.

X: 45 PBR S 25 1 4 70 (SN (D) B B e (B A7 2D Lok AR Sems i b o i

VEPCM -
N/A

1%‘ ;%\ I D:
E R

0x432c660f
M 4% (Network)
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(EISE TR
(ERSYSEeE

,f%‘/%\é\xi
(2P EE

f5 & (Informational)

o WIIC: K PBR SIS 25 1174 FFG0E BIH% 11 22115 7R

e HIY: Bound pbr-policy policy-name to interface interface-name.
L PBR 5l (B S0 S8 BB (IS, AR e B AL
N/A

& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\é\xi
2V EE

0x432c6610

k2% (Network)

f5 B (Informational)

o L. K PBR SIS 25 1174 A0 E B A A

e HiY: Bound pbr-policy policy-name to zone zone-name.
8 PBR 5ilg (51570 GRERMR (5, MHARYE 28R
N/A

f& B 1D:
5 B2
15 B
(CEENAESE

,f%‘/%\{;’:l\x:
SV L

0x432c6611

K2 (Network)

f5 & (Informational)

o . K PBR RN BS 7 £ #4467 2 VRouter VRouter £ 7.

e HIY: Bound pbr-policy policy-name to virtual router VR-name.

8 PBR 5% (E41 470 45583 VRouter (VRouter 70, 1HHAE485E VRouter 4%k
N/A

f& B 1D:
5 B
15 B
(CEENAESE

0x432c6312

K2 (Network)

% (Errors)

o I ZP5E PBR WENE £ 1174 FR e B4 1 26 15 BRI

e HIY: Failed to bind pbr-policy policy-name to interface interface-name.

R & X 40 PBR G (51480 330 (ZOERD KM
e . KRG C840E 7 H BN PBR HI%.

{5 E ID: 0x432c6313

{EEEM, WL (Network)

158900 5% (Errors)

(ERSYSEeE

o I GRAE PBR SIS £ 1A RN E RIS PRI

e Ui: Failed to bind pbr-policy policy-name to zone zone-name.
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fEIE X 455 PBR E0g (B51 58 38 (5 /D KM

R T % KA C445E 7 HE R PBR 5%,

f% & 1D: 0x432c6314

{5 A, M2k (Network)

SR 5% (Errors)

HEAR:

o . YhiE PBR M B 1 4 402 £ VRouter VRouter £ Z7KM

e i : Failed to bind pbr-policy policy-name to virtual router VR-name.

fE B X 405 PBR kg (#i14#) % VRouter (VRouter £ KW,
it % K& VRouter J2 & B &4l T H/E /) PBR i .

f% & 1D: 0x432c6615

{5 A, M2k (Network)

SR {55 (Informational)

HEAR:

(=59
fi P Js 5«

o P fiEER PBR NGB 4 B O BT B FFRI SR E o

e J:3: Unbound pbr-policy policy-name to interface interface-name.
filt b PBR KW (157D HHD (LA 9RE .

N/A

'Fé;@\ ID

15 E R
=R
(E¥sYakas

(=59
fif o Js 5

0x432c6616

M 2% (Network)

f5 /& (Informational)

o . fiRER PBR MK £5 i1 4 FR S BB A E o

e i : Unbound pbr-policy policy-name to zone zone-name.
filfx PBR Mg (1480 Sl (£ PEE

N/A

'Fé;@\ ID

15 E R
=R
(E¥sYakas

=50
fif o Js 5

0x432c6617

M 2% (Network)

f5 /& (Informational)

o P fikBR PBR SN £ /114 5 VRouter VRouter & AIIRE .

e i: Unbound pbr-policy policy-name to virtual router VR-name.
fift k% PBR SEIg (#1147 5 VRouter (VRouter £ [HI455E

N/A
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fi B 1D: 0x432c6318
fE AR, W% (Network)
FEE: &% (Errors)
ERNE: o T30 fEER PBR SR £ 275 B 5% 1 2174 PRI 40 RIK
e HiY: Failded to unbind pbr-policy policy-name to interface interface-name.
5 S WREER PBRSENG (BSd1 4700 HH0 (ZLTEFD KIPRE R
fRRTT 5. KA 2N S PBR HISAA{EIEE K R,

il

o

fi B 1D: 0x432c6319
HER: M4 (Network)
FREE: &t (Errors)
FRNE: o T30 fEER PBR SR £ 1715 B 5 8 4 GRE R
e Ji: Failded to unbind pbr-policy policy-name to zone zone-name.
fE S X ffER PBR WS (B E 50 Sk (5D HIGRE R
R 5 KA iUE R S PBR RIS AE/EGEE KR

il

o

fi B 1D: 0x432c631a
fE A, M4 (Network)
FRE: &k (Errors)
FRNE: o T3 ER PBR I £ /774 5 VRouter VRouter & #1985 RIK .
e HiY: Failded to unbind pbr-policy policy-name to virtual router VR-name.
FREE X Rk PBR g (B414 %) Y VRouter (VRouter Z#0) 455 KIL.
fif 7%k VRouter &1 5 PBR FBEAE (RS0 E K R .

il

o

fi B 1D: 0x432c661b

fE AR, W% (Network)

HERg5: 15E (Informational)

ERNE: o T3 PBR HNE L 275 HH SIS 1D WU 11 7281777 FR0 ) P i e 3 3 75
e i3 : pbr-policy policy-name match id ID received message about interface

interface-name's physical link up

FEEX: PBR WS (A7) PRI QD) Wk ALy N (2057 s,
TS N %R L) R LI .

fift s 5. N/A
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5 5 1D:
fr BAL.
e B
BN Z:

R 5 X

iR Js 5

0x432c661c

k2% (Network)

f5 & (Informational)

o I PBR SRS A A A AR I SR RN 1D R 1 2 7 2 F BB i W 3 75

e i3 : pbr-policy policy-name match id ID received message about interface
interface-name's physical link down.

PBR & (B A7) IR (D) Wk A ST HE D (Z05#7) i,

T N 1% ) RERE I L KT T .

N/A

— — —
olf o ol
Gl
O

Al cil il
\&? v
e

oF

—_
i
iy
o>
<

o
=

o>
%

: 0x432c661d

M z% (Network)

: {5 (Informational)

o IIC: PBR WS £F 115 H SRS N 1D W B 1 2 7 AR P SCE T I 2
e i : br-policy policy-name match id ID received message about interface

interface-name's protocol up.

X: PBR Hilig (B 470 SIS AD) Wik B o M0 (ZO058) i,

T AV N P E A .

fifR s 5 N/A

fii & 1D: 0x432c661e

HERM: M4 (Network)

HERg5: 15E (Informational)

FRENA: o 3. PBR HHKAF A4 F P IS 1D B 1 22074 F) B s e o
e i3 : pbr-policy policy-name match id ID received message about interface

interface-name's protocol down.

FEEX: PBR M (1470 HSERESHIN QD) WeEk ALy N (Z05F#) s,
T AR D I A .

fift s 5 N/A

f5 B 1D: 0x43406601

fEEBHRAL: W% (Network)

s

g ci i
= WOk
N =

oF

: {5 (Informational)

o P3G STIFSRMS S AT G,
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e Ji: Enable policy based route lookup.
: FTIF RGNS % th AR Be
fifR s 5. N/A

—_
i
iy
o
<<

{5 B ID: 0x43406602
fEEEAL ML (Network)

—_
hafl}%
iy
\&é\
P

: fi . (Informational)
oo HISC: ATITURHL B AT %
e i : Enable source ingress interface based route lookup.
fE R S ATIFRGERIEE s AR BE .
fRhis: N/A

=
Em:‘
=
e

{5 B 1D: 0x43406603
{EEEAL WL (Network)

—_
hafl}%
iy
\&é\
P

: fi & (Informational)
e PO fTIFUEER AT G,
e i: Enable source based route lookup.
fE RS X FTIF RS EE th Ak DI fe -
fthis: N/A

=
Em:‘
=
e

& & 1D: 0x43406604
M (Network)
: {5 (Informational)
:oe WIS KM K th A RIT %
e §i¥: Disable policy based route lookup.
KM R G SRS i T AR DI RE

o IF IR
A cli g cilly
= WO
o ¥ opE

—_
i
iy
o
<

iR TT % N/A
{5 B 1D: 0x43406605

cI
o
i

M (Network)
: {5 (Informational)
oo IS0 SRMIUEE K AT G

e UJi: Disable source ingress interface based route lookup.
R RGERIEE % A 4k DI fe

N/A

o IF I
¢l ¢ ¢
= W
N &

—_
i
iy
o
<

=
S
>
M
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fi 5 1D: 0x43406606
fE H2KM, W% (Network)
HERg5: 15E (Informational)
ERNE: o H3C: KM H AT,
e 3 : Disable source based route lookup.
5 R S R RGE S th A R Th g .
fifR s 5 N/A

il

o

fi B 1D: 0x43406607
HER: M4 (Network)
HERg5: 15E (Informational)
FEENA: o T30 GIEREIIE h: VR Z4.
e L3 : Create virtual router VR-name.
RS B4 VR ZFA) VR,
fif T 5 N/A

allf

fi B 1D: 0x43406608
fE H2KM, W% (Network)
HERg5: 15E (Informational)
FEENA: o P30 WIBRELE h: VR Z 4.
e 73 : Delete virtual router VR-name.
R B S MERA 0 VR ZFFH) VR,
fifR TS NIA

il

fi B 1D: 0x43146201

KA, W4 (Network)

5. ™= (Critical)

AR o I REL b ds AL iy 75 5 A PTRCE K BGP SEGEE L R E], BGP S5 61 I
e Y : BGP instance limit exceeded for VRouter vrouter-name, create BGP

instance failed.
5B & X: VRouter (VRouter ##) "L E 1) BGP s BRI, BGP SE 6]
U % k> R BGP SEfI 4 .
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{5 E I1D: 0x43146202
fi 2B, W% (Network)
{5 B ™ (Critical)
N o WL JEILM 8 S 755 AP Al I B 1Y) BGP % i B0l B ), BGP % il L35 .

f

olf

ISR E:
R s %

e 3 : BGP route limit exceeded for VRouter vroute-name, BGP route dropped.
VRouter (VRouter £ #) ] ic'E (1] BGP ¥ &l i fiithl, BGP % Hitk L5t
b R Gir BGP % h & .

55 1D:
AL
15 B
(ERSYaEE

,f%‘/%\{;’:l\x:
S/ L

0x43146203

k2% (Network)

Y (Critical)

o NI RRALNER S AE AU a5 A PTICEL ) BGP AL JE Al R Y R BGP 4B Ja B E R

e J: BGP peer limit exceeded for VRouter vrouter-name, create BGP peer
failed.

VRouter (VRouter £ #) ] it E (1] BGP 4l Ja £l t MLk, BGP 45w il k.

> RS BGP AR Jn A .

f& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\é\xi
fifp R 7 %

0x43146604

M 2% (Network)

f5 & (Informational)

o WL AU AR AE A i1 75 4 BT ) BGP S G e o

e i3 : BGP instance in virtual router vrouter-name was created.
VRouter (VRouter Z#) 1) BGP Sl 2.

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\é\xi
SV EE

0x43146605

k¥ 2% (Network)

f5 & (Informational)

o L. A AR AE AR i1 75 BT ) BGP S R e o

e i3 : BGP instance in virtual router vrouter-name was removed.
VRouter (VRouter Z#) 1) BGP SEHl iR s .

N/A
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fi 5 1D: 0x43146606
R, M4 (Network)
HERg5: 15E (Informational)
ERNAE: o T3 SN BGP &L IP-address HVRIE 77554975 (HERNEK B s a2 7005 75 5 70D o
e Hi¥: BGP neighbor ip-address remote-as number in virtual router vrouter name
added.
f5E& X: 1F VRouter (VRouter &) 1, N BIAK( /5447 5) 25575 I BGP 41 & (IP-address).
RS N/A
f& & 1D: 0x43146607
fF KA, W% (Network)
HFEZ: {58 (Informational)

(ERSYSESE

,f%‘/%\{;’:l\x:
2/ EE

o P MR BGP ABJE IP-address (REAUMIK 188 s AU £ 111 7454 ) o

e HiX: BGP neighbor ip-address in virtual router vrouter-name removed.
kR VRouter (VRouter Z#) i) BGP 45)% (IP-address).

N/A

f& B 1D:
5 B
15 B
(CEENAESE

0x43146608

M 2% (Network)

f5 & (Informational)

o WIS INML% IP-address 2| BGP (REUNM i % 42 U 111 755 ) o

e Hi¥: BGP network ip-address in virtual router vrouter-name added.

fE A& X A nM%% (IP-address) #| VRouter (VRouter ##) [ BGP 524
R JT % N/A
f& & 1D: 0x43146609
fF KA, W4 (Network)
HFEZ: {5E (Informational)
GRS e 3. M BGP TR ES IP-address CREAUMH th % a2 25 il 25 4 Fh ) o
e Hi¥: BGP network ip-address in virtual router vrouter-name removed.
5% X: M VRouter (VRouter Z#0) (1) BGP SEfl x4 (IP-address).
R JT % N/A
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55 1D:
AL
15 B
(ERSYaEE

—_
il
CIT
o

S

e
R s %

0x4314660a

k2% (Network)

f5 & (Informational)

o I WH BGP A ID 575 \D CHESUEE HH A% A 7B H7 25 5 B )

e I : Set BGP router-id router-id in virtual router vrouter-name.
B VRouter (VRouter £#) 1 BGP 4% ID (#1745 1D).

N/A

55 1D:
AL
15 B
(ERSYaEE

f

il

o

A%\ - X:
fiff R s 5

0x4314660b

k2% (Network)

f5 /& (Informational)

o WI: HUNBIE BGP %% 1D RS th % 42U 11755 ) o
e I : Unset BGP router-id in virtual router vrouter-name.
Ui ¥ & VRouter (VRouter Z#) 1) BGP # 4% 1D,

N/A

55 1D:
AL
15 B
(ERSYAEE

R B X

fif s 5

0x4314660c

M 2% (Network)

f5 /& (Informational)

o . % E BGP EINN 2 keepalive keepalive holddown holddown gL 2% 74
17 E )

e HiY: Set BGP timers keepalive holddown in virtual router vrouter-name.

WE VRouter (VRouter 70 H1¥ BGP & I % A% RFFHIE S SR (keepalive) Fl

fREEIS ] (holddown)

N/A

f5 5 1D:
5 R,
&L
fH RN

(=59
fif PR Js 5

0x4314660d

M 2% (Network)

f5 /& (Informational)

o I HUHBE BGP jEN Y (MRS th a8 MBS 175 5 B
e Ji3: Unset BGP timers in virtual router vrouter-name.
I ¥ & VRouter (VRouter £#) W] BGP & %%,

N/A
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fi B 1D: 0x4314660e

R, M4 (Network)

HERg5: 15E (Informational)

HEANZ: o . %' BGP distance (external ebgp-distance) (internal ibgp-distance) (local

local-distance) CE U HH A 27U i 5 7D
e HiY: Set BGP distance ebgp-distance ibgp-distance local-distance in virtual
router vrouter-name.

FESX: ®E VRouter (VRouter £ #) "Wif] BGP % & B EY, (45 EBGP & M IH &
( ebgp-distance ) . IBGP i H & B #F £ (ibgp-distance ) Fll A M % 4 BE 5 5
(local-distance).

fifR s 5 N/A

fi B 1D: 0x4314660f

R, M4 (Network)

HERg5: 15E (Informational)

FENE: o T3 W BGP distance NERNACE REILLRR HHAS M7 E5 H1 75 5 FH ) o

e I : Unset BGP distance in virtual router vrouter-name.

fERA X BUN % E VRouter (VRouter £#) 11 BGP 8% 4 M E 5 .

fif s 5 N/A

fi B 1D: 0x43146610

R, M4 (Network)

HERg5: 15E (Informational)

fEIEANZ: o HX: WH BGP aggregate aggregate-address (REHLIK 2% s 7UEE 111755 7).

e Jil: Set BGP aggregate aggregate-address in virtual router vrouter-name.

FEEX: ®E VRouter (VRouter Z#0) i) BGP K& M4l (aggregate-address).

fifR s 5 N/A

fi B 1D: 0x43146611

R, M4 (Network)

HERg5: 15E (Informational)

fERANZ: o . BUNKE BGP aggregate aggregate-address (HEULSs 125 224 11755 )

e JIY: Unset BGP aggregate aggregate-address in virtual router vrouter-name.
fFE&X: HUH R E VRouter (VRouter Z#) H11) BGP & M4l (aggregate-address).
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it 7% N/A

f% K ID: 0x43146612

fF KA, W% (Network)

{E 8% {5 (Informational)

(ERSYSEeE

,f%‘/%\é\xi
SV L

o WL WE BGP AN K 18 RIS th A A2 U5 11755 5 FF 0 D)

e Ui: Set BGP redistribute protocol-type in virtual router vrouter-name.
W& VRouter (VRouter Z7#) H¥] BGP Al (FFH1EZD .

N/A

G B 1D:
5 B2
15 B
(CEENAESE

,f%‘/%\{;’:l\x:
[(2V L

0x43146613

k2% (Network)

f5 B (Informational)

o W3 BUHBIE BGP MM 1 #5167 R 18 i UL 775 4 7 ) o

e Ui: Unset BGP redistribute protocol-type in virtual router vrouter-name.
Y % & VRouter (VRouter 70 Wt BGP T il th (#5257,

N/A

f& B 1D:
5 B
15 B
(CEENAESE

0x43146614

M 2% (Network)

f5 & (Informational)

o NI VW BGP Bt 5 1 S AR S A e OREA T 2 A U i1 5 E D o

e §i W : Set BGP redistribute protocol-type metric value in virtual router

vrouter-name.

e & X #%'E VRouter (VRouter ##0) 1) BGP At (i1 284)) J§ &0 /& E 1
iRtk 7% N/A

fii & 1D: 0x43146615

fF R, Mg (Network)

s

g ci i
= WOk
N =

oF

—_
i
iy
o
<

: {5 (Informational)

o L WUV E BGP T3 K H 4 1 28 PN R AE /2 2 i CORE AU T 4 AU 1775 D o
e Ji: Unset BGP redistribute protocol-type metric value in virtual router

vrouter-name.

. HUH % E VRouter (VRouter £ #) ™ BGP Akl (B2 (V115 B4l /& E1H
fRR T 5

N/7A

85



Hillstone

TR Hillstone LA RMEE 2R E R X HEEESEFH
fi 5 1D: 0x43146616
R, M4 (Network)
HERg5: 15E (Informational)
RN o W 6% BGP AL a4l (peer-group) S5/ 4 Rk th s 2 70 B 111 7585 5 ) o
e Ui : Create BGP neighbor peer-group-name peer-group in virtual router
vrouter-name.
55 X filE VRouter (VRouter Z7#5) Hi[f) BGP 4% 4l (peer-group) $5/5 41 £ # -
fiRR T % N/A
fi 5 1D: 0x43146617
fF KA, W% (Network)
HFEZ: {58 (Informational)

(ERSYSESE

(=59
i s 5

o 3. B BGP 4B E4l(peer-group) 5/F415# CRERLES B as W ES Hi a5 F) o

e 3§ : Delete BGP neighbor peer-group-name peer-group in virtual router
vrouter-name.

B VRouter (VRouter £ %) 111 BGP 4B & 41 (peer-group) 5/ 41 £ #

N/A

f5 5 1D:
5 R,
&L
fH RN

—_
il
iy
o>
<

0x43146618

M 2% (Network)

f5 /& (Informational)

e hIC: Y05E BGP LR IP-address FIARRAL SFA 4 H Ol b i s i 5 B,
e i : Bind BGP neighbor ip-address peer-group peer-group-name in virtual

router vrouter-name.

. 405 VRouter (VRouter £ 1t BGP 2Bt (IP-address) 4L Ja 4l S6/54 4 e

PRI % N/A
{5 E ID: 0x43146619
HRAL: M4 (Network)

o IF I
¢l ¢ ¢
= W
N &

: {58 (Informational)

K:oe I HUHZRE BGP 4BJ% \P-address 248541 414 # GRS th ds s 200 i1 7% 7 #h

.
e J¥: Unbind BGP neighbor ip-address peer-group peer-group-name in virtual

router vrouter-name.
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TR =3 Hillstone LLAM# & 2L £ M X BEEESE T
& X BUEYPx VRouter (VRouter Z#) it BGP 4l f% (IP-address) &84l 5/ 41 % #fo
fifR s 5 N/A

f5 & 1D: 0x4314661a

fF R, M4 (Network)

FEA: f5E (Informational)

HEAR:

(=59
fi o Js 5

o . WE BGP ALJH IP-address Jy activate (REHULEK th 8% fEAULA 1 285 Ff )

e iW: Set BGP neighbor ip-address activate in virtual router vrouter-name.
W VRouter (VRouter Z£0) W1 BGP 4BJ& (IP-address) iE#z.

N/A

f5 5 1D:
5 BRI,
&L
H RN

0x4314661b

M 2% (Network)

f5 /& (Informational)

o I HUHEE BGP 4/ IP-address 4 activate CHEFLIES H1#% 42 7054 1755 7D o

e i¥: Unset BGP neighbor ip-address activate in virtual router vrouter-name.

{5 B X: XM VRouter (VRouter %) W) BGP 4% (IP-address) ##%.
T % N/A

f% & 1D: 0x4314661c

fF R, M4 (Network)

SR {55 (Informational)

HEAR:

—_
i
iy
o
<

o 3. WE BGP 4B)% IP-address Bt 7 BOy A AU (a8 4785 111 75 5 5P
e Ji: Set BGP neighbor ip-address description description in virtual router

vrouter-name.

. W VRouter (VRouter £#) ™ BGP 4}Ji (IP-address) [Hiid(E 8 (#).,

PRI % N/A
{5 E ID: 0x4314661d
HRAL: M4 (Network)

o IF I
¢l ¢ ¢
= W
N &

—_
il
b
o
<<

: {58 (Informational)

Yoo WS HUHBCE BGP 2 IP-address (IR 7Bt CHESULHS H 35 42 2085 11 45 5 770 ) o

e W: Unset BGP neighbor ip-address description description in virtual router

vrouter-name.

. BUHWE VRouter (VRouter £ 1 BGP ()& (IP-address) MR (E B .
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R T % N/A

f% & ID: 0x4314661e

fF KA, W% (Network)

5825 155 (Informational)

(ERSYSEeE

i3

=
S
é-{,
s

o . ¥ E BGP AL IP-address K IEERINB RS Hh 28 A2 2055 i1 255 7o) .

e i W : Set BGP neighbor ip-address default-originate in virtual router

vrouter-name.

: W'H VRouter (VRouter Z#) 1 BGP &) (IP-address) BRI\ it koA 21 H & BGP 4

J Bl A e AL
N/A

i g
R S
I E g

—_
il
b
o
<<

(S E S

: 0x4314661f

Ik 2% (Network)

: {58 (Informational)

¥: e PO MUK IKE BGP 4K)5 IP-address Ak ERIAEG T CREALMER H &5 A2 05 1775 4 ) o

e i ¥ : Unset BGP neighbor ip-address default-originate in virtual router

vrouter-name.

. BUN & E VRouter (VRouter £ #) 1 BGP 4 )& (1P-address) ¥ ERIA# i & A 2 H & BGP

A Je B AR S AL
N/A

f& B 1D:
5 B
15 B
(CEENAESE

0x43146620

M 2% (Network)

f5 B (Informational)

o . W'E BGP 4lJH IP-address [fZif#% % (keepalive keepalive) (holddown
holddown) (REALLEK HH 25 AZ AU ES 11755 B h ) o

e iW: Set BGP neighbor ip-address timers keepalive holddown in virtual router

vrouter-name.

ER5 Y. &% VRouter (VRouter £ (1 BGP 4lJi (IP-address) 5& I 2% & % A5 e isoah 5 B
B (keepalive) FI{R+#H] ] (holddown).

R i % N/A

{5 B 1D: 0x43146621

R, M4 (Network)
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(EISE TR
(ERSYSEeE

,f%‘/%\{;’:l\x:
SV L

f5 & (Informational)

o 30 HUHBE BGP AL IP-address (Wi I &5 RS thas 2255 1755 ).

e HIY: Unset BGP neighbor ip-address timers in virtual router vrouter-name.
Iy i VRouter (VRouter Z#) H[] BGP 4t (IP-address) & #%.

N/A

1%‘1%\ ID:

%‘A%\%’éﬂ:
(Y &R
fH B AR

5 X
R s %

olf

0x43146622

Ik 2% (Network)

f5 & (Informational)

o WX: WE BGP 4B)E IP-address Jy shutdown RS a8 42 /085 11754 F ) o

e JiY: Set BGP neighbor ip-address shutdown in virtual router vrouter-name.
X VRouter (VRouter Z7#0) ) BGP 4iJ& (IP-address).

N/A

1%‘1%\ ID:

%‘A%\%’éﬂ:
(EsY &R
5 AR

(=St
R s %

olf

0x43146623

k2% (Network)

f5 /& (Informational)

o WIL: W E BGP 4B)% IP-address 4y shutdown (KL HH 2% i AES 1455 FH) o

e FIY: Unset BGP neighbor ip-address shutdown in virtual router vrouter-name.
JFJ3 VRouter (VRouter Z#) ¥ BGP 4 & (1P-address).

N/A

1%‘1%\ ID:

%‘A%\%’éﬂ:
(Y &R
5B AR

(=St
R s %

olf

0x43146624

M 2% (Network)

f5 /& (Informational)

o . % E BGP ABJE IP-address (1) next-hop-self (il i 8% e i1 7255 7D

e JiX: Set BGP neighbor ip-address next-hop-self in virtual router vrouter-name.
W # VRouter (VRouter Z7#) 1 BGP 4iJi (IP-address) ¥ F—#kistih A5 .

N/A

1%‘1%\ ID:

%‘A%\%’éﬂ:
(Y &R
5B AR

0x43146625

M 2% (Network)

f5 & (Informational)

o I HUNWE BGP ALE IP-address [f] next-hop-self Ul i 5% 27215 11 255 Fh ) o

e

e Ut X : Unset BGP neighbor ip-address next-hop-self in virtual router
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vrouter-name.

. BN E VRouter (VRouter £ 1 BGP 4Lfi (IP-address) [ F—Bki% d1h 3 5 .

fthis: N/A
5 & 1D: 0x43146626
R, M4 (Network)
FEE: {58 (Informational)
RN o i WH BGP ALJE IP-address ] update-source iy 22175 B (R 3% 2 7084
AT o
e J: Set BGP neighbor ip-address update-source interface-name in virtual
router vrouter-name.
fE B . B'E VRouter (VRouter ##) # BGP 4iJi& (IP-address) ] update-source NI (£
LIE 75 o
fift s % N/A
f5 & 1D: 0x43146627
fF R, M4 (Network)
FEY: f5E (Informational)

HEAR:

o hIC HUNTE BGP 4B)E IP-address [ update-source (RETULEK 188 4Z 7 117455
),

e X ¥ : Unset BGP neighbor ip-address update-source in virtual router

vrouter-name.

ffB& X HUH R E VRouter (VRouter Z7) 1 BGP 4/ (IP-address) [#] update-source.

fif T 5 N/A

fi B 1D: 0x43146628

R, M4 (Network)

HERg5: 15E (Informational)

FERNE: o . WE BGP default-metric #74/& & (7 ORI 85 E U 11175 5 7).
e I : Set BGP default-metric value in virtual router vrouter-name.

fFES X WHE VRouter (VRouter Z#0) Wf) BGP Sk K EAE (e /L.

fif T 5 N/A

F & 1D: 0x43146629

KA, W4 (Network)
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(EISE TR
(ERSYSEeE

,f%‘/%\{;’:l\x:
SV L

f5 & (Informational)

o I HUNBE BGP default-metric #74/8 a1 (HEALH t % @54 8 5 Hh).
e JI: Unset BGP default-metric value in virtual router vrouter-name.
W'E VRouter (VRouter Z7#) ¥ BGP 44 L EAl (H#/ZH 1)

N/A

& B 1D:
5 B
15 B
(CEENAESE

0x4314662a

M 2% (Network)

f5 & (Informational)

o I3 %%l iy A8k (IP-address) AR (/G5 — fCi97EE), TAME (F7C
1 — TAHFED,  FHE N A B RIS 8% U 177455 5D

e Ji3: %%NOTIFICATION: direction neighbor ip-address code (code — message),
subcode (code - message), number bytes content in virtual router

vrouter-name.

ST RARME R, S BGP AR 1 AUBAE R TAUEE R DU T AR .

N/A

55 1D:
AL
15 B
(ERSYAEE

,f%‘/%\{;’:l\x:
fifp R 7 %

0x4314662b

k2% (Network)

f5 /& (Informational)

o W %%UWHEUE: A (IP-address) ANnJ F A7 ANHE F0L I HH 245 42 70055 H1 455 77 o

e Ui : %%ADJCHANGE: neighbor ip-address Down reason in virtual router
vrouter-name.

VRouter (VRouter £#) ) BGP 4 )& (IP-address) AR, JFWEP .

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,1%4/%\%\3(:
2V L

0x4314662c

k¥ 2% (Network)

f5 & (Informational)

o I3 %008 MR A8k (IP-address) NI H (AL th oS 42 2B 454 ) o

e Ui: %%ADJCHANGE: neighbor ip-address Up in virtual router vrouter-name.
VRouter (VRouter Z#) Hif48fE (IP-address) wH].

N/A
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{5 K ID: 0x4314622d
fi 2B, W% (Network)
{5 B ™ (Critical)
B NZ: o WL KBRS th 28 B i 255 b al L B 1K) BGP A8 a2 B0 8 BRI, BGP A Ja 4 6] 4

(=59
fi PR Js 5

R o
e Ji: BGP peer group limit exceeded for VRouter vrouter-name, create BGP peer
group failed.
VRouter (VRouter Z#) il & ) BGP 41 fa 2145 it L R ), BGP 408 Ja 21 01 2k
BGP 40 i 41 Kl i R e dm KRR o VBRI BGP &0 Ja 45 - id
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RSTP

f& & 1D: 0x433c0501
FRFEM: FfE(Event)
5 840): 184 (Notifications)
HRNE: o T3 A STPHHUNARN: #HFAFID.
e HIY: This stp bridge becomes root bridge: bridge-id.
HES X STPHF (HAFID) BN
fiRJII%: N/A

f& & 1D: 0x433c0502
FREM: FfF(Event)
5 840): 184 (Notifications)
HREAR: o I O EHWNAMREI, W2 RAFID,
e I : The interface interface-name becomes root port, root bridge is bridge-id.
BRSO (FEOER BOIRN (REFID) AN .
fifRJIr%: N/A

f& & 1D: 0x433c0503
FRFEM: FfE(Event)
5 840): 184 (Notifications)
ERWNE: o T3 WNZLIEFIN STP LARE.
e JIY: The stp state of interface interface-name becomes state.
HRES: &0 (ZOEH) BN STP (LA IRE.
fiRRJIr%: N/A
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AR 55

f& & 1D: 0x44200601
FEEM: i (Event)
HFEZ: {5E (Informational)
HEAR: o I RS MEEH: LHMIMERY

e i3 : Service service-name {add | delete}.
fE S U RGN NBRIIRGS CRFESH D -
RIS N/A

f& & 1D: 0x44200602
FEEM: i (Event)
HFREZ: {5E (Informational)
HRAR: o NI IRGHARZEHEFF LRMIMERY -
e Ui: Service group service-group-name {add | delete}.
RS S B RGN UM BRI S5 4L CIRE 215 B«
RIS N/A
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RpEiE

f& & 1D: 0x420c0a01
FEARA: 5% (Alarm)
58400 : ™ (CriticaD
HRNZ: o T RYW 27 44 HMN{WebUI | Telnet | SSH | Console} & )i .
e JiX: System reboot by admin-name via {Console | Telnet | SSH | HTTP |
HTTPS}.
FEE X RGO &8 G4 B {Console | Telnet | SSH | HTTP | HTTPS} 5 X & JH ¥ %%
fERTTZE: N/A

f5 B 1D: 0x420c0402
fFEEM: Fifft (Event)
RGN 4 (Warning)
SRR o . IR EH G L HHE{Console | Telnet | SSH | HTTP | HTTPS} &%, H IP Hs
I/ IP address.
e I : Admin user admin-name logined through {Console | Telnet | SSH | HTTP
| HTTPS}, and the IP is IP address.
BEX: REEHG &M 54 i {Console | Telnet | SSH | HTTP | HTTPS} 5 s\ #4115 5y %
KA
R N/A

f

il

& & 1D: 0x420c0403

GRS 4if (Event)

FREGo: B (Warnings)

SRR o WX IR EH G LB {Console | Telnet | SSH | HTTP | HTTPS} M #4.4/%
SR

e Ji¥: Admin user admin-name failed to login through {Console | Telnet | SSH |
HTTP | HTTPS}, and the IP is IP address.

RYEHL I £ 7 4 Ffiid{Console | Telnet | SSH | HTTP | HTTPSY} 5 XM #4175 S5 %

L PNIE

fERTT G BGRT NBGEAT . WARIGEAT N, B 1P M AT AE AL IR .

—_
i
iy
o
<

95



Hillstone
wE A & Hillstone WAME Z LM X BEEESEFMH

fi B 1D: 0x420c5404
HRERM. %4 (Security)
FREE: L (Warnings)
ERENZ: o W30 Ry, HikiFk s URIURL, KHT IP address.

e Ji3: Deny request method, request method, URI URI, from IP address.
HREE X R4 7k Al IP address (1) HTTP ik i7k 7772, If HARE] HTTP ik URI.
fERTT S BRGRT NBEAT . WARIGEAT N, B 1P MU AT AE LA IR .

]}

fi B 1D: 0x420c0705
FEKEAL A (Event)
FEg0: il (Debugging)
FRNE: o H3C: 2L POST Hdfs AZ0KKRI
e HiX: Try to read POST data number times, failed.
BERE L REZIX (ALD 2l POST il £ R
fifR T 5 NIA

il

o

f& & 1D: 0x420c0706

FEEM: HE (Event)

FEg0: il (Debugging)

FRWNAE: o F30: SSL ZWEHIE ALK G FHE T, WiRS 4R 5

e HIY: SSL try to write data number times failed, total written number bytes,
errno error-number.
ERE X SSL Z I (RHD 22X S EHH R, JHRILE 271 DLRTR T .
IR 5 R A 2R IE R

& & 1D: 0x420c0407
FEA: F4F (Event)
FREGo: B (Warnings)
GENZ: o HTTP i LISy 4if 1714

e HTTP port is changed to port-number.
FEREES: BT HTTP S R AR, U85 R 5 =2 2 L5
RIS N/A
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f5 & 1D: 0x420c0408
HEEM: HE (Event)
FREE: L (Warnings)
fERNZ: o HTTPS diif LI AE A 3 L1+

e HTTPS port is changed to port-number.
fHEE X W& HTTPS i LR AR, SC% 5 (#5152 2 5
fRIRTTZ: N/A

pafl}%

fi B 1D: 0x420c0409
FEKEAL A (Event)
FREE: L (Warnings)
HRWE: o I HTTPS (ST N 17171 5 7o

e Ji: HTTPS trust domain is changed to trust-domain-name.
RS B HTTPS (S0 A2, I HARWI R 5 WIS ARS8 17 774 7
fif T 5 NIA

s

fi B 1D: 0x420c540a

HRERM. %4 (Security)

5 Bgn: %% (Warnings)

ERNE: o T3 kAT IP address FREHAGET LR, SCHlE.
e UJi: Connection number from IP address is beyond the limitation, close it.

S BRI A TP Hilik 1P address B I s KA PRSI, P LASC % 1P bk
SEE

R IT % RS N BGEAT Ny o AR BGEAT A, UGS 1P Ml AT A AL B

—_
il
b
o

f& & 1D: 0x42300401
FEEM: i (Event)
FRZN: %4 (Warning)
HEAR: o I BB EH G LR T HEEHH .
e J: Admin user admin-name cleared log-type log.
FRE X RGP B AL MR T REH AR HEE R, IHRUIRMER I, 75262
T % A AR AR A
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TR Hillstone LAME X ZZ £ M X BEEERSEF i
f5 B 1D: 0x42140401
HEEM: HE (Event)
FREE: L (Warnings)
HRWNZ: o Wi HELO E# 44 FE{Console | Telnet | SSH | HTTP | HTTPS} %%, I IP Hh
hkJ2& IP address.
e Ui: Admin-user admin name logined through {Console | Telnet | SSH | HTTP
| HTTPS}, and the IP is IP address.
HFRE X RSN &8 G4 @i {Console | Telnet | SSH | HTTP | HTTPS} i A\ &%k, %
BRI 1P Hull 2 IP address.
fRIRTT 5 WSS B B
f& & 1D: 0x42140402
fEEEM: Hff (Event)

—_
hafl}%
iy
\&é\
P

: 4L (Warnings)

GENZE: e . L B 014 FiE{Console | Telnet | SSH | HTTP | HTTPS} sk ki, JLIP
itk )2 IP address.
e J¥: Admin user admin-name attempted to login through {Console | Telnet |
SSH | HTTP | HTTPS} failed, and the IP is IP address.
HRE N RAEILG 2F 5 4 #iEit{Console | Telnet | SSH | HTTP | HTTPS} J5 28 S 4% KU,
ZEH AR 1P Mkt 2 IP address.
TG 5 WA T N BGEAT o R BGEAT TGS P sk AT BRI B
f5 B 1D: 0x42100301
fFREM, &% (Alarm)
YU HiR (Errors)

HEAR:

o P DRAFECE AR A AIHRIG RN LA

e i : save configuration file to destination failed due to reason.

G RGN RGEH K RGN E S RAT 2 H #9908, I HAR I MR A
R & R E IR E

f% & 1D: 0x410c0201

{5 B2/, B (Alarm)

5RO H (Critical)
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(EF=Yokas

f

allf

ISP E:
R s %

o W BREAFL IR L.

e Jil: Process process-name missed heartbeat.

BERE A R L0

AR O BRI E N HBE A B, BRZR S, W& HEEE.

55 1D:
fr BAL.
e BGU:
BN Z:

f

pafl}4

ISP E
R s %

0x410c0202

A (Alarm)

Y H (Critical)

e I: Flow ZAK LBk,

e J:: Flow flow-name missing heartbeat.

Flow &K 208k,

AR O BRI BN HBE A B, BRZR S, W& HEEE.

5 5 1D:
fr BAL.
e B
BN

f

il

ISP E
R s %

0x410c1a03

HE (Alert)

Y (Critical)

o W RHEMANHINKE, WAEHE.

e UJi: System enters auto recovery, device reset.
RGN B ISDIRE, JF HIH TR HE RERIH BiED.
N/A

55 1D:
AL
15 B
(ERSYaEE

5 X

fi P Js 5«

0x410c1a04

HE (Alert)

Y H (Critical)

o 13 I{WebUIl | Telnet | SSH | Console}H FZ /A1 4 #Tt+ 2 R G [

e & ¥ : Upgrade firmware via {WebUl | Telnet | SSH | Console} with
firmware-name.

REE M BT {WebUI | Telnet | SSH | Console} 5 i I ## R Z 4 /4115 BT+ 4%

W ARG

N/A

o mF oF
Gl
by
= O

Al cil g il
\&? v
e

oF

>
i

: 0x410c0205
: HE (Alarm)
: M (Critical)
:oo WS RARBORSCRFIBA ) o
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e Ji¥: Send tech-support email success.
T3 IR SRR AT o
fRRTT%: N/A

—_
}'Hk
cili
o

{5 B ID: 0x410c0206
{5 B2EA, &% (Alarm)
{5 Bg): ™ (Critical)

FENE: o W RIEHARSRFMAF R

e . Send tech-support email fail.
FEE X RIEHARSCHF MR
R IT % N/A

f5 B 1D: 0x42200407
fFEEA: Fff (Evend)
5 Bg: 4 (Warnings)
fHEAZ: o 30 TELNET s 1548k 4 174

e LY. TELNET server port is changed to port-number.
fEEE X WA Telnet kg5 15 K A2, A4 5 WS 15 22 4 11
R IT % N/A

f& & 1D: 0x42200408
fE KA. FffF (Event)
5 Bg: %4 (Warnings)
HENZE: o W3 k[ IP address [ TELNE iE #2438 K.
e . A telnet connection attempt from IP address is failed.
FEE X 1P Ml 1P address il Telnet 3EH: & 4 1 2 KW
RIRTT 5E W A BEEAT . IR B AT, s 1P ikl AT AL R

f& & 1D: 0x42080a01
fFREEM. 5% (Alarm)
fFEH: H (CriticaD)
HHENA: o T RGN ZH A5 HN{WebUI | Telnet | SSH | Console} i .
e JLY: System reboot by admin-name via {WebUI | Telnet | SSH | Console }.
FRE . RGEHG 5G4 B {WebUI | Telnet | SSH | Console} 7\ JH ¥ 4% .
fifR s 5 N/A
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fii B 1D: 0x42082601
HRZEA HE (Configuration)
fHERg5: 15E (Informational)
ERWNE: o T3 EEN EH ALY T i S17

e 73 : Admin admin-name executed command line.
FRE X RGEH G B AL BIAT TR L, IFRUIPEIT G 2 S 77
fifR TS N/A

]}

f5 & 1D: 0x42240401
FEKEAL A (Event)
FREE: L (Warnings)
HEEWNE: o T30 SSH Sl 15480 47 115

e L3 : SSH server port is changed to port-number.
FRE X RYE SSH Mds b 15 K AR, AR S R 5 2 2 LT 5
fif s 5 N/A

il

f& & 1D: 0x41101201
R 5 (Alarm)
fEREEH: ™ (CriticaD
FEENA: o I KEHCHIE!
e HI: Fan on the board has stopped!
5 WAk LR XU S 1R
RS VORI ek, AbTHE

—_
mlk
EU]}
:14}

f5 & 1D: 0x41101202
M. 5 (Alarm)
fE R ™ (Critical
HERNE: o T3 faly! EECLEH 90 fRICE.
e Ji¥: Temperature has reached CRITICAL of 90(C)!
53 WARHLAT N I C T8 F) 90 fk KL .
fif T 5 BRI B

—_
IIHP
iy
o
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fii & 1D: 0x41100603

fFEEM: HF (Event)

HERY5: 158 (Informational)

fGEMNZE: o HI: {USBO | USBL1Y} A #{Idi A IR | FE % A1 T
e J:¥: {USBO | USB1} has been {inserted | removed | admin down}.

G f U BN H) USB H, B0 U B RN 1) USB kR (R, B fir & 5%
W CEBOCHD B 1) USB [Ho

R 5% N/A

—_
il
b
o

f& 5 1D: 0x41100604
FEEM: i (Event)
FREEI: ER (Alerts)
HEAR: o H3: Core X fE LA IR T 80%!
e H3: The utilization of core X was over 80 in last one minute!
RS X CPU B X fEid & — 70 pi A ] 28 T 80%.
fifR T % N/A

f& & 1D: 0x41140601
FEEM: i (Event)
FEEH: {58 (nformational)
HEAR: o I TPRFETHIFFALIE S o
e JL3: job-name updates signature successfully.
BREX:  (TRAEFE THRAFLIE D) .
Rk % N/A

f& & 1D: 0x41140602
fFEEM: i (Event)
FEEH: 58 (nformational)
HEAR: o I TFTRFETHIFFILIE R
e Ji¥: job-name updates signature failed.
BREX:  (TRIEFE THEAFLE R
Rk % N/A
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VPN

= B 1D: 0x45140601

HEEM: FHE (Event)

SR {5E (Informational)

SENZA: e 3. SCVPN tunnel-name 330,
e Ui¥: SCVPN tunnel-name started.

{EH4 X: SCVPN (tunnel-name) ©&J57).

R % N/A

{5 B 1D: 0x45140602

{5 B2, i (Event)

5825 {58E (Informational)

(ERSYOEeE

e 3. SCVPN tunnel-name {1k
e L3 : SCVPN tunnel-name stopped.

{EH4 X: SCVPN (tunnel-name) &4k,
R N/A

{5 B 1D: 0x45140603

{5 B2, i (Event)

5825 {58E (Informational)

(ERSYSEeE

o 3. WA/ E B (SCVPN SCVPN SEA1E ) LA IP itk IP-address ¥5% (%) %),
SyBC 1P Hutik: IP-address. SPI: SPI.
e Ji¥: User user-name on SCVPN instance-name logs on from ip-address

(client), allocated IP ip-address, SPI SPI.

R WP (s ik o T HLLIP Ml IP-address % 5% SCVPN, SCVPN JyH /4 fic
IP #ifi: (IP-address) UL SPI (SPI).

fRRTT % N/A

f5 5 ID: 0x45140604

FREAL FifE (Event)

5 EZ0: {585 (Informational)

FENZ: o T UM/ 48 (SCVPN SCVPN L2414 #) UL IP #iulik IP-address &% (%)),

R P 4 B R A R .

e Yt : User user-name on SCVPN instance-name logs on from ip-address
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(client), logs on failed, user name or passwd error.
T3 BT AEEE R, P AR iR T AL 1P Hilik IP-address %ok
SCVPN (SCVPN SEAIZF0 R
fifR T 5 N/A

—_
;uk
cili
o

fi B 1D: 0x45140605
FEREAL 4iff (Event)
HRg5: f5E (Informational)
HENZ: o 3 HF /74 B (SCVPN SCVPN L4114 #) LA IP Hillk IP-address %3¢ (7)),
BRI
e YL ¥ : User user-name on SCVPN instance-name logs on from ip-address
(client), logs on failed.
HEG: P & # mids g THLLIP Hhilik IP-address 5t SCVPN (SCVPN L4714 #O
R
fiR s 5 N/A

{5 B ID: 0x45140606
{5 BEA. FH4E (Event)

_\
il
iy
\&é\
P

% (Informational)
o I H T E B (SCVPN SCVPN 2414 ) # S B G B e, 43I 1P Huhik: IP address.
SPI: SPI.

il
EﬂI‘
=
D»I,

e Jil: User user-name on SCVPN instance-name is kicked out by administrator,
allocated IP ip-address, SPI SPI.
HRE: WP (&) PRGNS SCVPN (SCVPN SEAIE#) WiER:, JF g
gy piesi IV P 1P Mtk SPI
fiR s % N/A

f& & 1D: 0x45140607

fFEEEM: FiffE (Event)

FEA: f5R (nformational)

HENE: o 3l A/ ZFSCVYPN SCVPN SEAE F0IE (% 7 5 ), 43 e 1P Hihik: IP-address.
SPI: SPI.

e ¥ : User user-name on SCVPN instance-name logs out (client), allocated IP
ip-address, SPI SPI.

WP R P47 % i TR SCVPN (SCVPN 414 F) 4, I A At

—_
il
b
o
<
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B 1P Hisk 5 SPI.
R % N/A

f& & 1D: 0x45140608

fFEEEM: FiffE (Event)

FEA: f5R (nformational)

FENR: o 3 mTHEEEN, M)A E8 (SCVPN SCVPN SEAIEFR) EHWTIT, 43 IP M
Hk: IP-address. SPI: SPI,

e Ji¥: User user-name on SCVPN instance-name disconnect due to connection
timeout, allocated IP ip-address, SPI SPI.

RN, P UHF 4D 5 SCYPN (SCVPN SEAIE# Wik HshWidr, JfH4g
17y BCa Wi OT I IR 1P ik 5 SPI
Rk 5% N/A

_\
il
b
o
<<

f& & 1D: 0x45140609
fFEEM: i (Event)
FEEH: {58 (Informational
HENE: o T3 HTWHEN, KPP A48 (SCVPN SCVPN SLAEF) W, 4rHC IP M
3k: IP-address. SPI: SPI.
e Y. User user-name on SCVPN instance-name disconnect due to idle timeout,
allocated IP ip-address, SPI SPI.
S BTN, H (S 5 SCYPN (SCVPN A4 #) (Wi AT, JFHis
W17 Bea Wi TR IR 1P ik 5 SPI
fifR T 5 N/A

—_
;uk
cili
o

fi B 1D: 0x4514060a

FEKEAL 4iff (Event)

HRY5: f5E (Informational)

HENE: o T3 /74 (SCVPN SCVPN L4714 #) L IP Hillk IP-address %5% (web).
e Ji¥: User user-name on SCVPN instance-name logs on from ip-address (web).

X P U EED JiiE Web J7 (0L IP ik IP-address %5k SCVPN (SCVPN SE41E#).

fifR T 5 N/A

—_
IIHP
iy
:14}

{5 H I1D: 0x4514060b
HEEA, FHE (Event)

105



Hillstone

TR Hillstone LA RMEE 2R E R X HEEESEFH
FEEH: 58 (Informational)
HENZ: o 3 ) /7 E# (SCVPN SCVPN 414 #) Lh 1P Hillk IP-address %% (web),
MG 44 B R
e i : User user-name on SCVPN instance-name logs on from ip-address (web),
logs on failed, user name or passwd error.
HES S BT A s s, 1 7 #01n Web 77 0L IP ikl IP-address %5 SCVPN
(SCVPN LHIEFD R
5 KA P AR R I, TR k.
fi B 1D: 0x4514060c
FEREAL 4iff (Event)
HRg5: f5E (Informational)
fHENZ: o 3 U /74 # (SCVPN SCVPN L4714 #) UL IP Hilik IP-address % 5% (web),
X R
e Ji: User user-name on SCVPN instance-name logs on from ip-address (web),
logs on failed.
HEGX: M/ (1 E#) i Web J7(LL IP Hihik IP-address %5t SCVPN (SCVPN 41470
R
fRRJITS: N/A
f& & 1D: 0x4514060d

o IF I
A clli g cilly
= WO

—_
i
iy
o
<

#HE (Event)

5 & (Informational)

o 3t S EFK (SCVPN SCVPN L4140 RS (web).

e JL: User user-name on SCVPN instance-name logs out (web).
i Gl &k itk Web 77X SCVPN (SCVPN SEAIE#D AT .

iR TT % N/A
{5 B ID: 0x4514030e
SEayit} 5 (Alarm)

o IF IR
¢l e ¢
PN

—_
i
iy
o
<

=
S
&
M

Hix (Errors)

o I HHIR: AR, WU socket LMK

e ¥ : Error: error-message, may be socket aready closed.
HILE R, FTRERE (T socket T4 KA.

oo
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fi B 1D: 0x4514030f

FERM. 5 (Alarm)

HEEE: #iR (Errors)

fHENZ: o 3L SCVPN SCVPN SEAIEFIA s, WiF https-port iIE#AEH] .
e Ji¥: SCVPN instance-name start error, may be the https-port is in use.

FES X A5 SCVPN (SCVPN A4 #) KRIG, AIREZ H1F SCVPN SCBIfY) HTTPS b I %5 IEAE L
CANAEEC O

fifth s % T HTTPS 5 45

f& & 1D: 0x45140610
fFEEM: i (Event)
FEEH: {58 (Informational)
fREN%: o 3. SCVPN SCVPN SAIZFF JA gt
e Ji: SCVPN instance-name start hardware binding check.
fHE % X SCVPN (SCVPN SEA1ZFF) JF A EHURUEDIfE
Rk % N/A

f& & 1D: 0x45140611
FEEM: i (Event)
FEEH: {58 (nformational)
fHENZ: o T3 SCVPN SCVPN 4% Fifs ibREESR e K 7
e Ji: SCVPN instance-name stop hardware binding check.
fHE% X SCVPN (SCVPN SEA1ZFF) R EHUSREDIfE
Rk 5 N/A

F & 1D: 0x45140612

FERA. i (Event)

FEZUN: {55 (nformational)

FEAA: e HI: SCVPN SCVPN SCA14 B IEIESRE ) 74k ERLEAD S8R A
e JiY: SCVPN instance-name add hardware binding user user-name host host-id

reason reason.

fEEE X SCVPN (SCVPN SEAIZF) USIMGBERIL, FERomBmgee L r /80 &
ML CEALDY Fgsnds X CREAD .

fifR s S N/A
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fi B 1D: 0x45140613

FEREAL 4iff (Event)

HRg5: f5E (Informational)

FEA%: o T3 SCVPN SCVPN SEAEFMIRREESRE T A7 E 8 EWL 211D,
e Ji¥: SCVPN instance-name remove hardware binding user user-name host

host-id.

& X SCVPN (SCVPN L1470 MIBRGSERIL, It WosMRg e RIh I U770 M
WL (401D 5.

fifR s % N/A

f5 & 1D: 0x45140614

fFEEEM: FiffE (Event)

FEA: f5R (nformational)

fHEN%: o 3. SCVPN SCVPN A/ ZFEA R & FP A 48 FHLEPLID KIK.
e ¥ : SCVPN instance-name hardware binding check user user-name host

host-id failed.

% X: SCVPN (SCVPN 3414 #) XHEAT SCVPN % i () EHLHATIOUE, FFRon gl R % )
u P CH PSR RN CEPLID) {5

fifR T 5 N/A

—_
;uk
cili
o

fi B 1D: 0x45140615

FEKEAL 4iff (Event)

HRg5: f5E (Informational)

FENEA: o T3 SCVPN SCVPN SEA/ 4 F et P A48 FEHLEHID 1.
e Ji¥: SCVPN instance-name hardware binding check user user-name host

host-id successful.

5% X: SCVPN (SCVPN 4% #) %Hig4T SCVPN 27 uifi () EHLBHTIAE, I BoR5 e i & r
s P P ERD FMENL (ZEHD) 55

fifR s % N/A

% & ID: 0x45140616
{5 82K/, FH{E (Event)
SR {5 E (Informational)

fGENZ: o M. SCVPN SCVPN AL BN, H /5B AR A
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e Ui : SCVPN instance-name host check, user user-name security check
successful.
B X: SCVPN (SCVPN 41 % #) *iztr SCVPN % ) il BT 2 k1, I Bk i i
w PP CHPERD .
Rk N/A

f

]}

fi B 1D: 0x45140417

fFEEM: i (Event)

5 RG0S (Warning)

fERNE: o 3. SCVPN SCVPN A4 AN, I /74 B Ak i RN
e Ji: SCVPN instance-name host check, user user-name security check failed.

5% X: SCVPN (SCVPN 44 #) $Hic4T SCVPN 2 7 uifi () EHLIE T 2 Ay, I o 2 2R i)
&R CHPERD .

fifR s % N/A

f& & 1D: 0x45140618
fFEEEM: FiffE (Event)
FEA: f5R (nformational)
fHENZ: o T3 SCVPN SCVPN LA # Ffiid te K It ROEH R .
e J: SCVPN instance-name exceed max connect limit.
fHE % X SCVPN (SCVPN SEAZFR) i ds K IR I B o
fifR s N/A

f& & 1D: 0x45140419
fFE RN FiffE (Event)
RGN i (Warning)
fHENZ: o T3 SCVPN SCVPN 3£ % Ffikid te K H 80 H BRI
e J: SCVPN instance-name exceed max user number limit.
fHEE X SCVPN (SCVPN SE41£F) i e RN # H R
fifR s N/A

% & ID: 0x4514061a
{5 82K/, FH{E (Event)
SR {5 E (Informational)

FREWNZA: o HI: SCVPN SCVPN A1E FHWi T4 P imfE U 2 % ) o IP-address [ & .
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e Ji: SCVPN instance-name disconnect client ip-address when receive from

client.

fHEE X SCVPN (SCVPN A& F) Hles o (IP-address) SN Wi 5% 7 s (R4 .
fifR s 5 N/A
fii & 1D: 0x4514061b
FEREAL 4iff (Event)
HRg5: f5E (Informational)
HEAR: o T3 SCVPN SCVPN SEAE FRMT T2 7 i /1 K 3% K45 % ) i 1P-address.

e Ji¥: SCVPN instance-name disconnect client ip-address when send to client.
fHEH X SCVPN (SCVPN CAIEF KIEH B i (IP-address) I WiJT55 % i (K1 1%
fifR s 5 N/A
fii B 1D: 0x4514041c
FEKEAL 4iff (Event)
5. & (Warning)
fEIRWN%E: o 13: SCVPN SCVPN 341 % F% ) it IP-address %5 3% KM

e Ji¥: SCVPN instance-name client ip-address log on failed.
fHF RS &/ (IP-address) & sk SCVPN (SCVPN SEAIE 7D RN
fifR s 5 NIA
fi B 1D: 0x45080601
FEREAL A (Event)
HERg5: 15E (Informational)
ERWNE: o W30 KGR —BrBhR . BAE: S - H AL H A5

e i ¥ : initiate new phase 1 negotiation: source-address : source-port —

destination-address destination-port.

BRSO INA I bE A Jidy 1D B0 sl CA a0k 195D 18— B .
RS N/A
f& & 1D: 0x45080602
FEEM: i (Event)
HFREZ: {5E (Informational)

5 A

o L. HANL ISAKMP SA, Jitidhil- H il SP1: Cookies.

e JiW. ISAKMP-SA established, source-address — destination-address cookies:
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Cookies.
5 B& . @I E B SA, SR B SA WAl (ks Yot CHpga840 LK)

T [#) Cookies.

fif TS NIA
fi & 1D: 0x45080603
fF R FfF (Event)
HERg5: 15E (Informational)
ERWNE: o W30 WINH BBy BHAE: S - H AT A5
e FiX: responded new phase 1 negotiation: source-address : source-port —
destination-address : destination-port.
fE RS e R — B B p e w i, JF LR B — W Be A bl (B A SR D T st C A
HIHLLE = H #9551 o
fthJis: N/A
f& B 1D: 0x45080604
fF RN Fifft (Event)
fHERZ0: 1585 (Informational)
HRAR: o I R B BHAE: B - H A H A5
e Ut : initiate new phase 2 negotiation: source-address : source-port —
destination-address : destination-port.
BT R INASG AL Bt aE: Sk LD BIsihl CH R0 H 595 1D 15 M B .
ftthJrs: N/A
f5 & 1D: 0x45080605

—_
of TF o
G CIF CL g
Dk
2

(B2l
FEAR
HEFX
iR TT 5 1

. Fff (Event)
: {58 (Informational)
c oo TSC: WARNEE MBS ML R T- B bE H 5

e i : responded new phase 2 negotiation: source-address : source-port —

destination-address : destination-port.

o IR R BebhE MmN, Jf B RS B B A it bl (R i D AR stk A

HYHAE: 95D o
N/A
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55 1D:
AL
15 B
(ERSYaEE

R B X

fif o Js 5

0x45080606

#H1E (Event)

f5 & (Informational)

o WRIC: HENLER TBYBLSA, Sal: QR - HATHAE: R SA RG] F T

e Ui: Phase 2 established source-address : source-port — destination-address :
destination-port, saindex= index.

LA B SA, WoRER B SA ARl CEALAE: DR D il C A g9k

HA9%i LD VSR EELH) SA R3] (F7D.

N/A

f5 5 1D:
5 BRI,
&L
H RN

0x45080607

H4: (Event)

f5 & (Informational)

o H1IC: MIBR ISAKMP SA, cookies=cookies.
e Y. purge ISAKMP-SA, cookies=cookies.

FREG S BB SA, WIRE-—F B SA Cookies (cookies) {5 ..
fifR s . N/A
f& & 1D: 0x45080608
fF RN Fifft (Event)
FEA: f5E (Informational)
FEAA: o 3t MR IPSec SA, PhN S =X 1D, SPI=SPI.
e Y. purge IPsec-SA, proto_id=ID, spi=SPI.
fE RS THEREE BB SA, WoREE B SA TS (A4 1D) Ll SPI (SPI.
fifR s 5. N/A
f& & 1D: 0x45080609
fF RN Fifft (Event)
FEA: f5E (Informational)
FENA: e I ISAKMP SA R, Jihhsl: Jidi - HA9M AR H 9%, cookies: Cookies.

—_
i
iy
o
<

e Ji¥: ISAKMP-SA expired, source-address : source-port — destination-address :

destination-port, cookies: Cookies.

o BB SA W, JF HWasH W B SA WA (B KT I skt C A A

hF: HH9%7 17 LA M Cookies (Cookies).
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R N/A

f& 5 1D: 0x4508060a
FEEM: i (Event)
HEEEH: {58 (Informational)
ERNE: o W30 9 MrB SA W, L H gk
e JIY: phase2 sa expired, source-address — destination-address.
FRS N B PrB SA T, HH B -5 BB SA Ayl (A Fosiuwibhl ¢ 4 #9840 .
RS N/A

f& & 1D: 0x4508030b

FEARM: &% (Alarm)

5 B gon: #5U% (Errors)

ERWNE: o T3 TN, BB R £7/.
e J: phasel negotiation failed due to time up. Index.

fERE S mTHEe, S —BrBeh i kMG JF HB2oR s —FirB SA 5] (Cookie).

fifk Iy % ID ADLHC, FOLSPIAULHC . 2 BN DL AC B B UE TS AN VL RC A AT RE IS B — B BP i
R TSR A ARSI E .

—_
I

Gl
O

: 0x4508030c

: 5 (Alarm)

el
o
e

s

£i% (Errors)
o 3 W, B BhE R F5/.
e J:3: hase2 negotiation failed due to time up. Index.

fRES S Ty, BB R F B S BB SA &R 1

Al cil il
\&? v
e

oF

o>
%

R & BB B ID A —SE P — B AT R R B B R R 1 RS A ST
{5 & ID: 0x4508060d
{5 82K/, FH{E (Event)

s

: fi (Informational)

o 3 WP SRERAR S VPN, \P=IP #4): %774, id: 1D,

e i: Peer trying to connect dial-up VPN, IP= IP address:port, id: ID
FRE S Rk 5w 22 Lk ss, JF HIRWEE 5w 1P (IP address:port) Hufib#l ID (ID).
fifR s 5 N/A

g ci i
= WOk
N =

oF
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fii & 1D: 0x4508060e
FERAL A (Event)
HERg5: 15E (Informational)
FRENZ: o H13C: IPSec SA ID K LI, IP=IP address, spi:SPI.
e HiX: IPSec SA ID idle timeout, IP= IP address, spi: SPI.
FES X IPSec SA (ID) i HKINEILESE, WiiTiEs, Xfim IP 4 IP address, SPI 2 SPI.
fif R JT 5 N/A

allf

fi B 1D: 0x4508060f
FEKEAL A (Event)
HERg5: 15E (Informational)
FRENA: o 3. it PNPVPN NHOHAGECE, BLEN: A/E7H.
e J: Get configuration through PnPVPN, configurations are: configuration
information..
BTG X i PNPVPN AL IRAGIC E AR B, JFHR B B AANC S .
RIS N/A

f& & 1D: 0x462c¢5301

fF BRAL: 224 (Security)

5 B Zn: #50% (Errors)

RN o I KNP IPSec SPI H1R, MAHLAE] A9 SA E5]: 1D, 30 SPI1: SPI, M
N IEHHT SPl.

e i: IPSec bad SPI detected: source-address -> destination-address, SA ID,
SPI1:SPI, should be: correct SPI.

REGKME] 1PSec SPI fiik, WA SPI WAL CAgn 5 HIMIE CHA9H40

SPI XSV SA (1D, BLK SA I IER ) SP1 (SPD).

RIS WEEW T, R HMBEREZMR, GRANEE AR, #IT)H DPD yREHEITX ik

PRI o

—_
i
iy
o>
<

f5 & 1D: 0x462c5402
fF BRAL: 224 (Security)
{5 5. 45 (Warnings)
fERHNZ: o H13: SA ID j& SSLVPN, {H/EH/> UDP f%iE .
e Y. SAID is SSL, but its tunnel out_next is O.
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HFEAE X RGERNENTRENK SA (ID) J& SSL VPN 1 SA, {HZ&H/> UDP f%iE .

iR 7% N/A

{5 B ID: 0x462c5403

fa M. 224 (Security)

s

g cii i
S S
N =

oF

—_
il
b
o

(S E S

e

: 245 (Warnings)

o I kINE| \PSec HIKIGL, MBHAR] H A9 DR BpR, SPL: SPI, ¥4I
SIS

e Ji: IPSec replay packet detected: source-address -> destination-address,
protocol, SPI:SPI, Seq:sequence.

RG] 1PSec FMH, JF HARWIBGHARHIE Ll Hsbdt CH 9250

P CHAE0O~ SPI (SPD LLEFAIS (14D,

oA e A5 A7 AE F IR ALt

f& B 1D:
5 B2
15 B
(CEENAESE

—_
i
iy
o
<

0x450c0601

F1 (Event)

f5 & (Informational)

o W3 WV STENAPI NP RN, Y ICREIE S AFE 1D, WIS AEI 1D, R ICHIAAE
Motk 2 77 \P otk

e i: User user-name logs in from public-ip, tunnel id=ID, call id=ID, assigned

IP private-ip.

e P NAM NP B8RO\, REGBCAFE D IEI 1D FLZ AP i)

7% N/A

=
S
>
M

Q~
lf
CF CIF g
b3
=

%
‘tfin

of oF
S

=
Em:‘
=
e

,f%‘/%\é\}(:
itk T %

: 0x450c0602

: FfF (Event)

: {5 (Informational)

oo WS P EIN NP MR T, Sy BCREE S A 1D, WY A 1D, SR

ok 777 \P 2411
e Ji: User user-name leaves from public-ip, tunnel id=ID, call id=ID, assigned
IP private-ip.
FAJT 2P \P 235 TF, A EIBEIE 5y A 1D, VRIS #Fm 1D, FASS Huhl g 47 \P i)
N/A

fﬁ‘,@\ ID:

0x450c0603

115



Hillstone

waE M &8

Hillstone LA ME L ZREMX BEEESEFH

e E R
=R
(E¥sYakas

—_
Jguk
G
o>

e

i TT 5 1

HF (Event)

f5 /& (Informational)

o I WA A, JLAMME AP M, S BCREIE S A 1D, WE S A7 1D,
Sy BLHI AT bk & 77 WP it

e W: Kick user user-name, his public IP public-ip, tunnel id=ID, call id=ID,
assigned IP private-ip.

Ry, AR A WL 250 \P A h), B53E 5 B 1D, WEIY 52 A7 1D,

AN AP I .

N/A

fﬁ‘,@\ ID:

1%‘/@‘3%?2:
5 B G:
(ERSYRESE

,f%‘/%\{;’:l\x:
il gk 7 %

0x450c0604

F1 (Event)

f5 & (Informational)

o WL EER L2TP BRIE M 7, B R0 BRIt

e i3 : Clear L2TP tunnel tunnel-name all users related will be disconnected.
THER L2TP S8 S 5, DT S B e K ] B W T #%

N/A

fﬁ‘,@\ ID:

1%‘/@‘3%?2:
5 B G:
(ERSYREST

0x450c0605

F1 (Event)

f5 & (Informational)

o 30 BRUNEALEI, WERWIIT L2TP BB 5 1D, B Mo H P ki T .

e HIY: L2TP tunnel tunnel-1D prepares to disconnect for retransmission timeout,

all users related will be disconnected.

FEE X BUAIRSCEALHRN, REUESBIIT L2TP B AFE 1D, Jia AHCH . B pe W 4% .
fifR RIS N/A
f& & 1D: 0x450c0606
R HE (Event)
FEEH: {55 (nformational)
RN o T30 FITEALER, WiJF L2TP Wil A5 1D, FrAAHCH P s Wi T
e YI: L2TP tunnel tunnel-1D disconnects for retransmission timeout, all users
related will be disconnected.
FRE X BUMRSCEA R, REWITIT L2TP Bl 452 1D, Fra AHICH P ¥ W& 42 .
RIS N/A
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WwE M & Hillstone LLARE ZIZREM X AHEESEFMH
HSM{t

{5 B 1D: 0x422c0301

{5 B A, &% (Alarm)

(EBSE TR
(ERSYSEeE

,f%‘/%\{;’:l\x:
2V L

% (Errors)

o 3. W, agent HEAFHIRA

e HIY: Alarm, agent is in abnormal state.
RERE, H5HSM AR (&%) dEARFIRES
N/A

fG B 1D:
5 B2
15 B
(CEENAESE

,f%‘/%\é\}(:
2V L

0x422c0502

F1 (Event)

14 (Notifications)

o W3C: L HSM [R5 as M55 75 5 FERE ) o

e J: Successfully connected to HSM server server-name.
Bt 5 HSM IS5 s K 55 tr 25 BRI IE#E

N/A

f& B 1D:
5 B
15 B
(CEENAESE

,f%‘/%\é\}(:
2/ L

0x422c0503

F1: (Event)

14 (Notifications)

o I Ly HSM RS54 MR 55 7% & Ak T 14

e JZ3: Connection lost to HSM server server-name.
B HSM IS5 s K 55t 24 B T 34

N/A

f& B 1D:
5 B2
15 B
(CEENAESE

0x422c050c
HM: (Event)

i+ (Notifications)

o P3G MRS ASIAT IO A A i R ARAE R I, BLEEAT A, BRI R

HSM 7CEEE s

e i3 : 1/O operation to server has been interrupted, try again, error: HSM agent

name.

ﬁ’o
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R N/A

& & 1D: 0x422c050d
R 4if (Event)
HREg: W (Notifications)
FENE: o W [ FARSAHEM R HSM UL
e JiY: Registering to the following server failed: HSM agent name.
R S HSM AREE HSM /€224 Al R 55 2 T MR
fiRJIr%: N/A

f& & 1D: 0x422c050e
FEEM: i (Event)
fFEZ: 1% (Notifications)
ERWNE: o T30 [ RS AL HSM fCEZ R
e JIY: Registering to the following server succeed: HSM agent name.
R S HSM AREE HSM /€224 Fim R 55 2 T 0D
fifRJIT%: N/A

f& & 1D: 0x422c050f
FEEM: i (Event)
fFEZ: 1% (Notifications)
HREAZR: o T3 HSM CAH .
e Ji3: HSM has been enabled.
BEREX: RAECLHH HSM.
fRRTT % N/A

& & 1D: 0x422c0510
FEA: F4F (Event)
HRZ: @5 (Notifications)
FENZE: e 3L HSM CUZEH .
e Ji: HSM has been disabled.
HFEE N RECLEHM HSM.
iR I %: N/A
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fii B 1D: 0x422c0511
FERAL A (Event)
fFE ) B (Notifications)
HFENE: o H3: HSM LUl & 5E .
e HiX: HSM has been configured.
HEH X HSM L& e,
fifR s 5 N/A

il
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WwE M & Hillstone LLARE ZIZREM X AHEESEFMH
B i 55

{5 K 1D: 0x44400601

{5 B A. F4E (Event)

15 B
(ERSYSEeE

,f%‘/%\é\xi
2V L

f5 B (Informational)

o I AV BIRAIIAIL LT o

e i3 : AV module initializtion successful.
AV BEHRAIA L) o

N/A

fG B 1D:
5 B2
15 B
(CEENAESE

0x44400402

F1 (Event)

s (Warning)

o I AV BRMIIRA RN KR AT

e JiW: AV module initializtion failed: failure reason.

fi & X AV BERIAEAL R, 38 I B A
e . N/A

{5 K 1D: 0x44400603

{5 B8R, F4E (Event)

{E8%5%: {5 (Informational)

5 A

—_
i
iy
o
<

o PIC: WIIINE AV IRTEREL, WREEEE A ES R, WA FE IR, AT I 73 A A
[1H], 54554
e i: AV signature loading successful, virus database database name, version

version number, release date date, signature number number.

o BCENINER AV IR RERE AL, JFRE WD R AL PR N REPERRCAS < 3R 2 AT H 3 A B #5326 44 5

fRRIT % N/JA
{5 B 1D: 0x44400404
FREM: HfF (Event)

— —
Jgttf Jguk
= %
oy =

. 5 (Warning)

¥ W0 B AV IR BERE A RIS KMBTAT, 08 P37 55157 By WA I 2R A KA 3]

WEEFR AT K 2540 K555

e Jill: AV signature loading failed: failure reason, virus database database name,
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TR Hillstone LA RMEE 2R E R X HEEESEFH
version version number, release date date, signature number number.

fEEE S INEAV IRETEREAL R, FFR U RMUR R TREEE PR TRBREEIRCAS . 25 1 R AT H 391 LL A

R

fifR i 5 N/A

fii B 1D: 0x46405401

HERM. 24 (Security)

5 B gn: %4 (Warning)

BERNE: o 3L WP Hhdy Ky 1155 [ HT\P il 195115 DSl FpX 2, WLl
TG 8 72 4 7, ¥4 {fill-magic | log-only | reset-conn}.

e i : from source-ip source-port to destination-ip destination-port, application
application, URL URL, virus detected virus-name, action {fill-magic | log-only |
reset-conn}.

5 S R NP il i 11538 H A9 \P A [ #9515, Iy SEZ, WL AT 414, Aol

PR AL B PAT AR A0 A H AR E B BN R Y

fifRJIr%: N/A
fii B 1D: 0x46405402
HERM. %4 (Security)
5 B gn: %4 (Warning)
ERNE: o P30 B INR WA LZHNIL T NIKIE X A
e JEI: Alarm! virus virus-name occurred N times in X seconds.
R RS S AR E S e BN (XD, WiEE G4 LN K.
fifR TS N/A
fii B 1D: 0x46405403
HRERM. 24 (Security)
5 B gn: %4 (Warning)
BERNE: o I N BIP Ml K155 HAT\P ekl H A9 5, W i 5%, WL Lk,

—_
i
iy
o
<

Wi Ta gafe), e {fill-magic | log-only | reset-conn}.
e Ji3: from source-ip source-port to destination-ip destination-port, application
application, URL URL, exceed the max allowed capacity capacity of this

platform, action {fill-magic | log-only | reset-conn}.

o XSHNP Hhf P 158 HAGNP el #9505 O GEZY, WIE AR T, K

DU RS KT KA IS RE S AE 7, BERPATERAFLSCAF TR | 0™ A4 H AR B | 50 253
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waE m Hillstone LU E WA & R &M * AXIELESEFMH
£2 8

R % N/A

fi B 1D: 0x46405404

fFRERM: %4 (Security)

=R
(E¥sYakas

s (Warning)

o NI WP A Jin 1SR F AT\ Mt A F95 5, W RS, MR Ak, S
KW BRI 50540, #:4F {log-only | reset-conn}.

e : from source-ip source-port to destination-ip destination-port, application
application, URL URL, exceed the max allowed decompression recursion

number, action {log-only | reset-conn}.

RS S XBNP Hydf i 1153 H 19 \P it 1955 105, ISl 62, Wk A T4, &
L BB W s K R B2 WA AT HRAELOO™ A H RS B B Fe T

T % N/A

{5 & 1D: 0x46401205

fFREM. 5% (Alarm)

HRZ: ™ (Critical)

HEAR:

_
i
iy
o
<

o I WL AV RAEL, THEHRAKMEE TR AV IR, S EE AV K.
e Ji¥: Warning:Anti-virus card is offline,you need reboot device to enable main

card anti-virus feature or reset anti-virus card.

s RGURKHVEL: AV RAELZ, THEE BRORMERE T R AV ThRE, B EE AV K.

iRt TT % N/A

{5 & ID: 0x41100205
{5 BEA. FfE (Event)
{5 820 ™E (Critical)

=
Em:x
=
e

Nooo I JRRE BN TS R

e HY:. card-name was inserted into slot-name.

o WP 7 A BTN 12 B

iR TT % N/A

{% B 1D: 0x41100206
{5 BEA. FfE (Event)
{5 820 ™E (Critical)
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BERNE: o NI 7REFEFR N ML

e Ji: card-name was removed from slot- name.
(USSR I VA G o S N 7 ek T
RIS N/A
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